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Abstract 
Cloud computing is a rising computing standard in which assets of the computing framework are given as a service 

over the Internet. As guaranteeing as it may be, this standard additionally delivers a lot of people new challenges for 

data security and access control when clients outsource sensitive data for offering on cloud servers. A new 

decentralized and privacy preserving access control scheme is proposed for secure data storage in clouds that supports 

anonymous authentication. In this scheme, the cloud verifies the authenticity without knowing the user’s identity before 

storing data, and It has the feature of access control in which only valid users are able to decrypt the stored information. 

The scheme supports creation, modification, and reading of data stored in the cloud. It also addresses user revocation 

and is decentralized and robust, unlike other access control schemes designed for clouds which are centralized.   
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1. Introduction 

Cloud computing is receiving a lot of attention from both academic and industrial worlds. In cloud 

computing, users can outsource their computation and storage to servers (also called clouds) using Internet. 

This frees users from the hassles of maintaining resources on-site. Clouds can provide several types of 

services like applications (e.g., Google Apps, Microsoft online), infrastructures (e.g., Amazon’s EC2, 

Eucalyptus, Nimbus), and platforms to help developers write applications (e.g., Amazon’s S3, Windows 

Azure). Much of the data stored in clouds is highly sensitive, for example, medical records and social 

networks. Security and privacy are, thus, very important issues in cloud computing. In one hand, the user 

should authenticate itself before initiating any transaction, and on the other hand, it must be ensured that the 

cloud does not tamper with the data that is outsourced. User privacy is also required so that the cloud or 

other users do not know the identity of the user. The cloud can hold the user accountable for the data it 

outsources, and likewise, the cloud is itself accountable for the services it provides. The validity of the user 

who stores the data is also verified. Neither clouds nor users should deny any operations performed or 

requested. 

 

Considering the following situation: A law student, Alice, wants to send a series of reports about some 

malpractices by authorities of University X to all the professors of University X, research chairs of 

universities in the country, and students belonging to Law department in all universities in the province. 

She wants to remain anonymous while publishing all evidence of malpractice. She stores the information in 

the cloud. Access control is important in such case, so that only authorized users can access the data. It is 

also important to verify that the information comes from a reliable source. 
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The problems of access control, authentication, and privacy protection should be solved simultaneously. 

Access control in clouds is gaining attention because it is important that only authorized users have access 

to valid service. A huge amount of information is being stored in the cloud, and much of this is sensitive 

information. Care should be taken to ensure access control of this sensitive information which can often be 

related to health, important documents (as in Google Docs or Dropbox) or even personal information (as in 

social networking). The access control is widely being used in health care and social networking. There are 

broadly three types of access control: user-based access control (UBAC), role-based access control 

(RBAC), and attribute-based access control (ABAC). Among which ABAC satisfies the current demands 

of security. ABAC can be achieved by using a cryptographic primitive called ABE-Attribute Based 

Encryption. Using ABE, the records are encrypted under some access policy and stored in the cloud. Users 

are given sets of attributes and corresponding keys. Only when the users have matching set of attributes, 

can they decrypt the information stored in the cloud. 

 

It is just not enough to store and access the contents securely in the cloud but it might also be necessary to 

ensure anonymity of the user. A new protocol known as attribute-based signature (ABS) has been applied 

which helps to identify the user as an authorized one, without revealing its identity. Other users or the cloud 

can verify the user and the validity of the message stored. ABS can be combined with ABE to achieve 

authenticated access control without disclosing the identity of the user to the cloud. 

 

Existing work on access control in cloud are centralized in nature, where a single key distribution center 

(KDC) distributes secret keys and attributes to all users. Therefore, it’s emphasized that clouds should take 

a decentralized approach while distributing secret keys and attributes to users by having many KDC’s in 

different locations in the world. The other drawback was that a user can create and store a file and other 

users can only read the file. Write access was not permitted to users other than the creator. 

 

Thus our privacy preserving authenticated access scheme allows us to achieve authenticity and privacy of 

the data stored in clouds, it also addresses the user revocation. 

2. Objectives  

The main objectives of privacy preserving authenticated access control scheme are the following: 

1. To permit only authorized users with valid attributes to access data stored in the cloud. 

2. To authenticate user’s who store and modify their data on cloud. 

3. To protect identity of the user from the cloud during authentication. 

4. To provide decentralized architecture, meaning that there can be several KDCs for key management. 

 

3. Related Works 

Sushmita Ruj, Milos Stojmenovic, Amiya Nayak [1]. Proposes a new decentralized access control scheme 

for secure data storage in clouds that supports anonymous authentication. In the proposed scheme, the 

cloud verifies the authenticity of the series without knowing the user’s identity before storing data.  Scheme 

also has the added feature of access control in which only valid users are able to decrypt the stored 

information. The scheme prevents replay attacks and supports creation, modification, and reading data 

stored in the cloud. And also address user revocation. Moreover, our authentication and access control 

scheme is decentralized and robust, unlike other access control schemes designed for clouds which are 

centralized. The communication, computation, and storage overheads are comparable to centralized 

approaches. 

 

S.Ruj, M. Stojmenovic, and A. Nayak [2]. Discusses a privacy preserving authenticated access control 

scheme for securing data in clouds. In the proposed scheme, the cloud verifies the authenticity of the user 

without knowing the user’s identity before storing information. Scheme also has the added feature of access 

control in which only valid users are able to decrypt the stored information. The scheme prevents replay 

attacks and supports creation, modification, and reading data stored in the cloud. 
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C. Gentry [3]. Discusses Homomorphic encryption technique ensures that the cloud is not able to read the 

data while performing computations on them. Using homomorphic encryption, the cloud receives 

ciphertext of the data and performs computations on the cipher text and returns the encoded value of the 

result. The user is able to decode the result, but the cloud does not know what data it has operated on. In 

such circumstances, it must be possible for the user to verify that the cloud returns correct results.  

D.R. Kuhn, E.J. Coyne, and T.R. Weil [4]. Discusses “Role-Based Access Control Models” also known as 

RBAC, provides a popular model for information security that helps reduce the complexity of security 

administration and supports review of permissions assigned to users. It does so by Merging the best 

features of RBAC and attribute-based systems can provide effective access control for distributed and 

rapidly changing applications. 

 

S. Ruj, A. Nayak, and I. Stojmenovic [5]. Proposed a distributed access control mechanism in clouds which 

uses the ABE- Attribute Based Encryption. It follows a centralized approach. 

 

H.K. Maji, M. Prabhakaran, and M. Rosulek [6]. Introduces Attribute-Based Signatures (ABS), a versatile 

primitive that allows a party to sign a message with _ne-grained control over identifying information. In 

ABS, a signer, who possesses a set of attributes from the authority, can sign a message with a predicate that 

is satisfied by his attributes. The signature reveals no more than the fact that a single user with some set of 

attributes satisfying the predicate has attested to the message. In particular, the signature hides the attributes 

used to satisfy the predicate and any identifying information about the signer. 

 

V. Goyal, O. Pandey, A. Sahai, and B. Waters [7]. Discusses the development of a new cryptosystem for 

fine-grained sharing of encrypted data that we call Key-Policy Attribute-Based Encryption (KP-ABE). In 

this cryptosystem, ciphertexts are labeled with sets of attributes and private keys are associated with access 

structures that control which ciphertexts a user is able to decrypt. 

 

A. Sahai and B. Waters [8]. Discusses a new type of Identity-Based Encryption (IBE) scheme that is called 

as Fuzzy Identity-Based Encryption. In which an identity as set of descriptive attributes. It presents two 

constructions of the Fuzzy IBE scheme which can be viewed as an Identity-Based Encryption of a message 

under several attributes that compose a (fuzzy) identity. IBE schemes are both error-tolerant and secure 

against collusion attacks. 

 

S. Yu, C. Wang, K. Ren, and W. Lou [9]. Focuses on an important issue of attribute revocation which is 

cumbersome for CP-ABE schemes. The proposed solution enables the authority to revoke user attributes 

with minimal effort. This is achieved by uniquely integrating the technique of proxy re-encryption with CP-

ABE. 

 

[10]. Proposes an extensible access control markup language for ABAC in clouds. This specification 

defines version 3.0 of the extensible access control markup language. 

 

A.B. Lewko and B. Waters [11]. Proposed a Multi-Authority Attribute-Based Encryption (ABE) system. In 

this system, any party can become an authority and there is no requirement for any global coordination 

other than the creation of an initial set of common reference parameters. A party can simply act as an ABE 

authority by creating a public key and issuing private keys to different users that reflect their attributes. A 

user can encrypt data in terms of any Boolean formula over attributes issued from any chosen set of 

authorities. Finally, our system does not require any central authority. 

 

M. Green, S. Hohenberger, and B. Waters [12]. Proposed the feature of minimum resource utilization, but 

the system was less robust. 

 

4. Proposed System  

The System architecture is as shown below in Fig 1. 
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Fig. 1 Secure cloud storage model 

Architecture comprises of the following Modules they are as follows. 

1. User   

2. KDC 

3. Trustee   

4. Cloud Server 

User 
       User module basically comprises the ABE as a sub module which is used for the encryption and 

decryption of the data that has to be stored on the cloud it also contains details of all the registered users. 

And they can be in the form of a Creator, Reader, Writer. Creator is the owner of the data and can create 

the documents to be uploaded onto the cloud. The creator basically encrypts the message using the ABE 

and stores the resultant ciphertext onto the cloud. 

 

KDC(Key Distribution Centre) 

        KDC’s are used to distribute the keys among the various users, they accept the tokens from the 

registered users and then distribute the public keys to the requested users. 

 

Trustee 

        A trustee module is like an organisation which on request issues the tokens that can be further utilized 

for requesting the keys from the KDC. 

 

Cloud Server 

        A Cloud server module is used to access the cloud storage, the main function of this module is to 

upload the file onto the cloud storage and download the file when requested by any user. 

 

Let us now understand privacy preserving authenticated access control scheme using Secure Cloud Storage 

Model as shown in Fig 1. According to this scheme a user can create a file and store it securely in the 

cloud. This scheme combines use of the two protocols Attribute Based Encryption (ABE) and Attribute 

Based Signature (ABS) . There are three users, a creator, a reader and writer. Creator receives a token from 

the trustee, who is assumed to be honest. A trustee can be someone like the federal government who 

manages social insurance numbers etc. On presenting id (like health/social insurance number), the trustee 
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gives a token. There are multiple KDCs, which can be scattered. For example, these can be servers in 

different parts of the world. A creator on presenting the token to one or more KDCs receives keys for 

encryption/decryption of the MSG. The message MSG is encrypted under the access policies which are 

basically defined by the attributes of user. The access policy decides who can access the data stored in the 

cloud. The creator decides on a claim policy, to prove her authenticity and signs the message under this 

claim. The ciphertext  I,e the encrypted MSG is sent to the cloudserver. The cloudserver verifies the 

signature and stores the ciphertext onto the Cloud storage. When a reader wants to read, the cloudserver on 

request downloads the Ciphertext. If the user has attributes matching with access policy, it can decrypt and 

get back original message. Writer proceeds in the same way as file creation. By designating the verification 

process to the cloudserver, it relieves the individual users from time consuming verifications. When a 

reader wants to read some data stored in the cloud, it tries to decrypt it using the secret keys it receives 

from the KDCs. If it has enough attributes matching with the access policy, then it decrypts the information 

stored in the cloud. 

 

 

5. CONCLUSION 

 
We have presented a decentralized access control technique with anonymous authentication, which 

provides user revocation and prevents replay attacks. The cloud does not know the identity of the user who 

stores information, but only verifies the user’s credentials. Key distribution is done in a decentralized way. 

User revocation is also achieved, I,e once the user attributes are revoked he will not be able to access the 

data. It supports multiple read and Write operations on the data stored in cloud. The scheme is more cost 

effective and robust.  In future, we would like to hide the attributes and access policy of a user. 
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