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Abstract: In this paper a network called Peer to peer is discussed, the rising peer-to-peer model has 

recently gained major awareness due to its high potential of sharing huge amount of resources among 

millions of network users, where each peer acts as both a resource supplier and an end user. A dilemma 

in P2P computing area is that when every participant tries to maximize its own utility, the overall utility 

of the association might fall. In the worst case situation, P2P resources are easily depleted due to selfish 

users take free rides without offering any sharing resource. sadly, such”tragedy of the commons” 

phenomenon also happens in a number of existing peer-to-peer systems where cooperated scientific 

research systems emphasize on sharing resource voluntarily. Apparently, certain resource management 

scheme has to be implemented on P2P systems to ensure them working properly and growing healthily. In 

a P2P model, a resource to be searched in a P2P overlay network may take one or more hops to be 

found. Also, as the resources are decentralized and the location information of the resources is 

distributed, every peer has to participate in other peer’s resource lookups. 

 

Keywords: Structured overlay networks, Routing attacks, malicious peers, Reputation 
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Introduction: 

Peer-to-peer (P2P) networks are very popular these days, especially the file-sharing P2P systems 

like Bit Torrent and eMule. In these networks, file-sharing is quite different from the traditional 

mechanisms such as file transfer protocol in which all the sharing contents are in one dedicated 

server and all users get the contents they want from that server. There are no keen servers in P2P 

networks; each peer is both a client and a server. Every system that supports the related P2P 

protocol can join in it and become one of its peers. This ”open” structure has given P2P networks 

many advantages: adjustment, self-organization, load-balancing, fault-tolerance, ease of use 

through massive replication and the ability to pool together and harness large amounts of 

resources. Peer-to-Peer is not only about file sharing it is also about establish multimedia 

communication networks based on Peer-to-Peer concepts or resource sharing. Often Peer-to-

Peer is used without having clearly stated the meaning of Peer-to-Peer. Thus it may happen, that 

sometimes in discussions the term Peer-to-Peer is used with completely opposing meanings. The 

central theme of this poster therefore is to bring in a clear definition of Peer-to-Peer networking 

and its different facets, like e.g. "Hybrid" Peer-to-Peer networking. Further on we also give a 

definition of the classical Client/Server architectural concept, to make a distinctive delimitation 

to Peer-to-Peer network architectures possible. [1] 

The emerging peer-to-peer model has recently gained major attention due to its high potential of 

sharing huge amount of resources among millions of networked users, where each peer acts as 

both a resource provider and a consumer. A dilemma in P2P computing area is that when every 
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participating peer tries to maximize its own utility, the overall utility of the collaboration might 

drop. In the worst case scenario, P2P resources are easily depleted due to selfish users take free 

rides without offering any sharing resource. Unfortunately, such “tragedy of the commons” 

phenomenon also happens in a number of existing peer-to-peer systems where cooperated 

scientific research systems emphasize on sharing resource voluntarily. [2]. 

 

 

Benefits of peer to peer system: 
• Efficient use of resources. 

• Scalability. 

• Reliability. [3] 

 

Limitations of P2P 

Most current P2P systems focus on services only. Although areas such as the network structure, 

routing and file storage are fruitful, the research about the security of P2P system is few. Due to 

its inherent dispersion, semi-trusted and dynamic of P2P network, the traditional security 

technologies, especially in authentication technology is facing enormous challenges. 

 

Applications of peer to peer system: 
• Instant Messaging (IM): technologies for sending nearly instantaneous messages between 

users.  

• File Sharing: technologies for sharing data between equal peers in large networks; one 

identifying characteristic of such networks is the lack of any central entity 

• Grid Computing: technologies for sharing computer resources, most commonly CPU cycles, 

among many different systems. This can be used to perform processing of large amounts of data 

distributed over a large number of computers. [4]  

Properties of P2P Network 

• Decentralization: The data structure should be distributed among all the participants of 

the system. A central server, or even a cluster of such servers, may prove to be intolerant 

to faults, and will require considerable investment for high-performance hardware and 

high bandwidth. Scalability: The Internet user community has grown to be so large that 

distributed systems need to cope with millions of users.  

• Load balancing: It is like the cost of maintaining the system to be uniformly shared 

between all the peers. Similarly, the system should be able to manage flash crowds i.e., 

high data request volume due to temporal locality, when a particular resource becomes 

extremely popular for a short period of time. 

• Dynamic maintenance: The massive parallelism in peer-to-peer systems, due to high rate 

of machine arrival and departures, presents some very challenging issues that are trivially 

solved in a system with fixed membership. The system should be self-configuring, and 

machines and resources should be added and deleted from the system quickly without 

manual intervention or oversight. 

• Fault tolerance: The data structure should be resilient to both machine and link failures 

in the system. Even if a part of the system has failed, the data available in the surviving 

machines should still be accessible, as long as it is located in the same connected 
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component as the requesting peer. Further, the system should gracefully degrade with 

increasing failures. 

• Self-stabilization: Not only should the system survive disruptions due to failures, but it 

should also heal automatically to restore ideal performance. The system should have a 

repair mechanism that detects local inconsistencies such as machine failures or link 

outages, and triggers maintenance operations with minimal overhead in terms of network 

traffic. 

• Efficient searching: The primary goal of a peer-to-peer system is to locate resources 

efficiently, and hence support for searching using a variety of specifications is a very 

desirable property. Complex queries to locate resources such as range queries, near 

matches to a key, and keyword matches should be supported by a rich query language. 

• Security: The system should be secure against attacks such as a denial-of-service attack, 

where some miscreant participants may "flood" the system, thereby preventing legitimate 

traffic. In some applications, it may also be desirable to maintain anonymity of the users, 

or provide resistance to censorship by preventing certain data items to be deleted from the 

system. 

• Topologically-sensitive construction: Routing should be sensitive to network locality 

such as distance traveled or latency along transmission paths. Two possible approaches 

are:  

(i) Proximity routing where machines are placed in the network to exploit the underlying 

topology. 

(ii) (ii) Proximity neighbor selection where the closest neighbors are chosen among the 

set of potential neighbors.[5,6,7] 

P2P Architecture: Super nodes in a Peer-to-Peer Overlay Network 

In a basic P2P overlay network, the peers have equal roles and they participate equally in the 

lookup queries. However, super nodes can be used together with regular peers. These super 

nodes are more capable peers and they function as server-like peers causing a hierarchical 

difference between regular peers and super nodes. [8] 

 

Figure1:  Peer-to-Peer Supernode Architecture. 

A super node is a well-known P2P node that has some guarantee of high availability, computing 

resources and available networking bandwidth. Accordingly, they can provide more resources 

for other peers and they are usually more stable than regular peers. A regular peer may also 

become a super node, if the requirements are fulfilled. Thereby, it does not necessarily need to 

have a static public IP address or DNS name for super node, if it is otherwise well-known and 

has sufficient bandwidth capacity. However, these are useful capacities especially if an operator 

provides super node functionalities for a network. The use of super nodes implies a hierarchical 
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structure instead of a flat structure. However, a flat structure can also have super nodes, if the 

regular peers do not participate in the overlay signaling. Instead, the super nodes act on behalf of 

these regular peers in the P2P overlay. Structured overlay networks overcome the limitations of 

unstructured networks by organizing the topology with some structured content location 

mechanism such as DHT. Like an unstructured network, a structured network is an overlay 

having virtual link connections between the participating nodes. However, only structured 

overlay networks create virtual topologies based on node-content attributes such as a hashed IP 

address of the node. These peers are assigned with static identifiers by using a distributed data 

structure such as DHT. The identifier values determine the structure of the overlay, as the 

identifiers are organized logically. As consequences of the deterministic structure of structured 

overlay networks, maintenance efforts to keep the correct structure are increased due to the 

churn. The churn concerns especially structured P2P overlays, as structured overlays need to 

maintain a specific and valid structure of the overlay. If the churn handling of the algorithm is 

not efficient enough, it may cause the entire algorithm to be inefficient. [9, 10] 

Possible attacks when using P2P 

i)   Attacks by self-replication: Most P2P systems today assigned a user ID, regardless of their IP 

address. This allows malicious users to run without problem because they can easily get a new 

identity when they need it. A malicious user can respond positively to all requests, which shows 

he has the necessary resources. If he discovered new identity he could easily switch to another 

identity and continue to disrupt the network. Furthermore, honest peers who ignore the modified 

content, continues to share and contribute to the spread. 

ii) Man in the middle attack: This type of attack takes advantage of the application level routing 

in the P2P network. By placing itself between two peers a malicious user can intercept traffic 

between them. By altering the IP address and port number in a "Query Hit" message a malicious 

node can deceive the querying peer and make it connect and download altered content from the 

malicious node. [12] 

iii) Routing attacks: Routing attacks are aimed at exploiting weaknesses in the routing protocol 

used by the different P2P overlays. There are several variants of routing attacks: 

• Incorrect lookup routing: A malicious node can search route requests to non-existent 

nodes. The network performance will deteriorate if it can be obtained in a large scale. 

• Incorrect routing update: Each node in the routing table search system is based on routing 

information, asking other peers. This could allow attackers to corrupt the peer routing 

table of the other peers, providing them with the incorrect updates. A more subtle 

approach would be to provide information to the peers, that lead to unreliable, that high-

latency or other malicious peers. 

• Partition attacks: These attacks attempt to form a parallel network running the same 

protocol as the legitimate network. By using the bootstrap method malicious users can 

deceive innocent peers into connecting to this illegitimate network. 

iv) Storage and retrieval attacks: A corrupted node can connect the network and participate in 

the lookup protocol correctly, but when other peers wish to download from this malicious node it 

would deny them access to the data or deny the existence of such data. 

v) Node joins and leaves: A malicious node can reduce network performance continuously by 

entering and leaving the network. Events such as a join require that the network update its 

routing tables and rebalance the distribution of shared data by moving data to the newly joined 

node(s). If nodes join and leave at a high rate this will create a large overhead of traffic and 

processing, thus helps in reducing the network performance. Structured P2P overlays can be 



IJRIT International Journal of Research in Information Technology, Volume 3, Issue 6, June 2015, Pg.135-141 

Pallavi Bansal, IJRIT-139 

 

effective when used in data retrieval, load balancing and distribution of resources. Overlays can 

remedy some of the weaknesses that exist in unstructured P2P networks, but they are away from 

being secure systems. 

vi) DOS Attacks: A DOS (Denial of service) attack on a computer network is responsible for the 

loss of a service. There are several ways or methods to commit a DOS attack in the P2P network. 

The most common form of DOS attack is to flood the network with fake packets and preventing 

legitimate network traffic. Another method for overwhelm the victim is to perform the 

meticulous computation so that it become busy to do answer any other queries. DOS attacks are 

much more effective if multiple providers are involved in the attack.[17] 

vii) Worm Propagation: Worms are becoming a major threat to the Internet. Today, worms like 

Code Red or Nimda can infect hundreds of thousands of hosts within hours and there is no doubt 

that the improvement of engineering to infect achieve the same result in seconds.[16] 

viii) Selfish Attacks: For making the P2P services effective, participating peers must collaborate 

with each other, but in most cases a node stands for a self-interested party and collaborate cannot 

be expected nor compelled. A reasonable presumption is that a large part of P2P nodes are 

Selfish and seek to maximize the use of system resources and minimize the use of its own. 

ix) File Poisoning: File poisoning attacks working with the data Plane, and has become very 

common in Peer- to-peer networks. The intend of this attack is to replace the wrong file system. 

As the infected file is obviously not useful. [18] 

x) Sybil Attack: The idea behind this Sybil attack is that a single fake node can present multiple 

identities, and thus acquire the control over the whole network. Once this has been carried out, 

the attacker can misuse the protocol in any way possible.  

xi) Eclipse Attack: In an eclipse attack, an attacker can establish control over a certain number of 

nodes along with strategic routing paths. After attaining the control he can divide the network the 

network in different subnets. Therefore, if one node wants to communicate with another node 

from the other subnet, his message must have certain point to be directed through one of the 

attacker's nodes. [13, 14, 15] 

 

Identification of malicious peers for identifying a node as malicious, malicious activity has to be 

observed first. This could be done in either a proactive way, or a reactive way. 

1) Proactive identification: When acting proactively, peers perform periodic operations with the 

purpose of detecting malicious activity. A malicious node could prevent access to content it is 

responsible for, or return references to content that does not match the original queries. With this 

approach, publishers of content can later perform lookups for it at periodic intervals and verify 

the integrity of whatever is returned. Any inconsistencies could then be interpreted as malicious 

activity. The problem with proactive identification is the management of the overhead it implies: 

if checks are performed too often, they may actually hinder scalability, while, if they are 

performed too rarely, they would probably be useless. 

2) Reactive identification: In a reactive strategy, the peers perform normal operations and if 

they happen to detect some malicious activity, then they can label the responsible node as 

malicious. In a file-sharing application for example, after downloading content from a node, if 

the peer observes that data does not match its original query it can identify the corresponding 

node as malicious. If routing is done in an iterative way, then dropping of packets, forwarding to 

an incorrect node and delay in forwarding arouse suspicion and the corresponding peer is 

identified as malicious.[11] 
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Reputation management systems 

Reputation management systems are used to allow peers to share information about other peers 

based on their own experience and thus help in making better judgments. Most reputation 

management systems are for file-sharing applications. In reputation systems, it should not be 

possible for a misbehaving peer with low reputation to simply rejoin the network with a different 

ID and therefore start from a clean slate. To counter this, store not only the reputation of a peer 

but also the reputation of files based on file name and content to avoid spreading of a bad file. 

Another method is to make the reputation of a new peer the minimum possible define five design 

considerations for reputation management systems; 

• Self policing. 

• Anonymity. 

• No profit to new comers. 

• Minimal overhead. 

• Robustness to malicious peers. 

1) Unstructured reputation management: The basic idea of these is that each peer maintains 

information about its own experience with other peers and resources, and shares it with others on 

demand. In the system each node maintains trust and distrust vectors for every other node that it 

has interacted with. When reputation information about a peer is required, a node first checks its 

local database, and if insufficient information is present, it sends a query to its neighbors just as 

it would when looking up content. However, such an approach requires peers to get reputation 

information from as many sources as possible; otherwise, malicious nodes may successfully 

place targeted attacks returning false values for their victims. [17] 

2) Structured reputation management: One of the problems with unstructured reputation 

management systems is that they either take the feedback from few peers, or if they do from all, 

then the they incur large traffic overhead. Systems try to resolve it in a structured manner. The 

idea of the Eigen trust algorithm for example, is transitivity of trust. If a node trusts peer X then 

it would also trust the feedback it gives about other peers. A node builds such information in an 

iterative way. The algorithm has fast convergence properties. For maintaining this information in 

a structured way, the authors use a content addressable network (CAN) DHT. The information of 

Each peer is stored and replicated on different peers to provide robustness against malicious 

nodes. They also suggest favoring peers probabilistically with high trust values instead of doing 

it deterministically, to allow new peers to slowly develop a reputation. 

 

Conclusion: 

It this paper, p2p is discussed through terminology, architectures, goals, components, and 

challenges, its applications. This paper analyzed the main security threats that can be applied in 

most of Peer-to-Peer network. In P2P file-sharing, the anonymous and dynamic property of peer 

activities makes them very vulnerable to misapply by selfish and malicious peers.  To combat 

selfish and malicious peers, reputation aggregation method is essential for peer to evaluate the 

trustworthiness of other peers and to interact with more reputable peers. The security of peer-to-

peer systems can be improved by using trust & reputation systems as well as good incentive 

mechanisms. Trust & reputation system provide a nice way to make it hard for malicious peers to 

abuse the system. Malicious peers can for example use peer-to-peer systems to spread viruses or 

by serving other unwanted content. Trust & reputation systems can locate these malicious nodes 

and can make it very hard for these nodes to continue their activities. Reputation data is stored at 



IJRIT International Journal of Research in Information Technology, Volume 3, Issue 6, June 2015, Pg.135-141 

Pallavi Bansal, IJRIT-141 

 

the super node level to take advantage of the use of super nodes in partially decentralized P2P 

systems. 
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