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Abstract: Low Energy Adaptive Clustering Hierarchy ("LEACH") is one of the routing protocols in wireless 

sensor networks (WSNs). In wireless sensor network to improve the lifetime, LEACH protocol uses cluster 

head. In this protocol, CH is broadcasting a message called “HELLO” with some power and within a specified 

radius distance. Only the sensor nodes within this radius distance are made to communicate with the CH. As CH 

will change accordingly, accordingly the surrounding area will be considered for the communication with base 

station. Sometimes some unintended node whose may hack the network by sending the “HELLO” message with 

more power may be outside the range. The normal sensor nodes must take the care of themselves by sensing 

whether the HELLO message is from the genuine CH or adversary node. Identification will be done by the 

sensor nodes by checking whether the adversary node is within the radius. Sometimes the adversary node may 

display a wrong co-ordinate. That time nodes will send test message to check the position of the advertisement 

node. If the advertisement does not acknowledge, that time the sensor node will considers that node as adversary 

node and will stop communication with such nodes. Mainly the distance between the sensor node and 

advertisement node, received signal strength (RSS), checking the coordinate of the adversary node by sending a 

test message are some of the techniques for identifying whether advertisement node is CH or adversary node.  
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I Literature Survey 

[2.1] Pathan et al. [5] proposes holistic security for robust and layered ensuring in wireless sensor network. 

Holistic approach [6] gives security to all layers in a network; it improves the longevity, security and 

connectivity to environmental conditions during any changes in wireless sensor network. Giving single security 

solution to a single layer is not efficient solution for all layers in the network. In a given network the holistic 

approach has some principles like ensure security for all the layers. Security degradation happens if sensors have 

no physical security. Suppose security is not considered for all layers there might be chances of breaking whole 

network. For example if any sensor node is jammed or captured in the transport layer, whole network breaks. 

Holistic approach builds the security layers for the protection of overall network. 

[2.2] Chris Karlof and D. Wagner et .al [7] proposes a new technique in wireless sensor networks to give routing 

security. Usually all sensors are designed for application specific, security they do not consider. But he proposes 

some security properties when security issues comes like capabilities of nodes are limited, insecurity of wireless 

communication, having insider threats, attacker nodes send high energy to disturb the network. The security 

routing protocol is non-trivial. So the proposed work introduces the sensor network having crippling attacks 

against all protocols and suggests design considerations and counter measures of all routing protocols. And also 
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shows the similarities between ad-hoc wireless network and sensor network. Between any pair of nodes the 

routing occurs in ad-hoc networks. [8] [9] [10]. But the communication patterns in sensor network are 

specialized one. 

[2.3] Leonardo B. Oliveira et. al [11] proposes Sec-LEACH to give security to wireless sensor network. 

Improved version of LEACH is sec-LEACH. To give security for communication Sec-LEACH uses µ-TESLA, 

a SPINS building block, and randomly pre-distribution methods. Sec LEACH [12] is to provide freshness and 

confidentiality. One way hash chain and symmetric key introduced. 

[2.4] Y. Sankarasubramaniam et. al [13] proposes sensor networks communication architecture and applications 

of sensor networks. The applications include environmental applications, military applications, health 

applications etc. The architecture of sensor network consists of 4 main parts 1. Power unit 

  2. Processing unit  

   3. Sensing unit and 

  4. Transceiver unit  

In military services the wireless sensor networks plays an integral part of surveillance, control, command, 

intelligence, communications, and reconnaissance, computing and target systems. Due to fault tolerance, self-

organization and rapid deployment of sensor networks make an exact sensing technique for above military 

services. 

 

II Introduction 

Wireless Sensor Networks (WSN) is a self organized ad-hoc network and it is a network of multiple 

sensing nodes that perform a certain task .The network can consist of any number of sensing nodes, and each 

sensor node has the ability to store and send information across the network .Energy efficiency is the important 

key for wireless sensor network. To lower the energy consumption the network is divided into several clusters in 

cluster routing algorithm LEACH (Low energy adaptive clustering hierarchy). Wireless sensor network have 

wide range of applications in open areas. Low power makes WSN vulnerable to various kinds of attacks like 

sinkholes, HELLO Flood, wormhole, Sybil attack and so on.  Among these the important attack is HELLO 

Flood attack which affects networks with clustering based protocols like LEACH. Nowadays, securing WSN is 

an active research area, means giving security to the wireless sensor network by the hackers. To secure the 

wireless sensor networks from HELLO Flood attack the node receives HELLO message and sends simple test 

packet to HELLO sending node ,if reply comes in allotted threshold time, consider the HELLO sending node  as 

a friend else it is a stranger or adversary node. Doing this can reduce a lot of communication overhead to the 

protocol. 

 

II. LEACH Protocol 

 
LEACH (Low Energy Adaptive Clustering Hierarchy) is a hierarchical protocol. In wireless sensor network 

LEACH is used to reduce the power consumption. In LEACH the nodes which contain high radio power will 

become a cluster head. By using this cluster head the energy required to transmit the data from all nodes to the 

base station is reduced, the sensor nodes which are placed far from the base station will not directly 

communicate to the base station as they need more energy to transmit if distance increases. So the nodes which 

are presented far from the base station communicate with nearest cluster head then the cluster head compresses 

the data and send it to base station. The energy distribution is occurred evenly with the cluster head in wireless 

sensor networks. The energy would waste if all sensor nodes present in wireless sensor network communicates 

directly to the base station. In LEACH once the node becomes cluster head for that round, in next round the 

same node cannot become cluster head. The nodes which are not cluster head will select the nearest cluster head 

and give join request to that cluster. Now the nodes which are not cluster head will communicate with cluster 

head according to schedule created by cluster head to each node in its cluster then the nodes will pass its data. 

These nodes communicate in TDMA fashion with cluster head. During their time slot allotted, the radios are on, 

rest of the time it will be off. So TDMA makes the energy consumption to reach the cluster head is less. In 

wireless sensor network clustering the network is very important to give energy efficiency. In wireless sensor 

networks the nodes present are usually operated with batteries, these are limited energy resources every time 

replacing batteries is not an easy issue. So the most important is energy efficiency designing. The design is like 

it should give long life time of wireless sensor network. So LEACH is energy efficient protocol in which cluster 

head takes responsibility to collect information from the nodes in its cluster and sends data to the base station. 

Properties of LEACH protocol: 

• At cluster head the data aggregation occurs. 

• Selection of cluster head is based on the highest energy of a sensor node. 

• Communication of cluster head occurs directly with base station. 

• Cluster head communication is done in TDMA fashion. 
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• The algorithm is based on cluster. 

Clustering involves electing cluster head from the sensor nodes in clusters.  LEACH protocol operates in 2 

phases 1) set up phase and a 2) steady phase. 

• Set up phase  

It has three steps 

Step one: probabilistically nodes decide whether to become a cluster head or not. Those which became cluster 

head advertise itself to the whole network. A carrier sense multiple access protocol is used to avoid collision 

.step one is also known as advertisement step. 

Step two: In this step the other nodes which are not cluster heads decided to join the cluster head based on the 

highest received signal strength of an advertisement message. These nodes will send join request, after receiving 

all join request the cluster head moves into next step. This step is also a cluster joining step. 

Step three: this is confirmation step in this cluster head broadcast a confirmation message to set up network. 

• Steady phase: 

This is very important phase because in this only actual communication between base station and sensor nodes 

occur. According to the time slot schedule each node knows when to transmit. The cluster head collects all the 

data from their members and compressed these data and send to the base station. In wireless sensor network 

when considering large area networks the distance from nodes to base station is more. So to communicate with 

base station the nodes has to spent more energy. So LEACH protocol is implemented in wireless sensor network 

to reduce power consumption. 

 

III.HELLO Flood Attack 

 
This chapter describes many attacks present in wireless sensor networks like Sybil attack, wormhole attack; 

sinkhole attack within that HELLO Flood attack is the important one which is concern in this project. Limited 

resources like communication range, battery power and processing capability makes the wireless sensor network 

makes vulnerable to many attacks. In HELLO Flood attack to break the security of wireless sensor network an 

adversary node send HELLO packets to other node which are in radio range. Adversary node is here the node 

which is present outside the range advertises them as if it is in that radio range to the neighbor nodes. 

 
Fig1: HELLO flood attack in WSN 

Every node in HELLO Flood attack to find its neighbor broadcast a HELLO message and the route to base 

station also broadcasts. So the nodes present in radio range will assume the adversary node is a neighbor node 

and starts communication. This false assumption may cause the network will be put in state of confusion. With 

high received signal strength the adversary node convince the other nodes which are in radio range that it is a 

neighbor.  For example  to every node an adversary node set high quality route to the base station with high 

transmission power in the network could make the nodes to attempt of using this route. If this happens the whole 

network will be put in confusion. Note: usually the term flooding is used to denote passing a message to all 

nodes in the network. 
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IV. PROPOSED METHODOLOGY 
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Fig. 2: Flow chart for proposed method 
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Step 1: Deploy area of a network 

Step 2: Generate random coordinates and outside the area generate attacker coordinates and fake x, y 

coordinates into the area 

Step 3: Generate network nodes  

Step 4: Flood HELLO message for each node  

Step5: Calculate received signal strength 

Step 6: If received signal strength is less than threshold received signal strength add that node into friend list 

else go to step5 

Step7: Calculate distance with received coordinates  

Step8: If the distance is less than threshold range update the node into friend list else go to step5 

Step9: Transmit the test packet to all nodes and wait for reply 

Step10: If reply comes update the nodes into friend list else go to step5 

Step11: Apply LEACH routing protocol to the whole network. 

The first step in this approach is to deploy the network after deploying the second step is to generate random 

coordinates for the sensor nodes within the area and also generate attacker nodes outside the area. Third step is 

to generate network nodes with in the area. Fourth step is to Flood HELLO message for each node. 

 Fifth step is to calculate received signal for all the nodes, here the received signal strength of receiving HELLO 

packet is comparing with the non cluster head node. The power present in radio signal received is measured by 

received signal strength in telecommunication. In wireless networking, for user received device the received 

signal strength is invisible because of its impact functionality and it varies greatly. The output of received signal 

strength is DC analog level. To determine whether the radio energy in channel is within a threshold or not in 

wireless network card received signal strength is used internally. At certain point when the energy is below a 

certain threshold the network card send clear to send. Once it is clear the information can be sent. The formula 

to calculate received signal strength is  

RSS = Ptx-PL;  

PL = pathloss+10*n*log10 (dist+1) 

Where n is the power decay index, here distance (dist) can be calculated by using basic distance formula. 

 

Path loss: 

In signal propagation and wireless communication the term path loss is used commonly. In telecom system the 

analysis and design of link budget major component is path loss. In electromagnetic wave the density of power 

reduces as it propagates through space. Due to many effects the path loss can occur such as reflection, 

refraction, absorption and diffraction. Path loss can also occur in distance between transmitter and receiver, 

location and height of antenna. The formula for path loss is   

� = 20 log�	(4�/�) 

Where λ is the wavelength, L is the path loss and d is the transmitter-receiver distance in the same units as the 

wavelength. 

Once after calculating received signal strength of all nodes the sixth step is to compare the values with the 

threshold limit of received signal strength. If the received signal strength is less than the threshold value 

(RSS<RSSth) which corresponds to the radio range of each node in a network, add that node into the friend list 

else add to the adversary list. 

Seventh step is to calculate distance with the received coordinates. The distance is calculated by using formula 

Distance: 

 Here the distance is comparing between non cluster head node and the cluster head node. 

Dist = sqrt((x1-x2)^2 + (y1-y2)^2);  

Where (x1, y1) are location coordinates of node receiving packet  and (x2, y2) are the location coordinates of 

cluster head sent through advertising HELLO packet. If the distance is less than threshold range update the node 

as a friend node and join the node into the cluster head .(Dist<DistTh) distance threshold corresponds the 

distance covered through radio range this is the eight step. The ninth step is to transmit test packet to all nodes, 

wait for reply if reply receives from that node then update the node into friend list this is the tenth step. 

 Last step is to apply LEACH routing. Routing data from a source to the destination is one of the greatest 

challenges in network communications because many interrupts may occur, while routing any attacker can make 

the system weak by sending wrong information. Security and energy efficiency is very important factors in 

wireless sensor networks. To provide energy efficiency in this proposed method improved version of LEACH 

protocol is implemented. In LEACH the cluster heads routes the compressed data to the base station with less 
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energy. Here the node which contains high radio power will become a cluster head. LEACH Protocol is 

implemented for effective utilization of power and to increase life time of wireless sensor network. LEACH is a 

Low Energy Adaptive clustering Hierarchy. In wireless sensor network if all nodes communicate directly with 

base station the energy required is more because energy is directly proportional to the exponential of distance, if 

energy usage is more the life time of wireless sensor network reduces. To avoid this LEACH is implemented. In 

this approach improved version of LEACH is implemented. Sectorisation of LEACH is done to improve the 

communication of neighbouring nodes with the cluster head, cluster head election is done based on the random 

nodes. 

V. SIMULATION RESULTS 

A. Simulation Scenario 

For simulation purpose MATLAB has been used and area considered for simulation results is 100m x 100m. 

100 stationary nodes are placed randomly and one base station is considered in a network topology. The other 

parameters and their values taken for simulation are shown in Table 1 

Table 1: Simulation parameters along with their values 

Parameters                 Values 

Number of nodes in the network field (N) 100 

Base station  1 

Dimension of field (A) 100m x 100m 

Cluster head election probability 0.1 

Attacking node percentage 0.01 

Range of a node  A*sqrt(log(N)/N) 

Transmission and Receiver energy(etx=erx) 

in joules 

50*0.000000001 

Maximum number of rounds  10,000 

Height of an antenna in meters 1.5 

Gain of an antenna(Gt=Gr) 1 

 

B. Results: 
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Figure 3: Deploying nodes and base station into the area 

In figure3 nodes and base station are deployed randomly into the network area to detect HELLO Flood attack in 

wireless sensor networks. Base station is a central hub to the wireless devices which are connected in the 

network. Base station is a transceiver for short range communication. 

In wireless sensor network a node is capable of gathering sensor information and performs some operations or 

processing in the network. These nodes communicate with other nodes which are connected to that network. 

 

Figure 4: Defining adversary (attacker) nodes and forged coordinates 

In figure4 first define network range and then define adversary nodes outside the range, these adversary nodes 

fake their forged coordinates to disturb the network operation.“+”indicates forged coordinates, “o” indicates 

attacker nodes, “.”Indicate nodes, red circle nodes are attacked nodes. 

 

Figure 5: Calculating RSS (Received signal strength) from all nodes 
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In figure 5 shows Level 1 output of proposed approach. RSS is calculated from all the nodes. If RSS<RSSth 

then the node is trustworthy else it is an attacker. The value of RSSth is calculated based on the range of a node. 

Here yellow lines shows trust worthy nodes and the “red lines” shows attacker node detected as trust worthy.  

 

Figure 6: calculate distance with received coordinates 

 

Figure 7: calculate distance with received coordinates 

 Figure 6&7 shows the second level output of proposed method, it calculate the distance with received 

coordinates. If the distance <thdist the nodes are trust worthy or friend nodes else attacker nodes. Here blue lines 

are trustworthy and green line shows the forged coordinate is detected as trust worthy. Red circle nodes are 

attacked nodes 

 

Figure 8: Send test packet to all nodes 
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Figure 8 is the third level of proposed approach in this send test packets to receiving node if reply comes it is a 

friend node else attacker node. Here green line shows sending packet to the receiving node. If reply comes then 

the node is a friend node else adversary node. 

Next is to implement LEACH Protocol for effective utilization of power and to increase life time of wireless 

sensor network. LEACH is a Low Energy Adaptive clustering Hierarchy. In wireless sensor network if all nodes 

communicate directly with base station the energy required is more because energy is directly proportional to 

the exponential of distance, if energy usage is more the life time of wireless sensor network reduces. To avoid 

this LEACH is implemented. In this approach improved version of LEACH is implemented. Sectorisation of 

LEACH is done to improve the communication of neighbouring nodes with the cluster head, cluster head 

election is done based on the random nodes. 

Generate random nodes(R) 

If R<Th 

 That node is a cluster head  

Else 

Sensor node 

End  

Threshold value of Cluster head is calculated by using formula 

Th=p/ (1-p*(Rmod1/p) 

P=Election probability of a node to become CH 

R= Random node 

 

Figure 9: Divide network area into sectors 

In figure 9 dividing the total network area into sectors to implement LEACH protocol. This Sectorisation 

improves the LEACH protocol communication to the base station.  

 

Figure 10: Selecting cluster head 
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 Figure 10 is selecting cluster head in each sector to communicate with base station. Here red square shaped 

nodes are cluster heads. Cluster heads are elected based on the threshold value calculation. If random node is 

less than threshold value the node is a cluster head else normal sensor node. 

 

Figure 11: Nodes are communicating with cluster head 

In figure 11 all nodes are communicating with their respective cluster head then the cluster heads are 

communicating to the base station. Red lines indicate cluster head to base station communication where as green 

lines indicates node to cluster head communication. 

 

Figure 12: All cluster heads are communicating to base station 

In fig 12 all cluster heads are communicating to the base station. Cluster heads present far from the base station 

are communicating to the cluster heads which are near to the base station, by doing this can improve the battery 

life. 
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Figure 13: Dead nodes  

In figure 13 after some rounds of communication happens in the network, the senor nodes dead  

 

Figure 14: Number of rounds vs. Dead nodes  

Figure 14 shows the graph round vs. Dead nodes, in the above graph shows till some 1500 LEACH rounds no 

senor node dies, after that number of rounds increases the dead nodes also increases. Here till 2500 rounds the 

communication of sensor nodes occur. 1 round is equivalent to one day or more depending on the industrial 

usage. This results how the simulation occurs when nodes are dead. 

 

Figure 15: Number of rounds vs. Residual energy 

In figure 15, 100 nodes are placed randomly and one base station has been considered for simulation purpose, 

the resulted simulation in fig 6.10 shows how the energy consumption is takes place in LEACH protocol. For 

500 rounds 36 joules of energy is used, for 1000 rounds around 26 joules of energy used means as number of 
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rounds increased the energy consumption is decreased. 

 

Figure 16: Number of rounds vs. Alive nodes 

 In figure 16, 100 nodes are randomly placed and one base station is considered for simulation purpose, shows 

the simulated result of alive nodes. The result can be analysed the network life time. The proposed work 

prolongs the network lifetime. Based on these performances it can be analysed that the proposed work achieves 

the good result when the network is affected by HELLO Flood attack with lesser energy consumption and also 

results with increase of network life time. 

 

                                     VI. CONCLUSION 

 
Wireless sensor networks are prone to various attacks so giving security to the wireless sensor networks is an 

important issue. Here the proposed work gives good analysing results for securing wireless sensor network 

which proves that it improves the life time of wireless sensor network by giving security from HELLO Flood 

attack by sending test packet to all received nodes and by implementing an improved version of LEACH 

protocol. 

 The simulation results proves the computational power used in wireless sensor network is less even under 

attack ,a LEACH protocol functions smoothly with less communication overhead. The proposed method results 

in improving the network life time and overall performance of network. For detecting attack it consumes less 

detection time. The proposed method directly sends test packet to receiving nodes for the communication 

security. In future Encryption techniques may be used to secure communication.  
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