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Abstract 

The encryption schemes have been used for secure communications in networks. However, there is security issue when key needs 

to be distributed. Many schemes came into existence in order to have secure key exchange with normal and group key 

management approaches. In other words there has been considerable research in key management schemes in wireless networks. 

With dynamic groups in the network, the key management system becomes easier. However, there is security risk involved due 

to some limitations. This paper throws light into various key management schemes that cover group key management, 

contributory broadcast encryption, conference key distribution system, one way function trees, tree-based group key management 

schemes, and remote cooperative groups and so on. The insights in the paper can provide reader understanding about the key 

management schemes for communication networks.  

 

Index Terms – Security, key management scheme, dynamic group, key update, contributory broadcast encryption  

 

I. Key Management Scheme with Dynamic Groups 

Dynamic Peer Groups are the groups that are not static. They may be subjected to changes from time to time. In 

such groups, the key management scheme is very important. In the existing literature most of the cases followed 

exclusion of sub groups. The group controller is made responsible to compute and broadcast limited number of keys. 

The exclusion of sub group is said to be simpler than that of exclusion of single member. When sub groups are 

divided further, it is possible the in each sub group controller needs to be selected which has description for group 

exclusion [3]. Contributory key agreement is explored here without having key transport. The contributory key 
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agreement has many advantages over key transport. Nevertheless, there is a limitation in the contributory scheme. 

The nature of key independence and contribution towards key agreement needs exponentiations and computational 

complexity. Therefore with very large groups it may get scalability problems. However, when security is to be given 

paramount importance, and fault tolerance is needed, the scalability and computational efficiency are to be 

considered based on the need [3].  

 

I.1Contributory Broadcast Encryption 

In [1] measures were introduced in order to have provision for qualitative and qualitative assessment of the security 

schemes. They proposed a contributory broadcast encryption scheme. The scheme allows a center to broadcast key 

to many privileged users. Every user is equipped with keys and the scheme allows broadcasting message irrespective 

of size and set of privileges. The traditional broadcast systems are capable of broadcasting to a set of nodes securely. 

However, they need a third party to distribute keys. Group Key Agreement (GKA) protocols are used in order to 

support a group of users to have a common decryption keys. The problem here is that a sender cannot exclude one 

of the members from the group while broadcasting messages. To overcome this drawback Wu et al. (2015) [8] 

proposed a hybrid security primitive known as Contributory Broadcast Encryption (ConBE). According to this 

scheme a group of members use a common encryption key but use different decryption keys. Moreover, the sender 

who broadcasts message can exclude one or more members from the group. Thus the ConBE scheme is flexible and 

supports short cipher texts. Since the proposed scheme is aggregatable, it can participate in other hybrid schemes as 

well. Thus it allows any member of the group to sent messages to any subset of members in the group. The proposed 

scheme is known as Contributory Broadcast Encryption which ensures secure communications in the network.  

 

In [7] contributory conference key management was proposed and implemented. It makes use of only one round for 

key agreement. The underlying protocol it’s proved to be secure and efficient when compared with other conference 

key management protocols available. In [9] a group key management protocol was proposed to enhance user 

dynamics. The features of the protocol are described here. The key computation in the broadcast decryption protocol 

is considered. The number of rounds needed is less than that of DB protocol. The protocol is able to detect members 

that are corrupted.  

 

I.2A Conference Key Distribution System 

This is the kind of key distribution system which allows any number of stations to share cryptographic keys. Here 

the security problems are divided into two parts and there is a measure known as multitap resistance [2]. There is 

another method proposed using RSA public key  which can be used in connection with the conference key 

distribution systems. In [10] another approach for conference key distribution is explored. When an open network is 

shared among different users, then the conference-key protocol I used to ensure that their communications are 

carried out securely. The security is provided in such a way that even he passive adversary gets zero knowledge 

pertaining to conference key. The protocol is secure against impersonators as well under random oracle model. In 
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[11] an identity based conference based key management scheme was proposed. This scheme is highly secure and 

fault tolerance. It ensures that the conferences are running honestly. In [12] a secure and efficient scheme was 

proposed based on the conference key distribution system. The system is used to authenticate users securely with 

low cost. However, there is complexity tradeoff that needs to be considered.  

 

II. Key Establishment in Large Dynamic Groups Using One-Way Function Trees 

One way function trees are used to establish dynamic groups. In [4] one such scheme is explored and based on a 

Simple Key Distribution Center (SKDC), Group Diffie-Hellman (GDH) and information theoretic approaches. 

Centralized hierarchical methods such as Logical Key Hierarchy (LKH) are used to provide secure communications. 

In such schemes, there is trusted group manager and set of group members. The hierarchical methods are very useful 

when storage and broadcast are in the process. Many broad cast applications are in the centralized model. There is 

no way to replace manager. This is the drawback in the centralized scheme.  

 

Tree-Based Group Key Agreement 

Tree-based group key management is another approach where a group is partitioned into many sub groups. Once a 

network is recovered, it is again merged back in to a single group as explored in [5]. Internet is one of the examples 

for sporadic or unstable connectivity where unavailable servers’ problem is encountered. There might be many 

reasons for instability such as attacks, loosy links, equipment failures and network congestion. There re other 

reasons like virus, worms and other malicious programs. The tree based group key management can withstand issues 

pertaining to such problems.  

 

III. DYNAMIC CONTRIBUTORY KEY MANAGEMENT BASED ON WEIGHTED-

JOIN-EXIT-TREE 

In [6] dynamic contributory key management scheme was proposed. This scheme was based on the weighted join 

exit tree (WJT). The WJT is the structure that is meant for tree based group key management. The join tree and exit 

tree can provide multiple join and leave events and improve the average cost in key update [6].  

 

III.1Group Key Management Schemes 

In [15] a Group Diffie-Hellman protocol is explored for Authenticated Key Exchange (AKE). It supports a pool of 

players that can be used to ensure message integrity. AKE with implicit authentication is the goal of the approach. In 

the same fashion, in [16] Diffie-Hellman key exchange allows secure public communication using two principals. 

They refined the model further for incorporating new features in order to make it provably secure.  Provably secure 

authenticated group key management was explored in [17]. Here the protocol allows two participants to have a 

shared key for secure communications. Constant round authenticated group key exchange protocol for dynamic 

groups is explored in [19]. This scheme works well for dynamically changing groups. The authors proposed efficient 
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key exchange protocol named provably secure key exchange protocol that improves probability of secure 

communications in MANETs [19]. In [20] the concept of on-demand sub groups was introduced for flexible group 

key exchange. However GKE protocols do have limitations in scalability. Therefore more flexible scheme was 

proposed to overcome this problem using on-demand computation of sub groups.  In [21] a flexible ad robust group 

key management scheme was proposed. The key management protocol has two rounds for key agreements besides 

the fact that it is fault tolerant. It also can be improved further in order to withstand malicious insiders. And the 

scheme is secure under the standard Diffie-Hellman assumption.  

In [23] high performance group key management was introduced. The scheme is based on the architecture of 

rekeying processor. However, the rekeying cost is incurred. Many schemes came into existence in order to reduce 

the cost of rekeying. Out of the solutions most of them used tree-based approach. There were three problems in this. 

The solution is provided at the cost of secure hashing. Second, the solution cannot collaborate with digital signing. 

Third, the scheme may compromise keys when maintaining them. In [23] a flexible and high performance solution 

was introduced. The solution shows that the rekeying processor is flexible and supports large groups.  

 

IV. Remote Cooperative Groups  

In [22] a new paradigm was proposed for key management. The aim of the research was to achieve fast transmission 

to remote cooperative groups. Due to the emerging networks, there is a problem such as secure broadcasting to 

remote cooperative groups. Here there is limited communication from the group to the sender of the message. These 

challenges cannot be addressed by the existing shames. In [22] they are overcome with a hybrid approach that 

effectively combines group key management approach and traditional broadcast encryption. Ad hoc approach is 

used by remote senders to send the content to other machines.  

 

V. GOther Schemes Available 

There are many other schemes studied by the authors. They include one round protocol based on Diffie-Hellman 

assumption [13], Multilinerar forms to cryptography and their applications [14], multicast key distribution with a 

lower bound [18], scaling laws on key distribution in WSN [24], RDKM scheme for VANET [25], framework for 

cooperative message authentication [26], concept of key infection, key evolution and secrecy transfer for sensor 

networks [27], key management scheme with deployment knowledge [28], Key management in MANETs with trust 

value analysis an markov chain trust [29], pyramidal security in MANET [30], trace and revoke scheme [31], Key 

Graphs for secure group communications [32],  scheme for multicast networks [33], scheme with tree-based 

revocation [34], Chain scheme for broadcast encryption [35], authenticated group key transfer protocol [36], 

collision resistant broadcast encryption [37], Broadcast encryption using public key with short transmissions [38], 

adaptive security with  broadcast encryption [39], and revocation scheme with small private key [40].  
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VI. Conclusions and Future Work 

In this paper we studied various key management schemes used in communication networks. The paper reviews 

literature on different concepts of key management such as group key management, contributory broadcast 

encryption, conference key distribution system, one way function trees, tree-based group key management schemes, 

remote cooperative groups and so on. As the traditional cryptographic primitives are vulnerable to attacks and do not 

provide flexibility in the group environment in the presence of dynamic groups, this paper provides some 

information on the schemes. The focus in this paper is more on the group key management in the presence of 

dynamic groups. The schemes explored in the paper can provide useful insights to the reader. This research is 

further extended to propose and build a new contributor broadcast encryption scheme that caters to the needs of 

users in more flexible way.  
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