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Abstract 
Many security primitives came into existence. The security of them is based on the strength of mathematical computations. 

In this paper we implemented a security primitive with a family of graphical password approaches that are based on Captcha 

technology. The proposed system supports both conventional authentication for securing using credentials like user name 

and password besides supporting visual password that can protect system from various attacks such as relay and guessing 

attacks. Thus the proposed system makes a strong case for protecting communications. The adversaries will not be able to 

achieve success as the system can defeat their efforts through visual passwords. We built a prototype application to 

demonstrate the proof of concept. The empirical results revealed that the system is strong enough to provide high level of 

security.  

Index Terms: Captcha, security, graphical passwords, dictionary attack, guessing attack 

1. INTRODUCTION 

Cryptographic primitives have been around for many years in order to provide security to systems. These 

primitives are based on the mathematical strength. Symmetric and asymmetric algorithms are widely used in the 

real world to protect systems from malicious attacks. Cryptography with encryption and decryption activities is 

well known phenomenon for protecting applications in the real world. Later on another notable invention for 

securing systems it the Captcha technology which is a new paradigm that can distinguish human users from 

computers by throwing a challenge which needs to be responded spontaneously. Only human users can accept 

such challenge. Thus it is another layer in protecting systems from automated attacks with the help of computers 

or software robots.  

In fact, captcha became a standard for Internet security for protection of email and other services from abuse by 

bots. Captcha has its importance with limited contribution in security. It can only prevent bots from using 

systems and misusing them. When compared to Captcha cryptography’s contribution in protecting systems is 

very high. In this paper we tried a new security primitive that makes use of Captcha technology and generate 

visual passwords. The visual passwords are hard to guess and it is not possible to adversaries to make attacks on 

such systems where visual passwords are used. The system provides defence against many attacks such as 

denial-of-service attack, relay and guessing attacks.  

Our contributions in this paper are described here. We studied literature on the captcha and other security 

primitives and that resulted in useful insights. We proposed and implemented a new security primitive based on 

Captcha technology by creating visual passwords that were proved to be highly secure. We built a prototype 

application which demonstrates the proof of concept. The remainder of the paper is structured as follows. 

Section II provides review of literature. Section III presents the proposed system in detail. Section IV presents 

experimental results while section V concludes the paper. 
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2. RELATED WORKS 

This section reviews relevant literature on graphical passwords. A good review of such work is found in [1]. 

Captcha has been widely used in Internet to protect applications from abuse by bots. Captcha security systems 

are explored in [15], [14], [13], [12] and [11]. A recognition based scheme was proposed in [2] which is based 

on visual cues. Huge number of computer-generated images are explored in [10] for visual authentication. In [16] 

the researchers explored the concept of protecting sensitive information in untrusted environments. Recognition 

based graphical passwords also made use of Captcha as studied in [18] and [17]. Especially they studied the 

spyware and its prevention with such security mechanisms.  

In [7] both Captcha and traditional authentication were explored to protect system. The scheme they proposed 

was named as Captcha-based Password Authentication. Recall-based security systems were found in [4] and [3] 

where user is required to regenerate the expected interaction result. The concept of sequence of grid cells is also 

employed in such systems. Click-based cued-recall concept was studied in [5]. It was named as Pass Points. 

Lateran Cued click points came into existence [8] which is same as Pass Points. However, it uses a separate 

image for each click. Another technique known as Persuasive Cued Click Points [9] used randomly positioned 

viewport while generating password in order to have highly secure communications. In this paper we proposed a 

security scheme that is based on Captcha with visual passwords besides traditional credential based 

authentication. With multiple levels of security, the proposed system is proved to be highly secure.  

3. PROPOSED SYSTEM 

The proposed system is based on Captch technology. Different approaches are used for providing visual 

passwords. They are Click Text, Animal Grid, Pass Points, P+C, and Text. The system has many layers of 

security. It supports traditional authentication based on credentials given in text format. Then it also seeks visual 

password which is hard to guess. Unless the visual password is correctly given the system won’t work so that 

only genuine users will e able to perform operations with the system. The algorithm used to protect system is as 

follows. 

1.User gives authentication request 

2.The request is received by authentication server 

3.The authentication server throws a challenge  

4.The challenge is nothing but a captcha image with visual password hidden 

5.User clicks on image to give response to the challenge 

6.The user activity generates two coordinates and they are sent to server along with user id 

7.The server performs matching and completes the authentication process 

8.If the coordinates or visual password is correct, the authentication is successful else it results in failure 

Listing 1 – Procedure for visual pass world based authentication 

As shown in the listing above it is evident that the system is able to check the users while performing 

authentication. Apart from traditional credentials users are subjected to visual password authentication in order 

to improve security. Any adversaries trying to enter into the system cannot give correct visual pass world. Thus 

the system is able to protect the application from malicious access and abuse from software bots as well.  

4. IMPLEMENTATION  

Implementation is done using Java programming langauge. Java Enterprise Edication (JEE) is used to build the 

application. The application is made up of server side technologies like Servlets and JSP. JDBC is used for 

database connectivity and for performing operations. Image processing API is used to work with captcha and the 

proposed approches in order to implement visual passwords and security primitives.  
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Figure 1 – User login with captcha 

As can be seen in Figure 1, users can login by using conventional credentials and also captcha technology. It is 

best used to prevent software robots to get authenticated automatically. Moreover, there are different layers of 

security in the proposed system.  
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Figure 2 – Creation of visual passwords  

As can be seen in Figure 2, an image is used to capture coordinates that are saved to database. These coordinates 

can help genuine users to get authenticated with visual passwords. In other words visual password is created 

when a file is uploaded and the user who wants to download the same file needs to give such visual password in 

order to do it successfully. Therefore it is not likely that adversaries can make attacks on such system.  
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Figure 2 – Usage of visual passwords  

As can be seen in Figure 2, an image is used to capture coordinates that are used to have authentication in the 

form of visual passwords. These coordinates can help genuine users to get authenticated with visual passwords. 

In other words visual password is created when a file is uploaded and the user who wants to download the same 

file needs to give such visual password in order to do it successfully. Therefore it is not likely that adversaries 

can make attacks on such system.  
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5. EXPERIMENTAL RESULTS 

Experiments are made with our prototype application. They include different kinds of approaches and their 

performance. The performance is observed in terms of two parameters. They are known as login time taken and 

the ease of use.  

 

Figure 1 – Shows login time performance 

As shown in Figure 1, the results revealed that there is significant difference among the approaches with respect 

to the time taken for login. The horizontal axis represents different approaches while the vertical axis represents 

the time taken for login.  

 

 

Figure 2 – Shows ease of use performance  

As shown in Figure 2, the results revealed that there is significant difference among the approaches with respect 

to the ease of use performance. The horizontal axis represents different approaches while the vertical axis 

represents the ease of use percentage.  
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6. CONCLUSIONS AND FUTURE WORK 

In this paper we studied graphical passwords that can be created using Captcha technology. We proposed a new 

approach that makes use of the Captcha technology for providing different graphical passwords. Images of 

different types are used to have graphical passwords. Only genuine users know to use such passwords. Such 

passwords cannot be subjected to various attacks such as relay and guessing attacks. Different kinds of 

approaches are used in order to explore the proposed approach which exploits coordinates in chosen images. 

The approaches are known as click text, animal grid, Passpoints, P+C, and Text. We built a prototype 

application that demonstrates the proof of concept. The empirical results revealed that the proposed system is 

able to improve level of security to the applications that make use of the security primitives provided by us. This 

research can be extended to improve the real world applications in different domains.  
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