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Abstract 

This paper introduces image based captcha to protect user data or unauthorized access of information. In that 

password is created from images and text password. Current system is based on only text password but it has 

disadvantages small password mostly used and easy to remember. This type of password is easy to guess through 

different attack i.e. dictionary attack and brute force attack. In this paper we have proposed a new image password 

scheme. In this Recognition based technique is used with numerical password which provide more security and easy 

to remember text and graphical password.       

      

 Keywords: Captcha,Graphical Password. 

 

1. INTRODUCTION 

Security awareness is an important factor in an information security program. While organizations and institutes 

expand their use of advanced security technology and continuously train their security professionals, fraction of it is 

used to increase the security awareness among the normal users. As a result, today, organized cyber criminals are 

trying hard towards research and development of advanced hacking methods that can be used to steal money and 

secured information from the general public. Password authentication is one of the most common building blocks in 

implementing access control. Each user has a relatively short sequence of characters commonly referred to as a 

password. To gain access, providing right password is essential. Common attack for breaking password 

authenticated systems is dictionary attack [2]. Graphical password is an option for alphanumeric password as text 

password is slightly hard to remember text password When any application is provided with user friendly 
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authentication it becomes easy to break and use that application. Cloud security can also be given by alphanumeric 

password but thing matter is that use of alphanumeric is not that much of secure and easy to remember. Any 

individual examining the password can memorize it which may lead to its misuse. Manuscript Received on 

November 2014. Prof. Jayshree Ghorpade, Department of Computer Engineering, MITCOE, Pune, India. Shamika 

Mukane, Department of Computer Engineering, MITCOE, Pune, India. Devika Patil, Department of Computer 

Engineering, MITCOE, Pune, India. Dhanashree Poal, Department of Computer Engineering, MITCOE, Pune, 

India. Ritesh Prasad, Department of Computer Engineering, MITCOE, Pune, India. Graphical password schemes are 

more reliable and more resilient to dictionary attacks than textual passwords, but more vulnerable to shoulder 

surfing attacks [3]. CAPTCHA (Completely Automated Public Turing tests to tell Computers and Humans Apart) is 

a program that generates and grades tests that are human solvable, but current computer programs do not have the 

ability to solve them. The robustness of CAPTCHA is found in its strength in resisting automatic adversarial attacks, 

and it has many applications for practical security, including free email services, online polls, search engine bots, 

preventing dictionary attacks, worms and spam [4]. CaRP is a combination of both a CAPTCHA and a graphical 

password scheme. CaRP overcome a number of security issues, such as relay attacks combined with CAPTCHA and 

graphical password, shoulder-surfing attacks. CaRP is click-based graphical passwords, where order of clicks on an 

image is used to get a new password. Unlike other click-based graphical passwords, images used in CaRP are used 

to generate CAPTCHA challenges, and for every login attempt a new CaRP image is generated whether the existing 

user tries authenticating or a new user. In this paper we conduct a comprehensive survey of existing CaRP 

techniques namely ClickText, ClickAnimal and AnimalGrid. We point out research direction in this area. We also 

try to answer our CaRP as secured as graphical passwords and text based passwords. Survey will be useful for 

information security researchers and practitioners who are interested in finding an different to graphical 

authentication methods. 

 

2. RELATED WORK 

Graphical Password was originally characterize by Blonder (1996).In graphical passwords techniques are classified 

into two main categories: recognition-planted and recall planted graphical techniques. In Recognition planted 

techniques, a user is conferred with a set of images and the user passes the authentication by admit and identifying 

the images he elected during the certification stage. In recall established graphical password, a user is asked to clone 

something that he/she created or selected earlier all along registration phase [5].Existing System is established on 

recognition techniques in that A. Click Text and Animal Grid two method introduce. 

 A. Click Text: In this approach 33 Capital Letters barring I, J, O, and Z digits barring 0 and 1, and three 

appropriate characters #,@,and &.The last three characters is used to equity the security. Characters were arranged 

in 5 rows. Each character was anyway rotate from -30 degree to 30 degree and scaled from 60% to 

120%.Neighboring characters could overlap up to 3 pixels [1] 
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Figure 1:click text 

 

B. Click Animal : ClickAnimal CaRP Scheme [1] ClickAnimal is also a recognition-based CaRP scheme. It has 

an alphabet of analogous animals such as dog, horse, pig, etc. The password in this scheme is a progression of 

animal names such as ρ = “Cat, Dog, Horse,Turkey,….”. One or more models are completed for every animal. The 

CAPTCHA generation action wherein 3D models are used to get 2D models by administer different views, colors, 

lightning effects, balance, and optionally bias are used for achieve the Click Animal image. The resulting 2D 

animals are then arranged on a messy background like grasslands. Some brute may be overlapped by other animals 

in the image, but their basis parts are not imbricated in order for humans to analyze each of them. The number of 

similar animals is much less than the statistic of available characters. Click Animal has a minor alphabet, and thus a 

minor password space, than ClickText [1]. 

 

Figure 2:click animal 

Click Animal is also a recognition-based CaRP scheme. It has an alphabet of analogous animals such as dog, horse, 

pig, etc. The password in this scheme is a arrangement of animal names such as ρ = “Cat, Dog, Horse,Turkey,….”. 

One or more figure are built for every animal. The CAPTCHA generation course wherein 3D models are used to get 

2D models by administer different views, colors, lightning chattels, textures, and deliberately distortions are used for 
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generating the Click Animal image. The resulting 2D animals are formerly arranged on a cluttered background like 

grasslands. Some animals may be overlapped by alternative animals in the image, but their core chunk are not 

overlapped in order for humans to analyze each of them. The number of analogous animals is adequate less than the 

number of available characters. Click Animal has a smaller alphabet, and so a smaller password space, than 

ClickText [1]. 

 

3. PROPOSED SYSTEM 

Our arrangement is based on Recognition Technique. In this three different band of image is used in that 1.Famous 

Places 2. Famous People 3.Alleged Company Name. Each group contains 25 images. User has to select at 

infinitesimal one image from each group during registration aspect. During login time user has to click on that 

images which is selected during registration phase. This system provide protection facing shoulder surfing attack, 

dictionary attack, brute force incursion using text password as well as graphical password. 

 

Figure 3:Flow chart of Authentication 
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4. CONCLUSION AND FUTURE WORK 

 Our graphical password system afford more security to evidence and protection against disparate attack. Our 

graphical password system is based on text password and graphical password. For lucrative login user has to select 

correct image which is chosen by user during a registration and this system provide text password which provide 

more redemption to data. Forthcoming work is based on Pattern. 
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