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ABSTARCT:  
  One fundamental issue in today's Online Social Networks (OSNs) is to provide users the ability to control the 
messages posted on their own private space to avoid that unwanted content is displayed. It deals with providing 
power and convenience to user not only on the basis of user but also content. Up to now, OSNs provide little 
support to this requirement. To fill in, we propose a system allowing OSN users to have a direct control on the 
messages posted on their walls. This can be achieved through a flexible rule-based system, that gives the users 
power to customize or alter the filtering criteria to be applied to their walls, and a Machine Learning-based soft 
classifier automatically separating messages in support of content-based filtering. 

 
Keywords: Face book, OSNs, Filtered Walls, BL (Blacklist) ,Machine learning, GUI(Graphical User 
Interface), DicomFW. 

 
1.  INTRODUCTION 

 
 So how many of you are on facebook? Not a question to be asked as the answer is known to everyone. Now-a-
days we all are online-social animal rather than just social animal. Majority of people prefer online medium to 
communicate with their friends, family and their society. We all are using one or more of the networking site for 
communication that are available in market. Online Social Network are today one of the most popular 
interactive medium to communicate, share and annunciate a considerable amount of human life information. We 
share different kinds of content, if including free text, video, audio image data. According to Facebook statistics 
average user create 90 pieces of content (web links, blog post, notes, news stories, photo album, etc.), whereas 
more than 30 billion pieces of content are shared each month. The huge and dynamic character creates the room 
for web content mining techniques aimed to reflect only useful information. They can provide active support to 
OSN management, such as for access control and information filtering. Information filtering has been greatly 
explored for what concerns textual documents and mostly web content. However the main aim of all the 
proposals is to provide user a classification mechanism to avoid useless data.  

This is due to the fact that in OSNs there is possibility or commenting on other posts particularly 
public/private areas, called in general walls. Information gathering can there be used to give users the ability to 
control on the messages written on their wall, by filtering unwanted messages. And we all will agree that this is 
the key OSN service. For example, Facebook allows user to state who is allowed to insert message in their 
walls(i.e., friends, friends of friends, or defined groups of friends).however no content based preference are 
supported and therefore it is not possible to prevent undesired messages such as political or vulgar ones, no 
matter of the user who post them.  

Providing this service is not only the matter of using previously defined web content mining techniques for 
a different application, rather it requires to design additional classification strategies and also wall post 
comprises of short text and traditional methods have limitations. The aim of the present work is to present or 
propose a automated system called FW (Filtered Wall), able to filter unwanted messages from OSN wall. We 
exploit Machine Learning (ML) text categorization techniques to automatically assign with each short text a set 
of categories based on its content.  

As far as learning model is concerned, we confirm the use of neural learning which is today recognized as 
one of the most efficient solution in text classification [4]. We base the overall short text classification strategy 
on Radial basis Function Networks (RBFN) for their proven capabilities in acting as soft classifier. 
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We implement a neural model within a hierarchical two level classification strategy. In the first level, the 
RBFN categorizes short messages as Neutral and Non-Neutral; in the second stage, Non-Neutral messages are 
classified producing gradual estimates of appropriateness to each of the considered category.  

Besides classification facilities, the system provides a powerful rule layer exploiting a flexible language to 
specify Filtering Rules (FRs), by which users can state what contents, should not be displayed on their walls. FR 
can contain different criteria to customize according to user needs more precisely, FRs exploits user 
relationships user profiles as well as user defined Blacklists (BLs).  

The remainder of paper is organized as follows. Section II surveys the related work, 
whereas Section III introduces the conceptual architecture of the proposed system. Section IV describes the ML-
based text classification method used to categorize text content, whereas Section V illustrates FRs and BLs. 
Section VI illustrates the performance evaluation of the proposed system, whereas the prototype application is 
described in Section VII. And finally, Section VIII concludes the paper 

 
2. LITERATURE REVIEW  

 
The presented paper will be working on the ideas given in the paper, “A System to Filter Unwanted Me ssages 

from OSN User Walls “ proposed by Marco Vanetti, Elisabetta Binaghi, Elena Ferrari, Barbara Carminati, and 
Moreno Carullo[1].  

In this research paper they discussed the way to filter and necessity of the filtering. Also given the existing 
system and told what “A system to filter unwanted m essages from osn users wall” is. Hongyu Gao, Alok 
Choudhary, Yan Chen, Northwestern University Evanston, IL, USA ,[2] , this group discussed the topic towards 
the online spam filtering in social networks. They have given the way to filter the messages by means of 
developing the plugins for the OSN. Users of the social networking web sites face malware and phishing attacks. 
Sementec.com Blog[3]. Everyone in a life time face this type of unfortunate nornade. The discussed how they 
got phished and affected their OSN account by the malware attack from the other users or most probably 
attackers. 

 
3. FILTERED WALL ARCHITECTURE  

 
  Before illustrating the architecture of the proposed system, we briefly introduce the basic model underlying 
OSNs. In general, the standard way to model a social network is as directed graph, where each node corresponds 
to a network user and edges denote relationships between two different users. In particular each edge is labeled 
by the type of the established relationship (e.g., friend of, colleague of, parent of) and, possibly, the 
corresponding trust level, which represents how much a given user considers trust worthy with respect to that 
specific kind of relationship the user with whom he/she is establishing it. Therefore, there exists a direct 
relationship of a given type RT and trust value X between two users, if there is an edge connecting them having 
the labels RT and X. Moreover, two users are in an indirect relationship of a given type RT if there is a path of 
more than one edge connecting them, such that all the edges in the path have label RT.  

In general, the architecture in support of OSN services is a three-tier structure. The first layer commonly 
aims to provide the basic OSN functionalities (i.e., profile and relationship management). Additionally, some 
OSNs provide an additional layer allowing the support of external Social Network Applications (SNA) 1. 
Finally, the supported SNAs may require an additional layer for their needed graphical user interfaces (GUIs). 
According to this reference layered architecture, the proposed system has to be placed in the second and third 
layers (Figure 1), as it can be considered as a SNA. In particular, users interact with the system by means of a 
GUI setting up their filtering rules, according to which messages have to be filtered out (see Sect. 5 for more 
details). Moreover, the GUI provides users with a FW, that is a wall where only messages that are authorized 
according to their filtering rules are published.  

The core components of the proposed system are the Content-Based Messages Filtering (CBMF) and the 
Short Text Classifier (STC) modules. The latter component aims to classify messages according to a set of 
categories. The strategy underlying this module is described in Section IV. In contrast, the first component 
exploits the message categorization provided by the STC module to enforce the filtering rules specified by the 
user. As diagrammatically depicted in Figure 1, the path followed by a message, from its writing to the possible 
final publication can be summarized as follows: 
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1. After entering the private wall of one of his/her contacts, the user tries to post a message, which is 
intercepted by FW.  

2. A ML based text classifier extracts metadata from the content of the message.   
3. FW uses metadata provided by the classifier, together with data extracted from the social graph and 

users’ profiles, to enforce the filtering and BL rules.   
4. Depending on the result of the previous step, the message will be published or filtered by FW.  

 
Note that, in order to improve the filtering actions, the system makes use of a blacklist (BL) 

mechanism. By exploiting BLs, the system can prevent messages from undesired users. More 
precisely, as discussed in Sect. 5, the system is able to detect who are the users to be inserted in the BL 
according to the specified user preferences, so to block all their messages and for how long they should 
be kept in the BL. 

 
4. IMPLEMENTATION PLAN  

 
A. Short Text Classifier  

 
Established techniques used for text classifications work well on datasets with large documents such as 

newswires corpora [34] but suffer when the documents in the corpus are short. In this context critical aspects are 
the definition of a set of characterizing and discriminate features allowing the representation of underlying 
concepts and the collection of a complete and consistent set of supervised examples. Our study is aimed at 
designing and evaluating various representation techniques in combination with a neural learning strategy to 
semantically categorize short text. From a ML point of view, we approach the task by defining the hierarchical 
two level strategy assuming that it is better to identify and eliminate “neutral” sentences, then classify “Non 
Neutral” sentences by the class of interest instead of doing everything in one style. This choice is motivated by 
related work showing advantages in classifying text and/or short text using a hierarchical strategy [1]. The first 
level task is conceived as hard classification in which short text are labeled with crisp Neutral and Non Neutral 
labels. The second level soft classifier acts on the crisp set of non neutral short text and, for each of them, it 
“simply” produces estimated appropriateness or “gra dual membership” for each of the conceived classes, 
without taking any “hard” decisions on any of them. Such a list of grades is then used by the subsequent phases 
of the filtering process. 

 
1.1 Text Representation 
 
 

The extraction of an appropriate set of features by which representing the text of a given document is a 
crucial task strongly affecting the performance of the overall classification strategy. Different sets of features for 
text categorization have been proposed in the literature; however the most appropriate feature types and feature 
representation for short text messages have not been sufficiently investigated. We consider two types of 
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features, Bag of Words (BoW) and Document properties (Dp), that are used in the experimental evaluation to 
determine the combination that is most appropriate for short message classification. We introduce CF modeling 
information that characterizes the environment where the user is posting. These features play a key role in 
deterministically understanding the semantics of the messages [4].  

The underlying model for text representation is the Vector Space model (VSM) to which a text document dj 
is represented as a vector of binary or real weights dj = W1j , . . . , W|T|j , where T is the set of terms (sometimes 
also called features) that occur at least once in at least one document of the collection of document Tr, and wkj ∈ 
[0; 1] represents how much term tk contributes to the semantics of document dj . In the BoW representation, 
terms are identified with words. In the case of non-binary weighting, the weight wkj of term tk in document dj is 
computed according to the standard Term Frequency - Inverse Document Frequency (tf-idf) weighting function, 
defined as 

 
 
 
 

where #(tk , dj ) denotes the number of times tk occurs in dj , and #Tr (tk ) denotes the document frequency of 
term tk , i.e., the number of documents in Tr in which tk occurs. Domain specific criteria are adopted in choosing 
an additional set of features, Dp, concerning orthography, known words and statistical properties of messages. 
Dp features are heuristically accessed. For ex, Correct Words: it expresses the amount of terms tk ∈ TᴖK, where 
tk is a term of the considered document dj and K is a set of known words for the domain language. This value is 
normalized by Σ|T|

k=1 #(tk,dj). 
And similarly for bad words, capital words, punctuations characters, exclamation marks, question marks.  
CFs are not very dissimilar from BoW features describing the nature of data. Therefore, all the formal 

definitions introduced for the BoW features also apply to CFs. 
 

1.2 Machine Learning-based Classification 
 

We address the short text categorization as a hierarchical two-level classification process. The first-
level classifier performs a binary hard categorization that labels messages as Neutral and Non-Neutral. The first-
level filtering task facilitates the subsequent second-level task in which a finer-grained classification is 
performed. The second-level classifier performs a soft-partition of Non-neutral messages assigning with a given 
message a gradual membership to each of the non neutral classes. Among the variety of multi-class ML models 
well-suited for the text classification, we choose the Radial Basis Function Network (RBFN) model [39] for its 
proven robustness in dealing with inherent vagueness in class assignments and for the experimented competitive 
behavior with respect to other state-of the-art classifiers. The first and second-level classifiers are then structured 
as regular RBFN, conceived as hard and soft classifier respectively. Its non-linear function maps the feature 
space to the categories space as a result of the learning phase on the given training set constituted by manually 
classified messages. 

 
We now formally describe the overall classification strategy. Let Ω be the set of classes to which each 

message can belong to. Each element of the supervised collected set of messages D = {(mi , yi ), . . . , (m|D| , y 
|D| )} is composed of the text mi and the supervised label yi ∈ {0, 1}|Ω| describing the belongingness to each of 
the defined classes. The set D is then split into two partitions, namely the training set T rSD and the test set T 
eSD .  

Let M1 and M2 be the first and second level classifier respectively and y 1 be the belongingness to the 
Neutral class. The learning and generalization phase works as follows:  

1. Each message mi is processed such that the vector xi of features is extracted. The two sets T rSD and T 
eSD are then transformed into T rS = {(xi , y i ), . . . , (x|T rSD | , y |T rSD | )} and T eS = {(xi , y i ), . . . , (x|T 
eSD | , y |T eSD | )} respectively.  
 

3. A multi-class training set T rS2 = {(xj , y j ) ∈ T rS (xj, y j ), y jk = y jk+1 , k = 2, . . . , |Ω|} is created for  
            M2 .  

4. M1 is trained with T rS1 with the aim to recognize whether or not a message is Non-Neutral. The       
    performance of the model M1 is then evaluated using the test set T eS1.  

 
5. M2 is trained with the Non-Neutral T rS2 messages with the aim of computing gradual membership to     
     the Non-Neutral classes. The performance of the model M2 is then evaluated using the test set T eS2 .  
 
To summarizes, the hierarchical system is composed of M1 and M2, where the overall computed function   
f: Rn R |Ω| is able to map the feature space to the class space, that is, to recognize the belongingness of a 
message to each of the |Ω | classes. The membership values for each class of a given message computed by 
f are then exploited by the FRs, described in the following sections. 

 
5. FILTERING RULES AND BLACKLIST MANAGEMENT 

 
In this section, we introduce the rule layer adopted for filtering unwanted messages. We start by 
describing FRs, then we illustrate the use of BLs.  

We model a social network as a directed graph, where each node corresponds to a network user and 
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edges denote relationship between two different users. Without loss of generality, we suppose that trust 
levels are rational number in the range [0, 1]. Moreover two users are in an indirect relationship of a given 
type RT if there is a path of more than one edge connecting them, such that all the edges in the path have 
label RT. 

 
A. Filtering Rules 

 
In defining the language for FRs specification, we consider three main issues that, in our opinion, should 

affect a message filtering decision. First of all, in OSNs like in everyday life, the same message may have 
different meanings and relevance based on who writes it. As a consequence, FRs should allow users to state 
constraints on message creators. Creators on which a FR applies can be selected on the basis of several different 
criteria; one of the most relevant is by imposing conditions on their profile’s attributes. In such a way it is, for 
instance, possible to define rules applying only to young creators or to creators with a given religious/political 
view. Given the social network scenario, creators may also be identified by exploiting information on their 
social graph. This implies to state conditions on type, depth and trust values of the relationship(s) creators 
should be involved in order to apply them the specified rules. All these options are formalized by the notion of 
creator specification. 

 
Online setup assistant for FRs thresholds: 

 
As mentioned in the previous section, we address the problem of setting thresholds to filter rules, by 

conceiving and implementing within FW, an Online Setup Assistant (OSA) procedure. OSA presents the user 
with a set of messages selected from the dataset discussed in Section VI-A. For each message, the user tells the 
system the decision to accept or reject the message. The collection and processing of user decisions on an 
adequate set of messages distributed over all the classes allows to compute customized thresholds representing 
the user attitude in accepting or rejecting certain contents. Such messages are selected according to the following 
process. A certain amount of non neutral messages taken from a fraction of the dataset and not belonging to the 
training/test sets, are classified by the ML in order to have, for each message, the second level class membership 
values. 

 
B. Blacklists 

 
We make use of a BL mechanism to avoid messages from undesired creators. BL is managed directly by the 
system, which according to our strategy is able to: 

 
(1) Detect who are the users to be inserted in the BL,  
(2) Block all their messages, and   
(3) decide when user retention in the BL is finished.  

 
To make the system able to automatically perform these tasks, the BL mechanism has to be instructed with 
some rules, hereafter BL rules.  
In particular, these rules aim to specify 

(a) How the BL mechanism has to identify users to be banned and   
(b) For how long the banned users have to be retained in the BL, i.e., the retention time.  

 
Before going into the details of BL rules specification, it is important to note that according to our system 

design, these rules are not defined by the Social Network manager, which implies that these rules are not meant 
as general high level directives to be applied to the whole community. Rather, we decide to let the users 
themselves, i.e., the wall’s owners to specify BL rules regulating who has to be banned from their walls. As 
such, the wall owner is able to clearly state how the system has to detect users to be banned and for how long 
the banned users have to be retained in the BL. Note that, according to this strategy, a user might be banned 
from a wall, by, at the same time, being able to post in other walls. In defining the language of BL rule 
specification we have mainly considered the issue of how to identify users to be banned. We are aware that 
several strategies would be possible, which might deserve to be considered in our scenario. Among these, in this 
paper we have considered two main directions, postponing as future work a more exhaustive analysis of other 
possible strategies. In particular, our BL rules make the wall owner able to identify users to be blocked 
according to their profiles as well as their relationships. By means of this specification, wall owners are able to 
ban from their walls, for example, users they do not know directly (i.e., with which they have only indirect 
relationships), or users that are friend of a given person as they may have a bad opinion of this person. This 
banning can be adopted for an undetermined time period or for a specific time window. Moreover, banning 
criteria take in consideration also users’ behavior in the OSN. More precisely, among possible information 
denoting users’ bad behavior we have focused on two main measures. The first is related to the principle that if 
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within a given time interval a user has been inserted into the BL for several times, say greater than a given 
threshold, he/she might deserve to stay in the BL for another while, as his/her behavior is not improved. This 
principle works for those users that have been already inserted in the BL at least one time. To catch new bad 
behaviors, we use the Relative Frequency (RF), defined later in this section. RF let the system be able to detect 
those users whose messages continue to fail the filtering rules.  

A further component of our system is a BL mechanism to avoid messages from undesired creators, 
independent from their contents. BLs are directly managed by the system, which should be able to determine 
who are the users to be inserted in the BL and decide when users retention in the BL is finished. To enhance 
flexibility, such information are given to the system through a set of rules, hereafter called BL rules. Such rules 
are not defined by the SNM, therefore they are not meant as general high level directives to be applied to the 
whole community. Rather, we decide to let the users themselves, i.e., the wall’s owners to specify BL rules 
regulating who has to be banned from their walls and for how long. Therefore, a user might be banned from a 
wall, by, at the same time, being able to post in other walls.  
Similar to FRs, our BL rules make the wall owner able to identify users to be blocked according to their profiles 
as well as their relationships in the OSN. Therefore, by means of a BL rule, wall owners are for example able to 
ban from their walls users they do not directly know (i.e., with which they have only indirect relationships), or 
users that are friend of a given person as they may have a bad opinion of this person. This banning can be 
adopted for an undetermined time period or for a specific time window. Moreover, banning criteria may also 
take into account users’ behavior in the OSN. More precisely, among possible information denoting users’ bad 
behavior we have focused on two main measures. The first is related to the principle that if within a given time 
interval a user has been inserted into a BL for several times, say greater than a given threshold, he/she might 
deserve to stay in the BL for another while, as his/her behavior is not improved. This principle works for those 
users that have been already inserted in the considered BL at least one time. In contrast, to catch new bad 
behaviors, we use the Relative Frequency (RF) that let the system be able to detect those users whose messages 
continue to fail the FRs. The two measures can be computed either locally, that is, by considering only the 
messages and/or the BL of the user specifying the BL rule or globally, that is, by considering all OSN users 
walls and/or BLs. 

 
 
6.  Tables 

 
DicomFW 

 
In this section we illustrate how our system can be applied in a real OSN, that is Facebook. In the 

following we describe the prototype implementation details, we then provide some preliminary experiments in 
order to evaluate the performance of our system. 

 
Problem and Dataset Description  

We have built a dataset2 D of messages taken from Facebook. We have selected an heterogeneous set 
of publicly visible user groups in Italian language. The set of classes Ω = {Neutral, Violence, Vulgar, Offensive, 
Hate, Sex} is considered, where Ω− {Neutral} belongs to the second level classes. Th e set D has 1266 
elements, where the percentage of elements in D that belongs to the Neutral class is 31%. In order to deal with 
intrinsic ambiguity in assigning messages to classes, we conceive that a given message belongs to more than 
one classes. In particular, on the average, a message belongs to two classes (Vulgar and Offensive are the most 
related classes). Each message has been labeled by a group of five experts and the class membership values j ∈ 
{0, 1}|Ω| for a given message mj were computed by majority voting. Within on-Neutral classes, the resulting 
final distribution of the sub-classes is uniform.  

Fig. 2. Two relevant use cases of the DicomFW application. Start page proposes the list of 
walls the OSN user can see (a). A message filtered by the wall’s owner filtering rules (b). 

 
Throughout the development of the prototype3 we have focused our attention on filtering rules, leaving 

BL implementation as a future improvement. The filtering rules functionality is critical since permits the STC 
and CBMF components to interact. 
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Demo Application Figure 3 Figure 2 
 

 
7.  CONCLUSION 

 
In this paper, we have presented a system to filter unwanted messages from OSN walls. The System exploits a 
ML soft classifier to enforce customizable content-dependent FRs. Moreover, the flexibility of the system in 
terms of filtering options is enhanced through the management of BLs.  

This paper is related to our work which will be the first step of a wider project. On later stage, our work will 
be around two concerns, first, the extraction and/or selection of contextual features that have been shown to 
have a high discriminative power and , second, deals with the learning process and its techniques. 
 
The development of a GUI and a set of related tools to make easier BL and FR specification is also a direction 
we plan to investigate, since usability is a key requirement for such kind of applications. In particular, we aim at 
investigating a tool able to automatically recommend trust values for those contacts user does not personally 
known. We believe that such a tool should suggest trust values based on user action, behavior and reputation in 
OSN, which might imply to enhance OSN with audit mechanisms. Moreover, we are aware that a usable GUI 
could not be enough, representing only the first step.  
And nevertheless many studies have shown that average OSN user have difficulties in understanding the simple 
privacy settings provided by today OSNs. We decided to deal with this by exploiting data mining techniques to 
infer the best privacy preferences to suggest to OSN users, on the available social network data. In future, we 
intend to use similar techniques to infer BLs and FRs .  
Also we plan to study strategies and techniques limiting the inferences that a user can do on the enforced 
filtering rules with the aim of bypassing the filtering system. 

 
References 
  

 [1] A. Adomavicius, G.and Tuzhilin, “Toward the next generation of recommender systems: A survey of the 
state-of-the-art and possible extensions,” IEEE Transaction on Knowledge and Data Engineering, vol. 17, no. 6, 
pp. 734–749, 2005. 

 
 [2] M. Chau and H. Chen, “A machine learning approach to web page filtering using content and structure 

analysis,” Decision Support Systems, vol. 44, no. 2, pp. 482–494, 2008. 
 

 [3] R. J. Mooney and L. Roy, “Content-based book recommending using learning for text categorization,” in 
Proceedings of the Fifth ACM Conference on Digital Libraries. New York: ACM Press, 2000, pp. 195–204. 

 



IJRIT International Journal of Research in Information Technology, Volume 3, Issue 7, July 2015, Pg.23-30 

                                                                                                              U.Naresh, IJRIT 

 [4] F. Sebastiani, “Machine learning in automated text categorization, ”ACM Computing Surveys, vol. 34, no. 
1, pp. 1–47, 2002. 

 
 [5] M. Vanetti, E. Binaghi, B. Carminati, M. Carullo, and E. Ferrari, “Content-based filtering in on-line social 

networks,” in Proceedings of ECML/PKDD Workshop on Privacy and Security issues in Data Mining and 
Machine Learning (PSDML 2010), 2010. 

 
 [6] N. J. Belkin and W. B. Croft, “Information filtering and information retrieval: Two sides of the same coin?” 

Communications of the ACM, vol. 35, no. 12, pp. 29–38, 1992. 
 

 [7] P. J. Denning, “Electronic junk,” Communications of the ACM, vol. 25, no. 3, pp. 163–165, 1982. 
 

 [8] P. W. Foltz and S. T. Dumais, “Personalized information delivery: An analysis of information filtering 
methods,” Communications of the ACM, vol. 35, no. 12, pp. 51–60, 1992. 

 
 [9] P. S. Jacobs and L. F. Rau, “Scisor: Extracting information from online news,” Communications of the 

ACM, vol. 33, no. 11, pp. 88–97, 1990. 
 

 [10] S. Pollock, “A rule-based message filtering system,” ACM Transactions on Office Information Systems, 
vol. 6, no. 3, pp. 232–254, 1988. 

 

  


