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Abstract 
Now-a-days computerization and technical development advances, the information security have become a very critical 

aspect of modern computing system. To provide security from malicious program like BOT, the CAPTCHA i.e. 

“Completely Automated Public Turing test to tell Computers and Humans Apart” are used. It is a type of challenge-

response test. CAPTCHA exist in several forms like text, audio, video, etc. which are used for security purpose. 

Whichever form the CAPTCHA may be it has to be entered in the form of text. So as we are in trend of touch screen 

devices, the CAPTCHA can be drawn on screen with help of finger on touch screen devices or with help of pointer on 

non-touch screen devices rather than typing the CAPTCHA. The reason of drawing CAPTCHA is to avoid bot 

programs. The bot is a short of robot, also known as Web-bots which have a malicious intent and pretending to be 

humans constitutes a severe threat to various services on the Internet that implicitly assume a human interaction. 
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1. Introduction 

Examination of Internet security usually reflects underlying economic forces that create both opportunities 

and incentives for examination. For instance, much of today‟s Internet economy whirl around advertising 

revenue, and consequently, a vast array of facilities including e-mail, social networking, blogging are now 

available to new end users on a basis that is both free and largely unacknowledged. The implicit compact 

underlying this model is that the end users of these facilities are individuals and thus are effectively 

“paying” for facilities indirectly through their unique exposure to ad content. Unsurprisingly, attackers have 

sought to exploit this same freedom and acquire large numbers of resources under singular control, which 

can in turn be invented. 

CAPTCHAs were evolved as a means to bound the capability of attackers to scale their activities using 

automated means. In its most common application, a CAPTCHA consists of a visual test in the form of 

alphanumeric characters that are twisted in such a way that available computer vision algorithms have 

difficulty to split and identify the text. At the same time, humans, have the ability to decipher the text and 

thus respond to the challenge correctly, by making some efforts. To-day, CAPTCHAs of different kinds is 

ubiquitously deployed for protecting account registration, comment posting, and so on. It is widely 

accepted that a good CAPTCHA must be both durable and usable. The strength of CAPTCHA is its 

robustness, which helps CAPTCHA in resisting adversarial attacks, and this has attracted considerable 

attention in the review community.  Three basic property of CAPTCHAs are:- 

 1. CAPTCHAs should be easy for human user to proceed. 

 2. It should be flexible enough so that a tester system easily produce and grade it. 

 3. Must be tough enough for a bot to proceed. 
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CAPTHCA‟s means presenting a challenge response test to the users or humans. They are classified on the 

basis of distortion, that whether the character is distorted or image or digit . 

Some types of CAPTCHAs are given below: 

1. Text CAPTCHAs. 

2. Image CAPTCHAs. 

3. Audio CAPTCHAs. 

4. Video CAPTCHAs. 

5. Puzzle CAPTCHAs 

 

1.1 CAPTCHAs based on text:  
 
Text CAPTCHAs are very simple to implement. It is very efficacious and need a large question bank. In 

Text based captcha the Number of classes of digits and characters are very small so the problems occur for 

user to recognize the correct digits and characters. The text based captcha is possible to recognize the digits 

and characters by using Optical character recognition (OCR) approach. In Text based CAPTCHAs some 

simple questions are asked to user, like as based on arithmetic equation some example are given below: 

       A) What is one plus two (1+2=?). 

      B) What is six minus four (6-4=?). 

In text images, user has some problem to identify the correct text or characters. 

a) different fonts. 

 b) Font size. 

 c)Blurred Letters 

 d)Wave Motion. 

 It can be easily recognized by OCR techniques. 

Gimpy CAPTCHA: This CAPTCHA is based on optical character recognition (OCR). Gimpy choose 

several words from dictionary and present them on screen .The words that are displays in a pictures are 

misshape or twisted and disfigure. To attain access to the service human should enter the words that are 

given in the picture. 

Ez-Gimpy CAPTCHA: Ez-Gimpy  CAPTCHA is type of Gimpy Captcha that is invented by Henry Baird. 

In case of Ez-Gimpy, a single word is select from a dictionary and then distortion is applied. User‟s task is 

to identify distorted image correctly. 

Baffle-Text CAPTCHA: It‟s an advanced version of Gimpy CAPTCHA. Henry Baird designed Baffle-

Text CAPTCHA at California University at Berkeley. 

MSN-Captcha: MSN-Captcha uses digits and 8 characters (upper case). The foreground colour is sets dark 

blue and background colour is sets grey. 

reCAPTCHA: To counter various disadvantages of the existing implementations, researchers at CMU 

developed a redesigned CAPTCHA aptly known as  reCAPTCHA. Every day 200 millions captcha‟s are 

solved by humans around the world only ten seconds of human time are being spent in each case. 

Individually, that's not a lot of time, but in reality these little puzzles utilize more than 150,000 hours of 

work each day. reCAPTCHA does exactly that by channelling the effort spent decoding CAPTCHAs online 

into "reading" books. Various projects are currently digitizing physical books, that were written over the 

computer age, to archive human understanding and to make information available to the world. 

 

1.2. CAPTCHAs based on image: 
 

Graphics CAPTCHAs are challenge-examination in which the  users have to predict those pictures that 

have some similarity. For example: visual puzzles. In image CAPTCHAs user is required to recognize 

image. The advantage of imag CAPTCHA is that pattern identification is hard AI problem and therefore it 

is hard to break this test using pattern recognition approach. Some users face problem of picture 

identification due to blurring of images or due to have low vision. 

Pix CAPTCHA: Pix CAPTCHA‟s uses a huge database of animated and photographic images of daily 

objects (a table, a baby, a bird, a chair, etc); Set of pictures available in the Captcha system shown to user, 

all related with the same object or concept .The user must enter the object or concept to which all the 

pictures belong. 
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Bongo CAPTCHA: Mikhail M. Bongard developed bongo captcha. In bongo visual pattern recognition 

problem is provided to user for solving. Bong contains two blocks of series, the right block series and the 

left block series. The blocks in the left series differ from those in the right, and the user should recognize 

those properties that group the two series of apart. 

Graphic CAPTCHAs: Graphic CAPTCHAs are problems that involve objects or pictures that have some 

kind of similarity that the users have to predict. They are Mensa tests similar to visual test. Computers 

produce the puzzles and examine the answers, but is itself unable to solve it. 

 

1.3. CAPTCHA based on audio: 
 

Audio CAPTCHAs are based on the sound-based structure. These CAPTCHAs are developed for visually 

paralysed users. It consist of a downloadable audio-clips. In this type of CAPTCHA, firstly user listens and 

after that conform the spoken word. Nancy Chan a student from the City University in Hong Kong 

implemented the first sound-based system name ECO. The audio-based structure is based on the contrast in 

the capability between humans and computer machines in recognizing spoken language. The program 

chooses a series of words and digits randomly and provide the words and  digits into sound clips and 

manipulate it. The manipulated sound clip is then shown to the human to enter the correct word or number. 

The user is asked to enter exactly similar words as spoken the audio clip. 

 

1.4. CAPTCHA based on video: 

 
Video CAPTCHA is a newer and less commonly seen CAPTCHA system. In video-based CAPTCHAs, 

three tags (words) are given to the user which narrate a video. The user‟s words must satisfy to a set of 

automatically created ground truth words then only the examination is said to be proceed. Any CAPTCHA 

that uses a video as its means to present information to a user is known as video captcha.  Users face 

difficulty to download video and obtain correct captcha due to huge size of file. 

 

1.5. CAPTCHA based on puzzle: 
 

Usually in puzzle CAPTCHA a given image is divided to blocks. A user is supposed to form the complete 

picture same as the original one by combining these chunks. The task is not so easy for users because of the 

time taken by puzzle based captcha for solving and arrangement of puzzles. 

2. Literature Survey 

There are different types of CAPTCHA‟s are available, in different polling sites, web sites, registration 

sites etc. They are mainly used to differentiate between human or machine. 

Type of captcha‟s are as follows-  

1. Text captcha 

2. Audio captcha 

3. Video captcha 

4. Image captcha 

5. Puzzle captcha 

Text captcha: This is very simple to implement. The simplest yet unique approach is to present such 

questions to user which only a human user can answer. Examples of such questions are as follows:  

1. What are forty minus twenty?  

2. What is the ninth letter in TECHNOLOGY?  

3. Which of Blue, Wednesday and Sheena is a colour?  

4. If tomorrow is a Monday, what is today?  

  

Such questions are very simple for a human user to interpret, but it„s very tough to program a computer to 

interpret them. These are also friendly to people with visual paralyzed – such as people with colour 

blindness. Other text CAPTCHAs include text distortions and the user is asked to recognize the hidden text. 
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But the disadvantage with these text-based CAPTCHAs is that all the questions are saved in a database 

which also contains the result.  

A website known as   http://www.wolframalpha.com which solve questions; instantly gets facts, unit 

conversions, does math, real-time quantitative data and statistics and calculator. This website can provide 

approximate solution to the questions interogate by the CAPTCHA and the spammers can limit the answers 

down .Other implementation of text captcha are- 

Gimpy CAPTCHA: Gimpy select different words from dictionary and present them on screen. To gain 

access to the service users should enter the words that are given in the picture. The words that are presented 

in an picture are distorted or and disfigure. 

 

 

Fig. 1 Text CAPTCHA. 

 

 

 This captcha  can be defeated by dictionary attacks which consist of a finite number of words in them. So, 

Ez-gimpy captcha came into existence. 

Ez-Gimpy CAPTCHA: This CAPTCHA is the type of Gimpy Captcha. Henry Baird developed Ez-Gimpy 

CAPTCHA. In case of Ez-Gimpy, a distinct word is chosen from a dictionary and then distortion is applied. 

The task is user recognize the distorted text accurately. It is not a good application and already conqured by 

OCRs. Mori and Jitendra Malik of UC Berkeley Computer Vision Group, used by yahoo only, has already 

broken this captcha. So, baffle captcha came into existence.  

 

 

Fig. 2 Ez-Gimpy CAPTCHA 

Baffle-Text CAPTCHA:  Baffle Text, shown in Figure, is Xerox PARC‟s type of the Gimpy captcha. 

Baffle text uses small pronounceable, pseudorandom word to conquer dictionary attacks. It utilize Gestalt 

persona, which posits that humans are very skilled at filling in missing parts of an pictures while computers 

are not skilled in filling missing parts of images. 

 

Fig. 3  Baffle-Text CAPTCHA 
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MSN-Captcha: In digits and 8 characters (upper case) are used. The background colour is sets grey and 

foreground colour is sets dark blue. To produce the ripple effect and wrapping is used for distortion. Yan 

brooked MSN-Captcha. So, re-captcha came into existence. 

 

reCAPTCHA: reCAPTCHA upgrade the process of digitizing books by sending words. These words are 

difficult to read by computers to the Web in the form of CAPTCHAs for humans to decode especially, each 

word that cannot be read accurately by OCR is placed on an picture and used as  CAPTCHA. This is 

possible because when a word cannot be read correctly, most OCR programs wan you. If OCR disappoint 

to warn user then re-captcha will be of  no use. 

 

 Image CAPTCHA:CAPTCHAs based on image: In this scheme the user need to recognize some images 

The first image captcha developed at Carnegie Mellon University is ESP Pix. In ESP Pix the user is 

provided with four images and in order to pass this test the user has to chose word associated to those 

images from drop down list of 72 options. Selecting the word from the drop down list is time consuming, 

this the disadvantage of ESP Pix image captcha. Other implementations are-      

Pix CAPTCHA- PIX is a program which consist of huge database of labeled pictures. All of these images 

are pictures of real items (a elephant, a chair, a plant, a house, etc). The program selects an item at random, 

finds 4 random pictures of that item from its database, twist them at random, available them to the user and 

asks the question "what are these images of?". At present, some computer programs are incapable to solve 

this question. 

Bongo CAPTCHA: Bongo is depending on a optical pattern recognition task. As Figure  shows, a Bongo 

Captcha uses two images sets; each set has some definite attributes. One set might be bold, for shown, 

while the other one is not. The system then presents a distinct image to the user who then must specify the 

set to which the image belongs. Because the number of feasible output is small, the bongo Captcha is not 

very robust to guess brute-force attack. However, a system could cascade various Bongo Captchas to 

minimize the possibility that a computer script would strongly conclude the right answer. 

   

 

Fig. 4  Bongo CAPTCHA 

 

Graphic CAPTCHAs: Graphic CAPTCHAs are tests that include images or pictures or objects that have 

some kind of similarity that the users have to predict. Like Mensa tests, they are visual puzzles. Computer 

produces the puzzles and grades the solution, but is itself not able to solve it. Graphics CAPTCHA require 

two steps to be cleared. 

First step- User clicks elsewhere on the picture that composed of some images and selects in this way a 

single image. 

Second step- The chosen image is loaded. It is deformed and also enlarged. Also variants of the answer are 

loaded on the client sid From the set of the suggested words the user should chose a right answer. 

The disadvantage are: 

a. users who are visually paralyzed or having learning disability may face difficulty. 

b. Most of the time entity recognition becomes difficult due to the uncertainty presents in image entity.  
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c. Possibility of an mechanical bot penetrating into a site is one/number of alternative and here the 

alternatives are seventy two. So the possibility is 1/72 that means out of 72 attempts 1 attempt will be 

successful. 

 

Video CAPTCHA: A public data base include distinct videos. A user is provided with video which is 

selected from database. User should narrate about the video in three words and those three words are 

provided in the video. After the video starts playing submission of those three words can be done by human 

at any time. User is allowed to access the services provided by the webpage only when the automatically 

provided narration of video  matches with the user‟s narration about the video. Limitations: In video based 

CAPTCHA the main drawback is that the user‟s illustration about the video should match with the 

description written in the database where it get fails. The other drawback is that it require more memory 

space and takes more time to give the response to the user. 

 

AUDIO CAPTCHA: Audio CAPTCHAs works upon the sound-based systems. These CAPTCHAs are 

produced for those who all are visually paralyzed. It has audio-clips which user have to download. After 

downloading user should listen to provided audio and submit form by writing a description about the asked 

question. 

 

 

Fig. 5 Audio CAPTCHA 

Limitations: The disadvantage of this CAPTCHA is, user is not able to understand the audio-clip. 

Sometimes user does not have the necessary plug-ins, due to which audio can‟t be played and user can‟t 

fulfill the CAPTCHA. 

 

Puzzle CAPTCHA: In puzzle CAPTCHAs any users have to interpret a twisted image which is divided 

into segments. The user is then supposed to arrange all those separated in segments to form a complete 

image. We can confirm that the activity is done by the human only if it matches the image  in the database 

and also helps to avoid the miss use of web resources.   

 

 

 

Fig. 5  Puzzle CAPTCHA 
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Limitations: In puzzle based CAPTCHA if the user did not interpret the puzzle correctly he fails the exam 

of CAPTCHA and another disadvantage is that the web services may be exploit if the bots have a software 

that can automatically clear the given picture puzzles. 

Major headings are to be column centered in a bold font without underline. They need be numbered. "2. 

Headings and Footnotes" at the top of this paragraph is a major heading. 

3. Proposed Work 

As we have survey on different types of captcha, we found that with all these captcha Bot program may 

attack or with some different techniques these captcha can be broken. Thus we have proposed a drawing 

based captcha in which rather than typing text in captcha the user have to draw it. With the help of drawing 

based captcha the malicious program can be avoided completely. As bot programs may detect text easily, 

but to draw a captcha will be difficult for them. For the matching purpose we will use OCR technique. 

In  audio based captcha, the audio clips  are not properly audible thus the users may face problems, but in 

drawing based captcha the user only have to draw the captcha as it is provided. 

Text captcha sometimes provide questions, whose answers are already stored in the database. Thus, 

breaking of a captcha is not a big task. But in drawing based captcha there are no chances to match the 

answers from the database as user have to draw it. The variant of text captcha i.e. gimpy captcha have been 

broken by dictionary attack which will be not being applied on the drawing captcha. 

In image captcha the users faces problems of identifying the image as it is blurring sometimes, thus we are 

providing a simple text which is easily seen and drawn by the humans but not by malicious programs.   

In video captcha, videos are of larger size thus it takes time to load, also it takes more memory. But in 

drawing captcha the usage of memory is not more it takes lesss memory as compared to video captcha. 

In puzzle captcha the user takes time and bot have software that can automatically solve given puzzles, in 

drawing based captcha this problem will overcome by bot as they don‟t have any software to draw. Thus 

bot program may not be able to break this captcha and bot programs may avoid completely. 

The flow will be are as follows: 
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Fig. 6  Flow Chart Of CAPTCHA processing 

4. Conclusions 

This paper includes various types of CAPTCHA with itsapplications and limitations. In this paper  we have 

discussed about the drawing captcha which helps in removing bot programs completely. As bot programs 

may detect text easily, but to draw a captcha will be difficult for them. This will provide more security. 
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