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Abstract 

This work analyses the current phishing techniques and tools available to attackers; with a view to proposing a 

simple practical user-implemented anti phishing framework. The work shows that comprehensive user awareness 

and education can go a long way in protecting users and customers against most of the phishing attacks that people 

have fallen victims to. Later in the work, general anti phishing guidelines were proposed, together with more 

specific guidelines for voice and clone phishing protections. 
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1.0 INTRODUCTION 

Traditionally, phishing and phishing attacks have been major threats in the cyber world. And in the present day’s 

information technology driven world, cyber criminals are ever active, searching for ways to take advantage of 

technological innovations to rip cyber users off by way of cyber crimes such as phishing. Phishing is a process of 

attempting to acquire through fraudulent means, sensitive information such as user names, Passwords, private 

identification number and credit card details by posing as a trustworthy entity in an online communication. Antonio 

San Martino and Xavier Perramon (2010) defined it as an online identity theft that aims to steal sensitive 

information such as online passwords and credit card information.  

According to M. Nazreen Banu and S. Munawara Banu (2013), phishing attacks use a combination of social 

engineering and technology spoofing techniques to persuade users into giving away sensitive information that the 

attacker can use to make financial profit. Symantec Brightmail™ (2009) posits that Phishing attacks present serious 

consequences for organizations including loss of data, financial losses as well as loss of brand due to the negative 

publicity associated with these cases.  

Phishing attacks fall into the category of attacks referred to as credential harvesting (Matthew Johnson and Simon 

Moore, 2007). Every day, people continue to fall victim to this common attack on the internet banking systems. A 

phishing attack will often be initiated with a special type of spam (unsolicited email) containing a link directing 

users to a website controlled by the attackers which appears to be a legitimate site. Once this site is visited and the 

credentials entered by the victim, it can be harvested by the attacker and used subsequently to attack and defraud the 

victim.  
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In the online banking system which includes internet banking, internet shopping and Automated Teller Machine 
systems, different methods have been used to perpetuate these attacks and rip customers off their savings and 
finances. This work presents a practical user framework for protection against phishing and phishing activities. It 
starts with an analysis of the many phishing techniques and tools used by phishing criminals and scammers and 
finally a guideline for user avoidance and protection against phishing. 
 

2.0 PHISHING ACTIVITIES 

According to RSA (2009), one of the earliest known phishing attacks can be traced back to 1996 with hackers trying 
to steal America Online password from online users. Loftesness S. (2004) wrote that some phishing attacks have 
convinced up to 5% of their recipients to provide sensitive information to spoofed websites. According to Litan A. 
(2004), about two million users gave information to spoofed websites resulting in direct losses of $1.2 billion for 
U.S. banks and card issuers in 2003. Anti - Phishing Working Group (2014) report that at the moment, Payment 
Services continue to be the most targeted industry sector in the second quarter of 2014, with 39.80 percent of attacks 
during the three month period from April through June 2014, while financial services continue to follow with 
20.20%. This is seen in the pie-chart below. 
 

 
 

Fig. 1 Overall Statistics for phishing attacks, April – June 2014 

Source: Phishing Activity Trends Report, 2nd Quarter 2014 

 

Fig. 2 Statistics of phishing websites from April through June 2014 
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Source: Phishing Activity Trends Report, 2nd Quarter 2014 

Explaining further, the Anti - Phishing Working Group (2014) reports that the total number of phish observed in 
second quarter of 2014 was 128,378, a three percent (3%) increase over first quarter of 2014, when a total of 
125,215 were observed. They also report that the 128,378 cases is the second highest number of phishing sites 
detected in a quarter, eclipsed only by the 164,032 cases seen in the first quarter of 2012. 
The figure below gives a statistical summary of April to June 2014 phishing activities. 

 

 
 
Fig. 3 Statistical highlights for second quarter 2014 phishing activities 

Source: Phishing Activity Trends Report, 2nd Quarter 2014 

 

 
2.1 Categories of phishing 

 

Below are the major categories of phishing attacks. 
 

1. Vishing 
 

This describes phishing activities that are carried out using voice messages claiming to originate from customers’ 
banks. This attack may be carried out using Voice-Over-IP (VOIP) and regular phone lines. It thrives on masking 
the correct caller ID, making it difficult to trace the phone lines and caller after the attack has been carried out. The 
calls would normally request sensitive information from users or lure users into carrying out activities that will result 
in them being attacked. 
 
 

2.  Smshing or SMS phishing 

 

This is slightly different from vishing but similar in that, it may still be carried out using regular phone lines and 
sometimes internet based Short Message Service (SMS) applications. Here, the attack is carried out by the attackers 
disguised as the target’s bank sending SMSs to the target victims directing them to carry out activities that will result 
in them being attacked. 
 
 

3. Clone phishing 

This is a type of phishing attack where attackers clone or spoof a banking website. The victim subsequently, is 
tricked into visiting this website where they supply their account information to gain access to their desired service. 
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This allows the attackers to harvest these credentials which are subsequently used to access the victims account in 
order to defraud or still from them. 

4. Pharming 
 
This attack involves modifying the domain name resolution system (DNS) to redirect the users to false web pages 
and machines under the control of the attackers. Pharming interferes with the resolution of domain name to an IP 
address so that domain name of genuine website is mapped onto IP address of rogue website. The attacker inserts 
bogus entries into the cache of a recursing name Server. These entries are then served up to the users of that name 
Server and subsequently redirect them to another website where the attacks can go on. There are also types of 
malware that modify the system for resolving domain names on the local computer located in a file called “Hosts” 
which stores IP addresses that can be accessed by the user. When a user enters the name of a trustworthy website, 
the computer first checks the Hosts file to see if there is an IP address associated with this name. If this entry does 
not exist, it will then check with the DNS server. 
 

5. Man-in-the-middle-attack 

 

This refers to attacks in which an attacker secretly intercepts the electronic messages communicated between the 
sender and receiver and then captures, inserts and modifies message during message transmission. The easiest 
implementation of this attack is by the use of Trojan horses to intercept this information.  
 

6. Shoulder Surfing 

 

Here, the attacker surreptitiously observes someone entering credentials in person by looking over their shoulder 
(Mathew Johnson, 2007). This attack is normally associated with observing the personal identification number (PIN) 
for a bank card prior to stealing the physical card either by force or by pickpocketing it (Emeka Nwogu and 
McChester Odoh, 2015). There is also a more advanced way of achieving this, which is by the use of closed-circuit 
television.  
 

7. Hardware/software keyloggers and screen loggers 

 
Hardware keyloggers are devices inserted at the back of the Computer to capture keyboard inputs. There is also 
software keyloggers which is basically implemented by the use of a Trojan horse or any other malware. Screen 
loggers on the other hand are used to capture mouse inputs and movements on a computer. Basically, these devices 
track keyboard and mouse inputs and send the relevant information to the hacker through the Internet.  
 

8. Malware-Based Phishing  

 

These are software used to disrupt the operation of the computer and also gather sensitive information. It can appear 
in the form of code, scripts, active content and other software. They include viruses, worms, trojan horses, key 
loggers, spyware and adware. Browser applications and antivirus software are able to detect and remove most 
malware and other potentially unwanted programs. But attackers can also make malware undetectable. Such that key 
strokes, screen shots, clipboard contents and program activities can be collected and  
sent to the attackers by these programs through e-mail or file transfer.  
 
 
2.2 Phishing techniques 

 

2.2.1 Vishing techniques 

 

• In Vishing, an attacker phones the victim and uses social engineering to trick the victim into divulging 
secret information such as Private Identification Number (PIN) and credit card information. Voice-Over-IP 
(VoIP) has also been used in carrying out this attack.  

 

• The fact that some banks have systems for voice-banking has made it even easier for these attackers to 
succeed by cloning these systems so that they sound as similar as the official system. This particular system 
was used to attack Santa Barbara Bank and Trust Bank and is called Cloned voice-banking systems.   
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• Emails are also used to convince customers to call a number pretending to be their bank. Once the customer 
makes such call to these attackers, they can be convinced by the attacker to divulge their account 
information which can subsequently be used to attack them. 

 

• With Automated answering systems, an attacker can automatically try hundreds of numbers and use an 
automated system to request for details like credit card information. Once anyone falls victim to the 
automated system, the attacker would then involve a human being to complete the attack. 

 
2.2.2 Clone phishing techniques 

 

• Typo-squatting: this describes a technique where an attacker registers similar domains to the target website 
through simple spelling mistakes or common typing errors. The attacker’s websites is then designed with 
the same look and feel as the target website. Once the victims keys in their account information in order to 
access the service they desire, their credentials are harvested by the attacker and used to defraud or steal 
from them. 

 

• Sub-domain attack: in this technique, attackers take advantage of the fact that users cannot tell the 
difference between similar URLs such as www.zenithbank.com and www.zenith-banking.com to carry out 
their attacks. Most internet user will assume the two sites are owned by the same company and thus 
overlook the difference. This attack is also made possible by the fact that many companies use URLs 
outside their normal domain for legitimate sites. This makes it almost impossible for a user to tell the 
difference. Attackers will normally host their credential harvesting site on such similar domain names with 
the same logos and looks as the real site. 

 

• Web spoofing: attackers can also launch a website that looks identical to a legitimate website (target 
website) so that the victims can access and enter their personal information on this site. When this happens, 
the attacker collects these credentials and subsequently, uses them to defraud the victims.  

 
 

3.0 Proposed User Protection Guidelines Against Phishing 
 

3.1 General protection guidelines 

 

1. Use original internet security software and not antivirus software on systems used for accessing 

internet banking and payment websites; and make sure the software is up-to date with the latest virus 

and malware definition database. 

2. Make sure your system has correct date, time and time zone set on it.  

3. Source website addresses only from authentic sources; and if you must search website addresses on the 

internet, make sure you take your time to scrutinize the search result using the security indicators on 

the site, to ascertain the website’s authenticity. 

4. Bookmark the website address of your internet banking website or online payment website; launch 

them only from the bookmark. 

5. When the browser informs you about an un-trusted certificate, proceed no further. Terminate the 

exercise. 

6. Change your account information especially password every thirty days. 

7. Avoid using popular events, dates of events (birthdays) and your names as passwords. Your passwords 

should be at least eight characters and a combination of three of these character types, numbers lower 

case letters, upper case letters and strings. 

8. When logging into your account on a computer, be sure nobody observes as you type your account 

information. 

9. Always check the correct URL address to make sure all letters and characters are correct. 

10. Make sure no unknown hardware device plugs into a computer used for access to your account. 
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11. When entering your account credentials on the internet banking website or online transaction website, 

use the virtual keyboard provided by the website. If the website does not have this, use the operating 

system accompanied onscreen keyboard. 

12. For every single access to your account, make sure you sign out completely. And if the website returns 

an error message due to bad network, re-launch the website on the same browser used in the previous 

access, try to access your account and sign out again. 

13. Do not use same password on more than one online service. Have different password for different 

services and different PINs for different cards. 

14. Report every suspicious activity to your bank. 

3.2 Vishing protection guidelines 

1. Disregard calls from any phone number different from the customer service or complaints line 

provided at the reverse side of your bank’s credit/debit card or the card accompanying document. 

2. Do not disclose your account or card information to your bank’s representative when they call your 

phone line, even if they call with the authentic customer service line. Phone numbers can also be 

cloned. 

3. Disclose your account information to your bank’s representative on a phone call only when you are the 

caller and are trying to solve a challenge not when you are the called. 

4. Disregard any phone call instructing you to visit a website and complete an action or instruction by 

inputting your account information; rather contact the customer service line and inquire about the 

existence of such actions or instructions. 

5. Disregard emails instructing you to a call a number to solve a challenge especially when you do not 

have any. And if there is need to carry out any instruction, call only the customer complaint line at the 

reverse side of you card. 

 

Fig. 4 Debit card showing the customer service phone number on its reverse side 

3.3 Clone phishing protection guidelines 

1. Disregard emails informing you of a possible closure of your account unless you complete a certain 

authentication; and if you must follow their instruction, use fake account sign in password. If this is 

accepted on the site, then it is a fake website hosted by attackers. 
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Fig. 5 Sample phishing email, disguised as an official email from a fictional bank 

Source: Wikipedia 

2. Do not open attachments on suspicious emails – especially emails warning you of a possible account 

closure; delete such emails immediately. 

3. When the website for your desired internet banking service opens, check for the security indicators on 

your address bar. These include; the key-sign and https instead of http before the website address. 

 

Fig. 6 Internet banking website for UBA Nigeria showing the security indicators at the red sphere area 

4. If there are differences between the website you are on and the website you know, do not enter your 

account information. Confirm you are on the right website with the security indicators. And when there 

are doubts over the authenticity of the website you are on, enter wrong sign in details (username and 

password); a cloned website will always accept this wrong information. This will confirm the site as 

fake and not the real site.  

5. Use your email address for official purposes only, have a phantom email address for unofficial 

activities such as signing up for games online etc. 
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6. For online payments, make sure the payment page directs you to a payment gateway before keying in 

your card information. Do not enter your card information on any page apart from the payment 

gateway. And do not send your card information to anybody to perform a payment on your behalf.  

7. Check that the security indicators (key-sign, name of gateway and https on the address bar) are on the 

payment gateway before entering your card information on them. 

 

 

Fig. 7 Payment gateway for Interswitch Nigeria showing the security indicators at the red sphere area 

4.0 Conclusion 

Though phishing continues to be a major threat in the area of internet banking and payment services, comprehensive 

user awareness and education is key to mitigating these threats and ultimately depriving these internet fraudsters and 

attackers easy launch. This work presents guidelines that are able to guarantee internet banking users and customers, 

protection against most of the phishing attacks on internet banking transactions. When fully followed and 

implemented by customers and users as the case may be, the incidence of phishing attacks and activities becomes 

reduced to a reasonable extent.  
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