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Abstract 
Security and privacy (confidentiality) is of utmost importance in any kind of large scale data-mining, especially where 

the corporate are involved as parties. In this dissertation we introduce & implement a privacy-preserving protocol for 

horizontally partitioned data distributed over two or more parties. I implemented Fast Distribution Mining with Least 

Lower Probability (FDM-LLP). The main aim of this algorithm is to implement a secure protocol which minimize the 

time require for union of locally declared candidate set without affecting on sensitivity of data. Our base paper looks at 

implementing a secure protocol for mining of association rules in horizontally distributed database. We aim to extend 

this work by developing mining using FDM-LLP. This could be an ideal approach for a scenario where mining is 

difficult in a distributed database system due to the lack of trust demonstrated by databases in each other’s association 

rules, leading honest nodes to lose privacy.  
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1. Introduction 

While considering data, data may be distributed among the various systems. Most of the businesses share 

their information along with their personal information for getting equal benefits. Sharing of this type of 

personal information arise the privacy issue. Though businesses share their private information but still they 

focus on to the data remains as a private only. This is known as secure mining. For the user the distributed 

database is like a single compartment it is not in scattered format. As data is increasing day by day we need 

to store it on different computer and whenever user want to access it, it work like a single unit though we 

are storing the data on different machines. The data on several computers can be simultaneously accessed 

and modified using a network. In a network each server is linked by its local database management system 

(DBMS), and each cooperates to maintain the consistency of the global database. To maintain the privacy 

of the data many scientist put their efforts so that we get data without losing the privacy of that related data. 

Whenever we are concerning with data mining, Security is measure issue while extracting data. Privacy 

Preserving Data Mining concerns with the security of data and provide the data on demand as well as 

amount of data that is required. Sometimes it may happen that we get the information but not complete. 

The Privacy Preserving algorithm is concerns on the basis of its performance, data utility, and level of 

uncertainty or resistance. There are various techniques and tools for security are used. For mining the data 

many protocols were proposed by various scientists keeping common goal as to protect sensitive data. 

While studying about this problem of privacy preserving most of the scientist goes through by searching 

frequent item set and accordingly related association rule. Association rule indicates the association 

between various entity while fetching the data or getting the result. Suppose there is one man who wanted 
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to buy bread at that time there is maximum possibility of buying the milk. This is association rule, where 

the things are connected with each other. Many business areas use this association rule for getting the 

benefits. 

Data mining, the extraction of hidden predictive information from large databases, is a powerful new 

technology with great potential to help companies focus on the most important information in their data 

warehouses. Data mining tools predict future trends and behaviors, allowing businesses to make proactive, 

knowledge-driven decisions. The automated, prospective analyses offered by data mining move beyond the 

analyses of past events provided by retrospective tools typical of decision support systems. Data mining 

tools can answer business questions that traditionally were highly time consuming to resolve. They scour 

databases for hidden patterns, finding predictive information that experts may miss because it lies outside 

their expectations. 

In the horizontal distributed databases system, the data are stored on different machines. And this 

information belongs to the one particular related subject. Consider one example for proper understanding of 

this concept. Let there is one table which is having lots of records in rows and columns format. Some 

system may store some records which belong to the same column and other columns along with their 

information may store on the next machines. So the data is distributed along the various machines. If the 

data stored on different machines and is divided by rows means while storing the data on different 

machines some rows are stored on one machine and other are stored on different machines. i.e. partitioning 

the data according to rows is called horizontally partitioned (Distributed Databases) and if that data is 

stored and partitioning according to the column wise then it is called as a vertical partitioning (Distributed 

databases). Some may prefer to store or partition of data according to vertical and some may prefer to use 

horizontal partition. Most of the scientist uses semi-honest model where node may follow or not all 

protocol for accessing the data among distributed system. 

2. System Architecture 

System architecture describes the flow of data inside the system. It goes through various phases as shown 

in figure number 1. It is having initialization, in which the player is starting their role by holding some 

value in it. And then it will help to find out the next item. Next phase is generating candidate set, in which 

we are finding the key which appears repeatedly or you may say it which is intersection or common for 

both sites and players. Next phase is local pruning, in which we are trying to eliminate the unwanted result 

or extra data which will in turn help in mining the data. Next phase is Candidate key union, as word 

indicates it is based on the union of data of participating players. Next phase is local support computation, 

in which we are computing the local support that how much the participating player can support. Next 

phase is Broadcasting of the mining result in which we are going to display the result by merging the all 

result that we got from all participating player and then displaying it. 

 

Fig. 1 System Architecture  
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3. Algorithm 

Step 1: Initialization 

It is assumed that the players have already jointly calculated Fs
k-1

. The goal is to proceed and calculate Fs
k
. 

Step 2: Candidate Sets Generation 

Pm computes the set Fs
k-1,m

 ∩ Fs
k-1

. Then apply on that set the Apriori algorithm in order to generate the set 

of   Bs
k,m

  candidate k-itemsets. 

Step 3: Local Pruning 

For each X €  Bs
k,m

     , Pm computes suppm(X). Then retain only those itemsets that are locally s-frequent 

denoted as Cs
k,m

. 

Step 4: Unifying the candidate itemsets 

Each player broadcasts his Cs
k,m

     and then all players compute Cs
k 

 := Um=1
M

     Cs
k,m

     . 

Step 5: Computing local supports 

All players compute the local supports of all itemsets in Cs
k
   .  

Step 6: Broadcast Mining Results 

Each player broadcasts the local supports that he computed. From that, everyone can compute the global 

support of every itemset in Cs
k
  . Finally, Fs

k
   is the subset of Cs

k
   that consists of all globally s-frequent k-

itemsets. 

Step 7: Distribution of data 

Data will distribute among the various site on the basis of load having on that site. 

4. Proposed Work 

In previous system less number of features is available and it’s too much difficult to have accurate item. 

My proposed method overcomes this problem. In previous method we have to manually supply the number 

of participation for the distribution of data. And this is time consuming as all information have to 

distributed among the number of partition given though its heavily loaded. Due to this performance of these 

site decreases. 

By using FDMLLP algorithm, system itself will decide the number of partition should have for better 

performance and fast calculation. So time required for it is comparative less than previous one. 

 

 

Fig. 2 Comparative Result  
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 Above figure shows the complete graph for the total number of iteration required for horizontal 

distribution.  The number of scan required without FDM is 20 whereas 11 with FDM and 4 by using 

FDMLLP. 

4. Conclusions 

This paper aims to develop privacy preserving protocol by extending secure mining protocol used for 

distributed databases. We believe that this will improve security and privacy of mining operations in 

distributed database. We proposed a system that will help for secure mining of data in horizontally 

distributed databases. In our base paper we implement a secure protocol for mining of association rules in 

horizontally distributed database. We extend this work by developing FDM-LLP.  
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