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Abstract: ALARM protocol (Anonymous Location Aided Routing in MANET) is used in MANET to achieve the 

pivotal security aspirations, i.e., confidentiality, authentication, authorization, integrity . ALARM protocol is based 

on certain postulation, such as, location of the mobile nodes that can be detected by GPS and Synchronization of 

clock of the mobile nodes. Due to this synchronization of the mobile nodes replay attack is viable which degrades 

the reliability of the ALARM protocol. In this paper, we review the ALARM protocol, analyze some of the security 

and privacy problems. We proposed a robust mechanism to prevent replay attacks in MANET. We evaluate the 

performance of this protocol using Network Simulators-2 (NS-2) under different network parameters such as 

reliability, synchronization and different mobility. 
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1. Introduction 

MANET is to standardize IP routing protocol functionality suitable for wireless routing application within both 

static and dynamic topologies with increased dynamics due to node motion or other factors. It can be two types 

either infrastructure or infrastructure less. In infrastructure based network, communication is takes place only 

between the wireless nodes and the access points. In infrastructure based network, communication is takes place 

only between the wireless nodes and the access points 

 

 

Fig1. Diagram of MANET 
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In Above figure,every node participates by forwarding data for all the nodes in ad hoc network the determination of 

which nodes forward data is made dynamically on the basis of network connectivity. Ad-hoc networks are a new 

standard of wireless communication for mobile hosts. Basically it’s a network which is used in urgent situation 

causes. No fixed infrastructure in ad hoc network like base stations is required. Nodes within each other radio range 

communicate directly via wireless links while these which are far apart relay on other nodes to relay messages. 

Pradeep kyasanur et.al (2005) proposed a protocol extension of 802.11 DCF protocol to detect the selfish behavior 

of the nodes in the infrastructure and ad hoc network topologies.  Selfish nodes means the nodes which select the 

contentional window (CW) time in such a way so that the other nodes are keep on waiting to send the data and 

overall through put of the network degrade [1]. Yixin Jiangand et.al (2006) proposed a new mutual authentication 

and key exchange protocol. This protocol provides secure roaming services to the legitimate user between the home 

and visiting agent or in short, this protocol provides secure handoff to the legitimate user [2].Wireless networking is 

a technology in which two or more computers communicate with each other using standard network protocols 

without using cables [3]. Tien-Ho Chen and Wei-Kuan Shih (2010) had discussed about importance of  mutual 

authentication for wireless sensor networks .They also discussed about the DES protocol which is the hash-based 

authentication protocol[4] ,this protocol provides the security against the stolen-verifier, masquerade, replay, and 

guessing attacks.Wireless networks are  those networks that make use of radio waves or microwaves in order to 

establish communication between the devices. All the nodes act as router in adhoc network. MANET is one of the 

type of Adhoc network. MANET is a mobile adhoc network. It is self-configuring network which is infrastructure 

less in nature.  

 

In Manet different mobiles are connected through wireless link. Each mobile are free to move i.e. no central 

controller available [7, 8]. So there are various types of attack which are triggered in MANET. These attacks can be 

of following types. Eavesdropping   is another kind of attack that often happens in the mobile ad hoc networks. 

Eavesdropping is done to obtain some information that is confidential and keep secret during the communication. 

Gray-hole attack is also known as routing misbehavior attack. It leads to messages dropping. It has two phases. In 

the first phase a valid route to destination is advertise by nodes itself. In second phase, with a certain probability 

nodes drops intercepted packets [6]. Replay Attack is an attack in which an attacker performs a replay attack are 

repeatedly re-transmitted the valid data to the network injection fort routing traffic that has been previously 

captured[7,9].To isolate these attacks there are several technique which we will be discussed in next sections. In our 

proposed work, we tried to prevent these attacks (Replay attack) by using mutual authentication between the nodes 

in the network. For this, we used authentication based protocol called ALARM using cryptographic mechanism of 

digital signatures. 

The rest of the paper is organized as follows:  Section II describes the related work followed by description of 

ALARM protocol in Section III. In Section IV & V, we presented our proposed technique  and conclusion 

respectively.  

2. Alarm Protocol 

Alarm protocol is Anonymous Location-Aided Routing in MANET. ALARM is a privacy-preserving and secure 

link-state based routing protocol. It uses node’s current location value from Location Announcement Message 

(LAM) to construct a secure MANET map. Location information has become progressively more available through 

small and cheap GPS receivers. This technique utilizes proactive mode of location based routing. ALARM provides 
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both security and privacy features by providing node authentication, data integrity, anonymity, and un-traceability. It 

also offers protection against passive and active insider and outsider attacks. 

A. Basic steps in ALARM’s operation  

1. Initialization (Offline) 

A. The group manager (GM) initializes the basic group signature scheme and admits all legal MANET nodes 

as group members.  During this phase, each node member creates an inimitable private key that is not 

exposed to anyone. This key is desirable to produce valid group signatures. It also generates a 

corresponding public key (PK member), that is exposed only to the GM. GM is responsible for opening any 

contested group signatures and determining the actual signers. 

B. Based upon the specific group signature, GM might also hold joining of new members as well as 

revocation of the existing members. Revocation might not be feasible or desired [8].  

2. Operation (Online) 

A. Time is divided into equal slots of duration T. At the beginning of each slot, each node s generates a 

temporary public-private key-pair PK-TMP (public) and SK-TMP (private),     respectively [3]. 

B. Each node broadcasts a Location Announcement Message (LAM), containing its location, time-stamp, 

temporary public key (PK-TMPs), and a group signature computed over these fields [3].  

C. Upon receipt of a new LAM, a node checks that it has not received the same LAM before. After that it 

verifies the time-stamp and group signature. Then node rebroadcasts the LAM to its neighbors if both are 

valid. Temporary pseudonym is used to locate the node in the interval between two successive LAMs. The 

pseudonym includes temporary location of the node and group signature of the last Location 

Announcement Message. Including location in the pseudonym speeds up the forwarding process and 

requires fewer look-ups [9]. 

D. Whenever the communication is needed, the node checks to see if any node currently exists at (or near) that 

location. If it is so, the node sends the message to destination and this message is encrypted with a session 

key using a symmetric cipher like AES. The session key is, in turn, encrypted under the current public key 

(PK-TMP) included in the destination’s latest LAM. When the destination receives the message, it first 

reacquires the session key and uses it to decrypt the rest. ALARM is not bound to any specific public key 

technique. However, Diffie-Hellman half-key is good choice. 

E. Forwarding: Message forwarding is independent of topology dissemination. The path can be computed 

using the shortest path algorithm or any other location-aided routing algorithm, such as Convex Hull, Geo 

Castingetc [3].  

B. Assumptions and Goals of ALARM 

The following assumptions are necessary in ALARM: 

Location: Each node is provided with device that gives accurate positioning information of the node. For example 

GPS. 

Mobility: A certain minimum number of nodes move periodically such that group manager of new group extracts 

all the previous information about the node.   

Time: All nodes maintain weakly synchronized clocks.  
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Range: Nodes have uniform transmission range. Once a node knows the present MANET map, it can determine 

node connectivity [3]. 

ALARM has the following goals: 

Privacy There are no public node identities or addresses. Each node is anonymous and its occurrences at different 

locations cannot be linked [3].  

Performance Security and privacy goals must be achieved without compromising the performance. 

Security The network must be resistant to passive and active attacks occurring from both outsider and insider 

malicious nodes [10]. 

3. Proposed Technique 

In MANET, inside and outside attacks are possible, which degrade the performance of the network. To prevent these 

attacks, a trust relationship must be developed in the network among the nodes. The nodes are mutually 

authenticated to each other to obtain a trust relationship. ALARM protocol is used for mutual authentication 

between the mobile nodes. There are basically three assumptions in ALARM protocol i.e. mobility range, location 

and time. In time assumption, clock of mobile nodes are weakly synchronized due to weak clock synchronization of 

the mobile nodes. Due to this, replay attack is possible in the network and the replay attack will reduce reliable data 

transmission between mobile nodes.  

 So, in this work, we can detect and isolate replay attack in mutual authentication based ALARM protocol. 

This work is about the Ad hoc network and to enhance the reliable data transmission in the MANET. For reliable 

data transmission, we use the ALARM protocol. ALARM protocol is used to provide mutual authentication between 

the mobile nodes.  Suppose there are number of mobile nodes in the network and two nodes are defined as a source 

and destination node respectively. A path is established between source and destination through AODV routing 

protocol. After path establishment, source and destination become mutually authenticated with each other with the 

help of ALARM protocol. To test the route, source starts sending fake packets through a path. At that time source 

also sends ICMP (Internet Control Message Protocol) packets to all other nodes. Nodes which receive ICMP packets 

goes to Monitor Mode to check whether its adjacent node is forwarding data packets within threshold time period or 

not. If not, then its adjacent will be detected as a malicious node. After that it monitor nodes sends information to 

source and source isolate the existing path.  

4. Experimental Results 

Here the comparison of the behaviour ALARM Protocol in case without Replay attack, with replay attack and after 

the prevention of replay attack then considered the performance metrics of reliability, synchronization and Average 

Node Privacy(ANP). 
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Reliability: Its has a ability to experience attacks, without impacting operations like nodes events versus nodes 

simulation time . There is strong support for network reliability being the ability of the network to provide the 

required functions end to end for a specified periods of time . In the graph at y-axis represent number of nodes and 

x-axis shows node speeds in m/sec.   

 

Fig.2: Reliability Graph 

Green line represents less reliability due to replay attack. Red line represents new reliability. This graph shows that 

new proposed scheme has more reliable as compare to old technique. As clearly shown in the graph reliability given 

by our improved protocol has a 360000 is much better than that provided by old reliability protocol which is 60000 

and the difference between the two reliability is notable is 300000. It shows that proposed methodology is better 

than existing one due to increase of the reliability of the network. 

Synchronization: Privacy depends on there is recur or cause to occur at the same time with respect to number of 

nodes. In the graph at y-axis represent number of clock  and x-axis shows nodes event. Green line represents new 

synchronization and Red line represents old synchronization due to replay attack. 

 

Fig.3: Synchronization Graph 



                                IJRIT International Journal of Research in Information Technology, Volume 2, Issue 8, August 2014, Pg. 187-194 

 

Sonali Sharma, IJRIT  192 

 

As clearly shown in the graph the difference between the  new synchronization of packets  is 780000 and old 

synchronization due to packet loss is 50000 notable i.e. (750000). It shows that proposed methodology is better than 

existing one. Due to packet loss problem occur in the existing work, to overcome this problem new scheme is 

proposed which gives better results than existing scheme.  

 

AVERAGE NODE PRIVACY: 

ANP shows the average fraction of different nodes that a given node can be equally mapped to. Effects of node 

mobility on privacy can be shown as using models RANDOM WALK (RWM) and REFERENCE POINT GROUP 

MOBILITY(RPGM).  

RWM(Random Walk). Nodes chooses a random destination within the area and moves towards it. RWM as a base 

case to show that completely random movements might not yield the highest level of privacy. When the LAM 

intervals is 10 seconds, each nodes can be mapped to less 10 percent of others nodes  ANP of 0.1  in below 

speeds(m/sec). Its shows privacy increase ,if nodes speed is transcend. Increasing in inter- LAM periods  to 20 

seconds results significant gain in privacy APN of 0.3.Different LAMs intervals which are 10sec and 20sec shown 

as below: 

 

Fig.4(a): Effect of node speed on ANP( RWM for 10 sec LAM interval) 

In the graph at y-axis represents Average node Privacy(ANP) and x-axis shows node speeds in m/sec. As clearly 

shown, in the graph the difference between in LAM interval in the old ANP at 10sec is 276000 and new ANP at 

10sec is 380000. The difference between two notable is 104000. It shows that proposed methodology is better than 

existing one. 

 

Fig.4(b): Effect of node speed on ANP( RWM for 20 sec LAM interval) 
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In the graph at y-axis represent Average node Privacy(ANP) and x-axis shows node speeds in m/sec. As clearly 

shown in the graph the LAM interval of old ANP at 20sec is 200000 and new ANP at 20sec is 290000. The 

difference between two notable is 90000. It shows that proposed method is better than existing one.   

RPGM(Reference Point Group Mobility) Nodes are divided in equal sized groups which has a logical center  that 

define a movement patterns for entire groups. When nodes is divided into equal-sized groups, then ANP in RPGM is 

0.2 at 32m/sec rather of 0.1 in RWM. The effect of number of groups in RPGM model is that smaller number of 

groups implies a better privacy. If we doubles the groups(consider a constant sizes) , it bisect the number of nodes in 

the groups and occurance of dropping in ANP. Different LAMs intervals which are 10sec and 20sec shown as 

below: 

 

Fig.5(a): Effect of node speed on ANP( RPGM for 10 sec LAM interval) 

In the graph at y-axis represent Average node Privacy(ANP)  and x-axis shows node speeds in m/sec.As clearly 

shown in the graph the difference between the new RPGM at 10sec is 380000 and old RPGM at 10sec is 270000. 

The difference between two notable is 110000. It shows that proposed method is better than existing one.   

 

Fig.5(b): Effect of node speed on ANP( RPGM for 20 sec LAM interval) 

In the graph at y-axis represent Average node Privacy(ANP)  and x-axis shows node speeds in m/sec.As clearly 

shown in the graph the difference between the new RPGM at 20sec is 200000 and old RPGM at 10sec is 296000. 

The difference between two notable is 84000. It shows that proposed method is better than perious one.   
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5. Conclusion 

In this paper, we conclude that due to the unique properties of the mobile ad hoc network much Privacy and security 

attacks are possible which are prevented by various authentication protocols. In this paper, much popular ALARM 

protocol is revised and problems related to this protocol is highlighted and novel technique is being proposed to 

prevent reply attack which is possible in ALARM protocol. Experimental results show that packet loss is decrease 

and throughput of the network is increase with the help of new proposed scheme.  
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