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Abstract— Networks are protected using many firewalls and encryption software’s. But most of them are not 

sufficient and effective. Therefore, an intrusion detection system (IDS) is required that monitors the network, 

anomalies or detects misbehavior. The proposed intrusion detection system is basically a cluster based scheme 

which uses a threshold criteria for detection of misbehaving nodes, the clusterhead is selected intelligently using 

energy based criteria, relative velocity, network density, distance with neighbour etc. In proposed approach, the 

selection probability for cluster head selection is decided intelligently through genetic algorithm. It detects nodes 

misbehavior, anomalies in packet forwarding. This IDS does rely on overhearing packet transmissions of 

neighboring nodes. Simple rules are designed to identify the misbehavior nodes. To increase the security of data 

packets, a hexadecimal signature is added to the data packets. The process of identifying the misbehavior node is 

carried out by a special node called a monitor node (Head node). Periodically monitor node is identified in the 

network. The main goal of the present research work is to outperform the existing work and also re-evaluate the 

existing framework to incorporate the extended security features with the help of cluster based model using for 

intrusion detection system and results show that proposed work perform better both in terms of security and 

efficiency. 

 

Keywords— Intrusion detection system; Anomaly detection; clustering technique; energy efficiency; Artificial 

intelligence, Genetic Algorithm, Network security. 

I. INTRODUCTION 

       An Intrusion Detection System (IDS) is a device or software application that monitors network or system 

activities for malicious activities or policy violations and produces reports to a management station. Some systems 

may attempt to stop an intrusion attempt but this is neither required nor expected of a monitoring system. Intrusion 

detection and prevention systems (IDPS) are primarily focused on identifying possible incidents, logging 

information about them, and reporting attempts. In addition, organizations use IDPSes for other purposes, such as 

identifying problems with security policies, documenting existing threats and deterring individuals from violating 

security policies. IDPSes have become a necessary addition to the security infrastructure of nearly every 

organization. 

IDPSes typically record information related to observed events, notify security administrators of important observed 

events and produce reports. Many IDPSes can also respond to a detected threat by attempting to prevent it from 

succeeding. They use several response techniques, which involve the IDPS stopping the attack itself, changing the 

security environment (e.g. reconfiguring a firewall) or changing the attack's content. 

Reasons for using Intrusion Detection System (IDS) are:  

i. To protect network from attack and abuse. 

ii. To detect the violations in security and attacks on network. 

iii. To document the existing threat to an organization. 

iv. To get detail information about intrusions that occurred. 
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A. Basic approaches for intrusion detection System 

Approaches for Intrusion detection systems can be broadly classified as:  

i. Signature based  

ii. Classification based 

iii. Anomaly based 

 

1. Signature based (Misuse Detection) approach 

[1] [2] Most of the commercial IDSs are “misuse detection systems” which are designed to detect only known 

attacks. This approach uses a database of known attack signatures which is developed by experts and intrusion 

analyst. The traffic over the network or sequence of processes within the Computer is compared to the entries in this 

database. If there is a match with database entries, the IDS system generates an alert message. Even though such a 

system does not generate false positives alerts, these systems cannot identify new and novel attacks. 

There are two advantages of Misuse Detection Approach: 

i. It is very effective for detecting the attacks without generating an overwhelming number of false alarms. 

ii. It can quickly and reliably diagnose the use of a specific attack tool.  

On the other hand, the disadvantages of Misuse Detection Approach are: 

i. It can only detect those attacks that have been described in the database. 

ii. The database must be constantly updated with signatures of new attacks. 

2. Classification-based intrusion detection approach [3] 

This approach uses normal and abnormal data sets of user behavior, and uses data mining techniques to train the IDS 

system. This creates more accurate classification models for IDS as compared to signature-based approaches and 

thus they are more powerful in detecting known attacks and their variants.  

Disadvantage of Classification-based Intrusion Detection Approach: 

• It is still not capable of detecting unknown attacks. 

3. Anomaly intrusion detection approach 

The basic assumption of Anomaly detection approach is that attacks are different from normal activity and thus they 

can be detected by IDS systems that identify these differences. Thus this approach begins with definition of desired 

form or behavior of the system and then distinguishes between that desired behavior and undesired or anomalous 

behavior. The main problem is, defining the boundary between acceptable and anomalous behavior. So, the anomaly 

detector approach must be able to distinguish between the anomaly and normal.  

There are two types of anomaly detectors: 

1. Static anomaly detectors: It is based on the assumptions that there is a portion of the system being monitored that 

should remain constant. 

2. Dynamic anomaly detectors: To characterize normal and acceptable behavior a base profile is created by a 

dynamic anomaly intrusion system. Building the sufficiently accurate base profile is the main difficulty with the 

dynamic anomaly detection system. 

The advantage of Anomaly Intrusion Detection approach is: 

• It is possible to detect unknown attacks. 

Disadvantages of Anomaly Intrusion Detection approach are: 

• Produces a large number of false alarms due to the unpredictable behaviors of users and networks. 

Therefore, large and accurate training data set is the major requirement of anomaly detection approaches to define 

the normal behavior patterns. 

B. Types of intrusion detection system 

i. Network-Based IDS: Network-based IDS [1][4] monitors network traffic using techniques like packet sniffing to collect 

network traffic data and tries to detect malicious activity such as denial of service attacks; port scans or even attempts to 

crack into computers. 
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ii. Host-Based IDS: Host-based IDS [5] monitors and analyzes system calls, application logs, file-system modifications and 

other host activities to identify the intrusion such as unauthorized remote login attempt, attempt to access unprivileged data. 

It normally works with Network-based IDS. 

iii. Protocol-Based IDS: Typically protocol-based IDS [6] are installed on a web server, and they are used for monitoring and 

analysis of the protocol in use of the computing system. If there is a deviation from intended behavior of protocol then it can 

be detected as intrusion. 

iv. Graph-Based IDS: Graph-based IDS [7] concerned with detecting intrusions that involve connections between many hosts 

or nodes. A graph consists of nodes representing the domains and edges representing the network traffic between them. 

C. Architectures for IDS in MANETs 

The network infrastructures that MANETs can be configured to are either flat or multi-layer, depending on the 

applications. Therefore, the optimal IDS architecture for a MANET may depend on the network infrastructure itself 

[8]. In a flat network infrastructure, all nodes are considered equal, thus it may be suitable for applications such as 

virtual classrooms or conferences. On the contrary, some nodes are considered different in the multi-layered network 

infrastructure. Nodes may be partitioned into clusters with one cluster head for each cluster. To communicate within 

the cluster, nodes can communicate directly. However, communication across the clusters must be done through the 

cluster head. This infrastructure might be well suited for military applications. 

1.  Stand-alone Intrusion Detection Systems 

In this architecture, an intrusion detection system is run on each node independently to determine intrusions. Every 

decision made is based only on information collected at its own node, since there is no cooperation among nodes in 

the network. Therefore, no data is exchanged. Besides, nodes in the same network do not know anything about the 

situation on other nodes in the network as no alert information is passed. Although this architecture is not effective 

due to its limitations, it may be suitable in a network where not all nodes are capable of running an IDS or have an 

IDS installed. This architecture is also more suitable for °at network infrastructure than for multi-layered network 

infrastructure. Since information on each individual node might not be enough to detect intrusions, this architecture 

has not been chosen in most of the IDS for MANETs. 

2.  Distributed and Cooperative Intrusion Detection Systems  

Since the nature of MANETs is distributed and requires cooperation of other nodes, Zhang and Lee [9] have 

proposed that the intrusion detection and response system in MANETs should also be both distributed and 

cooperative as shown in Figure 1. Every node participates in intrusion detection and response by having an IDS 

agent running on them. An IDS agent is responsible for detecting and collecting local events and data to identify 

possible intrusions, as well as initiating a response independently. However, neighbouring IDS agents cooperatively 

participate in global intrusion detection actions when the evidence is inconclusive. Similarly to stand-alone IDS 

architecture, this architecture is more suitable for flat network infrastructure, not multi-layered one. 

 

Figure 1: Distributed and Cooperative IDS in MANETs proposed by Zhang and Lee [9] 

3.  Hierarchical Intrusion Detection Systems 

Hierarchical IDS architectures extend the distributed and cooperative IDS architectures and have been proposed for 

multi-layered network infrastructures where the network is divided into clusters. Clusterheads of each cluster usually 

have more functionality than other members in the clusters, for example routing packets across clusters. Thus, these 

clusterheads, in some sense, act as control points which are similar to switches, routers, or gateways in wired 

networks. The same concept of multi-layering is applied to intrusion detection systems where hierarchical IDS 

architecture is proposed. Each IDS agent is run on every member node and is responsible locally for its node, i.e., 

monitoring and deciding on locally detected intrusions. A clusterhead is responsible locally for its node as well as 
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globally for its cluster, e.g. monitoring network packets and initiating a global response when network intrusion is 

detected. 

The association steps of this paper is as follows. The Introductory Section ends with a brief introduction of 

Intrusion detection system and its necessity in wireless network. The part A, B	and	C in introduction shows a brief 

explanation about basic approaches, types and architecture of IDS in brief. 

In Section II, explains a General review and related work of intrusion detection system in MANET, many 

techniques have been proposed for IDS in MANET which are categorized in this section. 

Section III addresses the proposed methodology and system model along with the technical specifications 

of proposed work including the clustering in network environment and optimization scheme with genetic algorithm. 

Section IV gives details about the simulation results, it also shows some comparative graphs which prove 

that the proposed approach overcome the traditional clustering based approach. 

Section V shows the observations, discussion and a general conclusion of the paper, regarding review is 

presented. 

II. RELATED WORK 

The first solution for IDS in MANET was proposed by 	ℎ�� et al. [10]. In their paper, they proposed two 

important solutions, i.e. anomaly-based and signature- based detection. The work detects attacks using anomaly-

based intrusion detection. Implementing this kind of detection, moving speed of the nodes, their distance, rate for the 

route change, hop counter parameters were used. In signature-based intrusion detection, a pre-prepared rule is used 

to detect an attack. 

In a work reported by Hu et al., an approach based on digital signatures was used to detect rushing and 

worm-hole attacks [11, 12]. 

In a work reported by Huang et al., a new anomaly-based intrusion detection system capable of detecting 

new attacks is introduced [13]. They introduced a new data mining method that performs “cross-feature analysis" to 

capture the inter-feature correlation patterns in normal traffic. This paper does not present a solution for detecting 

intrusions [13]. Huang et al.'s reported work can detect type and source of the attack [14]. This is achieved by 

exchanging monitored data between neighbouring nodes. 

In a reported work by ���ℎ�� et al., a rule-based intrusion detection system named IDES is introduced 

[15]. IDES learns users' behaviour and uses misuse detection approach. Alerts are generated once a suspicious 

activity that deviates significantly from the established normal usage profiles is detected. 

In a work reported by Kim et al., they have developed a real-time intrusion detection system which 

combines on-line feature extraction method with least squares support vector machine classifier [16]. They have 

used DARPA99 (KDD 99) dataset for the experiments and there is no simulation environment used in this work. 

 

In a work reported by ����� et al., a new approach for intrusion detection based on adaptive Bayesian 

algorithm is proposed. This algorithm classifies different types of attacks included in KDD 99 benchmark intrusion 

detection dataset [17]. 

In a work reported by Wang et al., C4.5 decision tree classification method is used to build an effective 

decision tree for intrusion detection. Later on, the decision tree was converted into rules and was saved in a 

knowledge base of an intrusion detection system. These rules are used to judge whether the new network behaviour 

is normal or not [17]. 

In a work reported by Ye et al., a distributed IDS in network layer is proposed for the MANET [18]. In a 

work reported by Denning et al., a new survey in IDS system is reported [19]. This paper categorizes IDS into three 

models: signature-based IDS, anomaly-based and feature-based IDS. The set of normal work specifies base model in 

the feature set and detects attacks monitoring deviation from this model. Thus this method can detect new attacks.  

In a work reported by ���ℎ���� et al. [20], a genetic algorithm is proposed to select effective features. This 

method is very slow. Another feature selection is proposed by Chen et al., in which they utilize three feature 

selection algorithms. They use an SVM classifier [21] and two multi-labels [22]. 

In a work reported by Wang et al., Markov Blanket algorithm is applied on the feature selection part of an 

intrusion detection method [23]. In this approach, Markov Blanket algorithm can decrease the number of features. 
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This paper intends to find effective features in detecting intrusions in MANET. None of the above works present a 

method to measure effectiveness of the features and a way to find and select them. 

 

  Mishra et al proposed [24] different intrusion detection schemes against attacks. Intrusion detection can be 

defined as the automated detection and subsequent generation of an alarm to alert the security apparatus at a location 

if intrusions have taken place or are taking place. An IDS is a defence system that detects hostile activities in a 

network and then tries to possibly prevent such activities that may compromise system security. IDSs achieve 

detection by continuously monitoring the network for unusual activity. The prevention part may involve issuing 

alerts as well as taking direct preventive measures such as blocking a suspected connection. In other words, intrusion 

detection is a process of identifying and responding to malicious activity targeted at computing and networking 

resources. 

Marti et al. proposed [25] a scheme named Watchdog that aims to improve the throughput of network with 

the presence of malicious nodes. In fact, the Watchdog scheme is consisted of two parts, namely, Watchdog and 

Path	�����. Watchdog serves as IDS for MANETs. 

TWOACK algorithm was proposed [26] by Liu et al. is one of the most important approach in which the 

weaknesses of the Watchdog scheme were solved. TWOACK is neither an enhancement nor a Watchdog based 

scheme. Author was aiming to resolve the receiver collision and limited transmission power problems of Watchdog, 

TWOACK detects misbehaving links by acknowledging every data packet transmitted over every three consecutive 

nodes along the path from the source to the destination. 

�ℎ������ et al., (2009) proposed [27] a new scheme called AACK and this algorithm is based on the 

TWOACK. Similar to TWOACK, AACK is an acknowledgment-based network layer scheme which can be 

considered as a combination of a scheme called TACK (identical to TWOACK) and an end-to-end acknowledgment 

scheme called ACKnowledge (ACK). Compared to TWOACK, AACK significantly reduced network overhead 

while still capable of maintaining or even surpassing the same network throughput. 

III. PROPOSED INTRUSION DETECTION SYSTEM 

The proposed clustering algorithm can run on top of any routing protocol and can monitor the intrusions constantly 

irrespective of the routes, we have consider AODV protocol for routing in mobile Ad Hoc network. This proposed 

simplified clustering scheme and its architecture has been used to detect intrusions, resulting in high detection rates 

and low processing and memory overhead irrespective of the routes, connections, traffic types and mobility of nodes 

in the network. 

The proposed works involves  

• Cluster formation  

• Intrusion Detection Architecture  

The proposed clustering algorithm performs elections irrespective of the routes, and has its own HELLO messages. 

It does not degrade network performance by re-establishing the routes, which is required in other clustering 

algorithms when the cluster-head is changed. The overhead, as compared to other clustering algorithms, is minimal 

since we keep neighbour information only at the head node and the amount of broadcast HELLO messages is also 

reduced.  

Ad Hoc on Demand Distance Vector Routing 

Ad Hoc On-Demand Distance Vector, [10], is a reactive routing protocol that is based on the Bellman-Form 

algorithm and uses originator and destination sequence numbers to avoid both “loops” and the “count to infinity” 

problems that may occur during the routing calculation process. 

AODV, as a reactive routing protocol, does not explicitly maintain a route for any possible destination in the 

network. However, its routing table maintains routing information for any route that has been recently used within a 

time interval; so a node is able to send data packets to any destination that exists in its routing table without flooding 

the network with new Route Request (RREQ) messages. In this way, the designers of AODV tried to minimize the 

routing overhead in the network caused by the frequent generation of routing control messages. A third 

characteristic of AODV is its ability to interconnect nodes in a “pure” MANET running AODV with other non-

AODV routing domains, thus extending any network with fixed infrastructure to a network with both mobile 
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wireless nodes and static nodes, e.g., Ethernet. A fourth characteristic of AODV is its support for both unicast and 

multicast routing. A final important characteristic of AODV is its ability to support both bidirectional and 

unidirectional links, as in many cases in wireless communications, two nodes in the network may only communicate 

with unidirectional links. 

In the larger networks which there are thousands of nodes, data reserve and details of routing in the nodes 

cause some problems in the development of the network. Therefore the clustering algorithms have been represented 

so that the development problem is solved through representing the hierarchical structure. Though grouping several 

nodes in one node, other nodes can have the information of one cluster rather than that of several nodes.   

 The network nodes can be clustered through different methods in which various clusters cover the total 

network. These algorithms organize the network in several groups as cluster dynamically. By organizing the nodes 

in the clusters, less topological data transferred in the network. Every cluster forms a correlated graph, and two 

clusters may have overlap. The best method of categorizing the clustering designs of the MANETs is their aim. So 

different designs have been proposed for clustering of the MANETs. 

Cluster Formation  

 The clusters are formed to divide the network into manageable entities for efficient monitoring and low 

processing in the network. The clustering schemes result in a special type of node, called the Head Node (HD) to 

monitor traffic within its cluster. It not only manages its own cluster, but also communicates with other clusters for 

cooperative detection and response. It maintains information of every member node and neighbour clusters, which is 

useful for network-wide communication. The cluster management responsibility is rotated among the capable 

members of the cluster for load balancing and fault tolerance and must be fair and secure. This can be achieved by 

conducting regular elections.  

A node in ad-hoc network can be in one of the 4 possible states:  

• UNDECIDED (UD)  

• HEAD (HD)  

• MEMBER (MB)  

• GATEWAY (GW)  

 Initially, every node is in UD state. It starts election and may become HD node if it does not have link to any HD 

node, otherwise it goes to MB State if it finds any HD node in the neighbour. When a MB node loses its head, it 

returns back to UD state. If the MB node finds another HD node among its neighbour (due to mobility or election 

process), it becomes GW. Both the MB or GW nodes can move to HD state after Election. Simultaneously, HD node 

upon failing in the election process becomes MB or GW. The GW node upon losing its HD node(s) except one also 

goes back to MB State.  

In our Proposed Approach the selection of head will be done using the genetic algorithm, the genetic 

algorithm will decide the appropriate HD for network in order to make the Network architecture more efficient. 

Intrusion Detection Architecture  

Intrusion detection architecture in clusters mainly consists of four modules to detect the intrusion. That are:  

• Data Collection / Logging Module   

• Intrusion Information Module  

• Intrusion Detection Module  

• Alert Module  

 

Data Logging/Collection Module  

The traffic passing through the head node is monitored by the head node and necessary information is logged in a 

database. This logged information is used later for detecting the abnormal or intruding activity. Head node performs 

the traffic analysis and sends the packets to the member nodes which perform the packet analysis for malicious code. 

Thus reducing load at a single node.  

Intrusion Information Module  

Along with the database maintained at the head node each other node in the cluster maintains a database for 

intrusion information that is it stores the record of intruding activities or processes. This database is used for 
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interpretation of intrusion in future. The abnormal behaviour detected by the node must be dealt in time and 

recorded in the database. So that the database always remain updated for new type of intrusions.  

Intrusion Detection Module  

For determining whether a device is misbehaving or act as a legitimate one, rest on the selection of threshold value.  

For example if we assume a threshold value of 0.5. This means that as long as a misbehaving node is transmitting 

twice packets as it drops it will not be distinguish. If we assume a lower value of threshold then it will increase the 

percentages of false positives. After finding a misbehaving node, a device or node will attempt to do local repair for 

all routes passing through this misbehaving node. If local repair process fails, then it will not transmit any RERR 

packet upstream in the network. This process attempts to prevent a misbehaving node from dropping packets, and 

also prevent blackmailing of legitimate nodes. To avoid constructing routes, which traverse misbehaving nodes, 

nodes drop all RREP messages arriving from nodes currently marked as misbehaving. To stop misbehaving node to 

act actively in a network, the all packet starting from this node has been dropped as a form of punishment.   

The cluster-head logs all the data transfer activities within its radio range. This log can be used for the traffic 

analysis from a certain source node. Therefore, the log-based detection is useful for the partial analysis at the 

cluster-head.    

Introduced mechanism proposed an algorithm is as follows to watch intruding behaviour:  

1. Data packet forwarded or sent.  

2. Copy and keep the data packet in pending packet table until it is expired or forwarded   

3. If (data packet forwarded)   

{  

Increment the corresponding forwarded packet in the node-rating table and remove the data packet from pending 

packet table. 

}   

4. If (data packet expires in the pending packet table)  

{   

Increment the corresponding dropped packet in the node-rating table and removes the data packet from pending 

packet table.   

            If (dropped packet > threshold (th1)) then    

{  

  If ((dropped packet / forwarded packet) > threshold (th1))    

{  

Node is misbehaving, update the misbehaving node counter.  

Promiscuous node locally tells all the node of its wireless range from node rating table that particular node is 

intruding node.  

Discard RREP message coming from the misbehaving node 1 

                 }  

        }  

 }  

Alert Module  

This module shows the response mechanisms. The cluster member node takes necessary security prevention steps 

and informs the cluster-head about the response. The cluster-head node informs other nodes about the intrusion 

either when a member node informs it about a found intrusion or when it receives a response from neighbour 

cluster-heads. The response may be local to the cluster or global to the whole network.   

  The cluster-head generates a cluster-based response to the cluster in any of the 3 cases: a member node has 

informed about an intrusion, after log-based detection, or after getting response from adjacent cluster. The cluster-

head can also generate a network-wide response. In the first 2 cases of cluster-based response, network-wide 

response is optional, whereas in the third case, it is mandatory to inform the whole network about the intrusion.   

Clustering Procedure 
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In the following a process is represented for selecting the clusterhead whose exit is a collection of nodes (dominate 

set) which form the clusterheads. The process of selecting the clusterhead is recalled at the time of activating the 

system and when the dominate set is not able to cover all of the nodes. 

Step 1:  

We assume that every node can obtain the location of its neighbours using GPS, by which the degree of node v (dv). 

Then every node sends a hello message to all of its neighbours. This message includes node id, average speed, 

average movement angle and dv [1, 2, and 3].  

 

��� , is obtained from the following relation:  

��� = ��� !(#$%)'��#
(     (1) 

Where��)�*(+,-), is the average speed of node v until t-1 and ��+  is the speed of node v in the moment of t. Also 

./�� is obtained from the following relation:  

./�� = 012� !(#$%)'012#
(    (2) 

Where	./�)�*(+,-), is the average of node v movement angle until t-1 and ./�+ is the angle of node v at the 

moment of t.  

Step 2:  

Every node calculates its weight. To calculate the weight, five criteria are considered as follows:  

• Degree Difference (DV)  

This criterion is calculated using the following relation for every node v:  

3� = |5� − ��|	���	5� = ∑ (8 9'8 )
:;
9<%

8 '-  (3) 

  Where ��=  is degree of i
th

 neighbour of node v.  

• Distance with neighbours (Pv)  

• Angle Difference (Av)  

Angle difference for every node v is obtained from the following relation:  

.� = ∑ |./�� − ./��=|8 
=>-   (4)  

Where, ./�� , is average angle for node v and ./��= is the average angle of ith neighbor of node v.  

• Speed Difference (��)  

To calculate the node v speed difference, the following relation is used:  

�� = ∑ |��� − ���=|8 
=>-    (5)  

Where, ���  ,is the average speed for node v and ���=  is the average speed of ith neighbour of node v. 

• Remainder of energy (?��)  

Parameters of weight calculation are normalized after measurement. The reason for this normalization is that the 

values of these measures are in different intervals, and they should be brought into a certain interval, which we 

consider this normalization for [0, 1] interval. Normalization is done as follows:  

3� = �,@     

�� = �,
A 

B ∗DE    (6) 

Where F� is the transmission range of every node. 

.� = �,	
G 

B ∗%HI    (7) 

The movement direction of a node in the worst case with its neighbour node is when both of them move in opposite 

directions. That is, the movement angle difference is 180
o
.  

�� = �,	
J 

B ∗K�L_N;OOB   (8) 

Max_speed is the maximum speed of a node.  

?�� = PQ 
RS�L

    (9) 

Where TU)V  is maximum energy of a node.  

Hello 

Message   

IDv  SPv  ANGv  dv  
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After normalization, every node obtains its weight using the following relation. The factors P is the selection 

probability of cluster head for the corresponding parameters of the system. These parameters are calculate through 

genetic algorithm, we give our distributed weighted clustering algorithm as a fitness function for genetic algorithm 

and genetic algorithm will calculate the value of P from the range of upper bound & lower bounds as best suited for 

fitness function for which the fitness function is minimum.  

After putting P calculated by genetic algorithm to the equation below to find the optimum value of selection for the 

cluster head. We can denote it as a weight value 

W� = � ∗ (3� + �� + .� + �� + ?��) (10) 

Step 3: Every node sends its weight to all of the neighbours.  

Step 4: Every node studies the weight of its neighbours.  

The node with the most weight is selected as the cluster-head.  

By applying the optimization scheme in the current scenario will give best results in terms of cluster head 

selection, routing and due to which efficiency parameters like number of re-affiliations, number of dominant set 

updates, number of clusters and load balancing will also better as compare with previous approaches. The Data 

packets also alter by adding data packets with a hexadecimal message signature in order to increase the security of 

data packets. 

Step 5: The steps 2- 4 are repeated for the rest of nodes which has still allocated to any cluster.  

 

Genetic Algorithm 

Genetic algorithm is a part of evolutionary computing, which is a rapidly growing area of artificial intelligence. We 

can see that, genetic algorithm is inspired by Darwin's theory about evolution. Simply said, solution to a problem 

solved by genetic algorithm is evolved. In a genetic algorithm, a population of strings (called chromosomes or the 

genotype of the genome), which encode candidate solutions (called individuals, creatures, or phenotypes) to an 

optimization problem, is evolved toward better solutions. Traditionally, solutions are represented in binary as strings 

of 0s and 1s, but other encodings are also possible. The evolution usually starts from a population of randomly 

generated individuals and happens in generations. In each generation, the fitness of every individual in the 

population is evaluated, multiple individuals are stochastically selected from the current population (based on their 

fitness), and modified (recombined and possibly randomly mutated) to form a new population. The new population 

is then used in the next iteration of the algorithm. Commonly, the algorithm terminates when either a maximum 

number of generations has been produced, or a satisfactory fitness level has been reached for the population. If the 

algorithm has terminated due to a maximum number of generations, a satisfactory solution may or may not have 

been reached.  

The steps in the typical genetic algorithm for finding a solution to a problem are listed below: 

• Create an initial solution population of a certain size randomly 

• Evaluate each solution in the current generation and assign it a fitness value. 

• Select “good” solutions based on fitness value and discard the rest.  

• If acceptable solution(s) found in the current generation or maximum number of generations is exceeded then 

stop. 

• Alter the solution population using crossover and mutation to create a new generation of solutions. 

• Go to step 2. 

Here, in proposed methodology, the fitness function for IDS model is the designed clustered architecture and genetic 

algorithm calculate the optimum value of selection probability of cluster head by minimizing the value of fitness 

function. 

IV. RESULTS & DISCUSSION 

In order to evaluate the performance of the system, we simulated a model of MANET on the MATLAB simulator. 

The cluster based model has been derived from the distance vector based routing model provided with the simulator. 

We have modified the routing protocol according to the proposed mechanism. Also we have derived the routing 

table for the simulation. 
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Simulations are carried out in MATLAB R2013b (Version 8.2.0.703), graphical user interface is created for 

the simulation of proposed work on intelligent clustering solution for intrusion detection system for mobile AdHoc 

network. 

Every time a new idea concerning mobile ad-hoc networks arises there is also the need to test its influence 

on other MANET elements. A good way to do this is through simulations. They may not be as exact as real life 

situations but allows some initial verification. Simulations presented below in the most part concentrate on 

differences between different mobility scenarios as well as a comparison of traditional clustering scenario build with 

different parameters. Presented results should show possible similarities or differences between them and should 

help in further associating them with some real scenarios. Additionally, the simulations allow to test the applications 

that are also a part of this work, and allow the author to make any necessary improvements. 

For the simulation we have considered the following constants. 

TABLE I: Technical constraints for network simulation 

Simulation 

time 

8000 rounds Max Speed 20 m/s 

Area 100*100 Packet Rate 4000 

packets 

Number of 

Mobile Hosts 

Experimental Pause Time Round 

dependent 

Range of 

transmission 

100 m No. of Active 

Connections 

10, 20, 30 

Mobility 

model 

Random 

waypoint 

Number of 

malicious 

nodes 

10%, 20%, 

50% 

 

The importance of this simulation is to evaluate the degree of responsiveness of our intrusion detection by 

observing the presence of packet dropping nodes against the transmission and reception patterns of packets within 

the network. Following our feature selection based on detection of anomaly intrusion attack, we consider the 

different malicious devices as discussed earlier and study the effect of our IDS scheme on the intrusion relative to 

the network throughput. 

We implement the use of default wireless models  with few modifications obtained in MATLAB toolboxes 

to emulate the noise traffic, propagation delay, radio interference, received power, bit error rate and signal strength, 

etc. required suit our performance evaluation. MATLAB utilizes its Radio Transceiver Pipeline (RTP) as the 

propagation model to model the radio link for a broadcast medium. The RTP consist of fourteen stages of which are 

mostly executed on a per-receiver basis at every transmission. The characteristics of the default models obtained in 

these 14-stages. 

The node model used in our simulation basically consist of the three wireless node models  comprising of 

the malicious node, the transmitter and the receiver nodes and other wireless mobile devices, these nodes maintain  

common attributes with slight differences based on our modification.  
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Figure 2. Figure above show a comparative view of network throughput with respect to number of transmission rounds 

in both the proposed approach and traditional clustering approach for 100 mobile devices and 5 malicious devices. 

Throughput of receiving bits: It is the ratio of the total number of successful packets in bits received at destination in a 

specified amount of time. 

TH =[Transmission	of	Routing	Packets 
Network throughput is the rate of successful message delivery over a communication channel. This data 

may be delivered over a physical or logical link, or pass through a certain network node. The throughput is usually 

measured in bits per second (bit/s or bps), and sometimes in data packets per second or data packets per time slot. 

 
Figure 3. Figure above show a comparative view of network end to end delay with respect to number of transmission 

rounds in both the proposed approach and traditional clustering approach for 100 mobile devices and 5 malicious packet dropping 

nodes. 

End-to-End Delay: It is the delay that could be caused by buffering during route discovery, queuing delays 

at interface queues, retransmission delays at the media, and propagation and transfer times. 

EED = Current	Round
Total	Number	of	Data	Packets	Recieved 

Basically, in wireless networks End-to-end delay refers to the time taken for a packet to be transmitted 

across a network from source to destination. 

���� − ��� = 	/[	�����q + �r�sr + �r�s�] 
Where,  

���� − ���= end-to-end delay 

�����q= transmission delay 

�r�sr= propagation delay 

�r�s�= processing delay 

�uv�v�= Queuing delay 
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Figure 4. Figure above show a comparative view of network lifetime (lifetime of network devices with the limited 

amount of resources) with respect to number of transmission rounds in both the proposed approach and traditional clustering 

approach for 100 mobile devices and 5 packet dropping nodes. 

Network lifetime has become the key characteristic for evaluating wireless networks in an application 

specific way as these wireless network devices are battery powered. Especially the availability of nodes, the device 

coverage, and the connectivity have been included in discussions on network lifetime. Even quality of service 

measures can be reduced to lifetime considerations. A great number of algorithms and methods were proposed to 

increase the lifetime of a mobile Ad Hoc network – while their evaluations were always based on a particular 

definition of network lifetime. 

 
Figure 5. Figure above show a transmission path followed during the whole communication period when considering 

90 mobile devices, 10 other wireless mobile devices and 5 packet dropping devices. The data packets are forwarded and received 

from different devices multiple number of times during the transmission rounds as shown in figure above. 

 
Figure 6. Figure above show the network view after the last round. It shows how clusters are formed around the 

selected cluster heads, it also show the presence of packets dropping node along with all other mobile devices in the field area. 

Above snapshot is taken within the experiment done on 90 mobile devices, 10 other wireless mobile devices and 5 packet 

dropping devices. 
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Figure 7. Figure above show the packet delivery rate with respect to pause interval. It shows clearly that the proposed 

protocol achieved a rate of 100% pdf. Packet delivery fraction is defined as the number of packets received by the destination 

with respect to number of packets forwarded by the different mobile devices. 

Packet delivery ratio: the ratio of the number of delivered data packet to the destination. This illustrates the 

level of delivered data to the destination. 

∑ Number of packet receive / ∑ Number of packet send 

The greater value of packet delivery ratio means the better performance of the protocol. 

 
Figure 8. Figure above show the finally detected packet dropping nodes in the network with the proposed intrusion detection 

system. These nodes are mobile and the position shows the detected position of node when they are detected and terminated from 

the network. (We considered 5 packet dropping node in the network with 100 other normal network devices) 

 
Figure 9. Figure above show the rate of mobility change in an individual node during a communication period when considering 

90 mobile devices, 10 other wireless mobile devices and 5 packet dropping devices.  

 
Figure 10. Figure above show a comparative view of network throughput with respect to number of transmission rounds in both 

the proposed approach and traditional clustering approach for 50 mobile devices, 10 other wireless mobile devices and 5 

malicious devices. 
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Figure 11. Figure above show a comparative view of network end to end delay with respect to number of transmission rounds in 

both the proposed approach and traditional clustering approach for 50 mobile devices, 10 other wireless mobile devices and 5 

malicious packet dropping nodes. 

 
Figure 12. Figure above show a comparative view of network lifetime (lifetime of network devices with the limited amount of 

resources) with respect to number of transmission rounds in both the proposed approach and traditional clustering approach for 

50 mobile devices, 10 other wireless mobile devices and 5 malicious packet dropping nodes. 

TABLE II. Comparison of network throughput (in bits per second) between proposed system and traditional 

clustering based system taken from the base work with 90 mobile devices, 10 other wireless mobile devices and 5 

packet dropping devices.  

Number of 

rounds 

Proposed 

System 

throughput 

Traditional System 

throughput 

1000 20000 90000 

2000 60000 192000 

3000 34000 277000 

4000 Nil 344000 

5000 Nil 392000 

 

TABLE III. Comparison of network Lifetime (in terms of number of devices death) between proposed system and 

traditional clustering based system taken from the base work with 90 mobile devices, 10 other wireless mobile 

devices and 5 packet dropping devices.  

Number of 

rounds 

Proposed 

System 

Lifetime 

Traditional 

System 

Lifetime 

1000 100 alive 100 alive 

2000 24 alive 100 alive 
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3000 0 alive 91 alive 

4000 0 alive 52 alive 

5000 0 alive 8 alive 

 

Tabular results shows that, the proposed protocol is not only detect the intrusive devices but with the specific design 

of network, we can also achieve a greater lifetime and throughput of the system which is our primary requirement.  

V. CONCLUSION & DISCUSSION 

In this work, we have proposed an intrusion detection system mechanism for detection of intrusion anomalies in the 

presence of malicious mobile devices (which drop packets intentionally) in mobile ad hoc network. Our IDS uses a 

cluster algorithm to create a cluster head, the cluster head contains IDS server required to carry out intrusion 

detection rules. Every cluster head node has monitor the behaviour of network nodes using a threshold based criteria 

(A threshold is a limit of packets dropped by a node due to certain technical reasons), which serves as the monitor or 

gateway node using each nodes individual behavioral pattern to detect anomalies. We have demonstrated with 

simulation results of network jammer intrusion detection in a distributed platform using the packet dropping source 

traffic model and MANET nodes. This research work also focused on the efficiency of network under certain 

intruding environment. Therefore, the clusterhead selection scheme is also optimized through the artificial 

intelligence (genetic algorithm) and several other network aspects such as energy based criteria, relative velocity, 

network density, and distance with neighbour. To increase the security of data packets, a hexadecimal signature is 

added to the data packets. We demonstrate several applications of IDS simulation using MATLAB
® 

simulation tool 

as follows;   

• To monitor the behavior of network nodes under packet dropping malicious nodes  

• To evaluate signs of anomaly resulting from;  

• Rate of packet inter-arrival times at the receiver channel  

• The Transceiver power reception rate at the buffer window 

• variations in Packet transmission and channel contention anomalies, 

• Incessant packet drops and undue traffic delay from misbehaving nodes.  

• Network lifetime of mobile devices under the traditional clustering scheme and proposed clustering 

scheme. 

More closely we observe; Firstly, Intrusion detection of malicious packet dropping attack by displaying and 

identifying various patterns of anomalous data packets within the mobile ad hoc network. Secondly, Analysis and 

Evaluation of the performance metrics and the security over-head trade-off of our intrusion detection scheme. 

Thirdly, Anomalies in network throughput and data traffic patterns with regards to attack specifics; for example the 

higher the values of receive power, network throughput, network lifetime and packet data sizes with increased 

percentage confidence intervals, the higher the degree of detection of  related anomalies.  

However, analyses and performance of our proposed scheme to detect intrusion detection in ad hoc 

networks by comparing the nodes normal packet arrival rates and receiver power threshold rates against abnormal 

receptions forms a systematic scheme for detection of host and network- based anomalies. The ideas and concepts 

presented by the implementation of IDS are fundamental approaches and provide strong convictions for intrusion 

assessment. Furthermore, the intelligent clustering approach increase the network throughput and lifetime of limited 

resourced battery powered network devices.
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