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Abstract 
 

We look at the problem of extracting blindly data embedded on the wide band in a very spectrum (transform) domain 

of any digital medium (image, audio, video). We produce a novel multicarrier/ signature iterative generalized least-

squares (M-IGLS) core procedure to search for unknown data hidden in hosts via multicarrier spread-spectrum 

embedding. Neither an original host nor the embedding carriers are assumed available. This paper proposes a novel 

information-hiding technique to hide much more information into image. The bits of information are going to be hidden 

between frames image file. Within the experimental results, we hide more characters into image and extract them 

correctly.  

The paper is definitely an application developed to embed an image file. The steganography provides 

implementation of varied algorithms to embed audio, video with any another document. Experimental studies on 

images, audios and videos show which the developed algorithm can perform recovery chance of error approximately 

what can be attained with known embedding carriers and host autocorrelation matrix.  

 

Keywords: Watermarking, Cover object, Covert data, Stego-object, Embed, Extraction. 

1. Introduction 

Data hiding is known as a procedure to hide data into cover media. This means which the data 

hiding process links two sets of data, a collection of embedded data and another group of cover media data. 

Those two sets of data have different applications. In covert communications, the hidden data may often be 

irrelevant towards the cover media. In authentication, the embedded data is closely in connection with the 

coverage media. During these two kinds of applications, the invisibility of hidden data is key factor. In 

some instances of data hiding, the coverage media are experiencing some distortion because of data hiding 

and can't be inverted returning to original media. That may be, some permanent frame distortions has 

occurred for the cover media even though the hidden data are already extracted out. In other applications, 

including remote sensing and high-energy particle physical experimental analysis, it's also desired which 

the original cover media might be recovered due to the required high-precision. The marking strategies 

satisfying this requirement are known as reversible, lossless and frame distortions-free data hiding 
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techniques. While passive detection-only from the presence of embedded data has been intensively 

investigated during the past several years, active hidden data extraction can be a quite recent branch of 

research. In blind extraction of SS embedded data, the unknown host provides a way to obtain 

interference/disturbance towards the data to become recovered and, you might say, the actual problem 

parallels blind signal separation (BSS) applications because they arise in the fields of array processing, 

biomedical signal processing, and code-division multiple-access (CDMA) communication systems. Within 

the assumption which the embedded secret messages are independent identically distributed (i.i.d.) random 

sequences and independent towards the cover host, independent component analysis (ICA) could possibly 

be employed to pursue hidden data extraction. However, ICA-based BSS algorithms are ineffective within 

the presence of correlated signal interference as they are the way it is in SS multimedia embedding and 

degrade rapidly as being the dimension with the carrier (signature) decreases in accordance with what it's 

all about size. In an iterative generalized method of least squares (IGLS) procedure was created to blindly 

recover unknown messages hidden in image hosts via SS embedding. The algorithm has low complexity 

and strong recovery performance. However, the scheme was made solely for single-carrier SS embedding 

where messages are hidden with one signature only and is not generalizable towards the multi carrier case.  

Realistically, an embedder would favor multicarrier SS transform-domain embedding to improve security 

and/or payload rate.  

 

DIGITAL data embedding in digital media is definitely an information technology field of 

expanding as well commercial along with national security interest. Applications can vary greatly from 

annotation, copyright-marking, and watermarking, to single stream media conflux (text, audio, image) and 

covert communication. In annotation, secondary data are embedded directly into digital multimedia to 

provide a method to deliver side information for a number of purposes; copyright-marking may become 

permanent “iron branding” to exhibit ownership; fragile watermarking might be designed to detect future 

tampering; hidden low-probability to-detect (LPD) watermarking may perform the duties of identification 

for confidential data validation or digital fingerprinting for searching purposes. Covert communication or 

steganography, which literally means “covered writing” in Greek, is the procedure of hiding data within a 

cover medium (likewise known as host), for example image, video, or audio, to determine secret 

communication between trusting parties and conceal the presence of embedded data. 

 

2. Literature Survey 
 

*Tung-Hsiang Liu and Long-Wen Chang  has proposed an easy data hiding method for binary images in 

2004.The proposed method embeds secure data with the edge part of host binary image. The Distance 

matrix mechanism can be used to obtain the edge pixels of host binary image. Then a Weight mechanism 

can be used to consider the connectivity from the neighborhood around changeable pixels for selecting the 

most appropriate one. For that security and good quality consideration, a random number generator is 

needed to distribute the embedding data into the entire image. This technique not just embeds large variety 

of data into host binary image but additionally can maintain image quality. 

 

* As a way to enhance the capacity with the hidden secret data also to provide am imperceptible stego 

image quality H.-C. Wu, N.-I. Wu, C.-S. Tsai and M.-S. Hwang  has proposed a novel stenographic method 

according to Least Significant Bit (LSB) Replacement and Pixel Value Differencing (PVD) methods in 

2005.Pixel Value Differencing (PVD) technique is helpful to discriminate between edge areas and smooth 

regions of cover image. 

 

The secret data is hidden in to the smooth parts of cover image by LSB method with all the PVD 

method in the edge areas. As, the proposed method not simply store data within the edge areas but 

additionally within the smooth areas in order that it can hide much bigger information and maintains a good 

visual quality of stego image. M.B. Ould Medeniand & El Mamoun Souidi  has proposed a novel 

stenographic approach for gray level images on four pixel differencing and LSB substitution in 2010.They 

used K-bit LSB substitution technique for hiding the secret data into each pixel where K is decided from 

the variety of one in essentially the most a part of pixel. This method gave best values for that PSNR 
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measure which ensures that there has been no huge difference between the original and also the stegno 

image. In 2012 Tasnuva Mahjabin,Syed Monowar Hossain and Md. Shariful Haque  has proposed a data 

hiding method according to PVD and LSB substitution to further improve the capacity of the secret data in 

addition to produce stegnalysis a complicated task they provided an effort to implement a robust dynamic 

technique of data hiding. An effective and dynamic embedding algorithm was proposed here that 

Not simply hide’s secret data by having an imperceptible visual quality and increased capacity but in 

addition make secret code breaking an excellent annoyance for that attacker. This technique achieved an 

increased embedding capacity and lower image degradation with improved security as compared to LSB 

substitution method and several other existing strategies to data hiding. 

 

3. Proposed Methodology 
 

We propose the data hiding concept to reduce potential risk of using cryptographic algorithms alone. Data 

hiding techniques embed information into another medium which makes it imperceptible to others, with the 

exception of those who are supposed to obtain the hidden information and are also aware about it presence. 

It is targeted on strategies to hidden data through which cryptographic algorithms are combined with 

information hiding approaches to improve the security of transmitted data. We focus our attention around 

the blind recovery of secret data hidden in medium hosts via multi-carrier/signature direct-sequence spread-

spectrum transform domain embedding. 

 

The proposed system uses blind recovery of data and it also uses the DCT transform as being a 

carrier for embedding the data in digital media. Embedding is completed by utilizing multicarrier SS 

embedding technique. It uses M-IGLS algorithm for that extraction with the hidden data. This can be a low 

complexity algorithm and offers strong recovery performance. It attains equal chance of error recovery to 

known host and embedding carriers. It really is used as being a performance analysis tool for that data 

hiding schemes. The proposed system must have the subsequent features. The transactions should happen 

within a secured format between various clients inside the network. It gives you flexibility towards the user 

to transfer the data throughout the network very easily. It should also identify an individual and still 

provide the communication based on the prescribed higher level of security with transfer with the file 

requested and run the necessary process in the server as appropriate. In this particular system the 

information is going to be sending throughout the network being a video file. An individual who received 

the file is going to do the operations like de embedding, and decryption within their higher level hierarchy 

etc. 

 

Steganography contains the concealing of data within computer files. In digital steganography, electronic 

communications can sometimes include steganographic coding within a transport layer, for instance a text 

file, image file, pro-gram or protocol Digital steganography can hide confidential data (i.e. secret files) very 

securely by embedding them into a few media data called "vessel data." The vessel information is generally 

known as "carrier, cover, or dummy data". In Steganography images useful for vessel data. The embedding 

operation used is usually to replace the "complex areas" about the bit planes from the vessel image with all 

the confidential data. One of the most important areas of Steganography would be that the embedding ca-

pacity is extremely large. For just a 'normal' image, roughly 50% with the data could possibly be 

replaceable with secret data before image degradation becomes apparent.  

 

Multi-Carrier Spread Spectrum Embedding  
 

The strategy of spread spectrum may allow partly satisfying the above mentioned requirements. 

Benefits of spread spectrum techniques are well known: Immunity against multi-path distortion, no need 

for frequency planning, high flexibility and variable data rate transmission. The capability of minimizing 

multiple access interference in direct-sequence code- division-multiple-access strategy is distributed by the 

cross-correlation properties of spreading codes. With regards to multipath propagation the particular 

capability of distinguishing one component from others within the composite received signal is offered 

through the auto-correlation properties from the spreading codes.  

 

 

Image encryption and watermarking  



                                IJRIT International Journal of Research in Information Technology, Volume 2, Issue 8, August 2014, Pg. 205-210 

Illuru Sivalakshmi, IJRIT  208 

 

 

The host image is definitely an 8-bit or more grey level image which has to ideally really do the 

same size because the plaintext image or maybe resized accordingly utilizing the same proportions. Pre-

conditioning the cipher as well as the convolution processes are undertaken by using a Discrete Fourier 

Transform (DFT).  

 

The output should include negative floating point numbers upon utilizing the real part of an 

intricate array. The array should be rectified with the addition of the greatest negative value within the 

output array for the same array before normalization. For color host images, the binary cipher text may be 

inserted into one or each of the RGB components. The binary plaintext image really should have 

homogeneous margins to reduce the consequences of ringing because of ‘edge effects’ when processing the 

information using Fourier transform. 

 

3.1 Data Hiding Algorithms 

 

1. Import an Image 

2. Split an Image into multi-carrier objects. 

3. Select a multi-carrier image. 

4. Select LSB data hiding method 

5. Encrypt data with shifting method 

6. Split data into equal number of carrier objects. 

7. Apply Higher LSB Method for replacing pixels bits with encrypted data bits by taking one multicarrier  

    image object & secret data segment. 

8. Repeat Step 3 & Step 7 until all encrypted data segments not hidden into multi carrier images. 

9. Join multi carrier’s objects to create single image. 

10. Stop 

 

 
 

3.2 Data Extraction Algorithm 
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1. Select a Stego Image. 

2. Split stego Image. 

3. Apply Higher LSB Extraction algorithm. 

4. Select length Key. 

5. Extract data bits from 1 to 5 LSB color pixels bits. 

6. Generate Data. 

7. Decrypt Data. 

8. Stop 

 

4. Conclusion 
 

Data tracking and tampering is quickly increasing in communication. So we must secure the information 

through the trackers. Hence we want a robust and secured data hiding and extraction schemes. The primary 

goal of the proposed technique is to provide a good extraction technique which considered the blindly 

recovery of information. The development in robustness in presence of additive noise is pretty obvious, as 

being the proposed algorithm obtains significantly lower bit error rates compared to the standard algorithm.  

The steganalysis with the proposed algorithm is much more challenging also, as there is a 

substantial cryptography provided for data security.  According to the actual status the project developed is 

well equipped to manage the Central file system associated with an organization in the server and gives 

having access to the users with some other privileges as prescribed through the higher authorities within the 

password file. 
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