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Abstract 
 

Bio-metric authentication is more in practice in the last decade or so. There are various ways in which a 

characteristics of person will be considered for authentication. There might be a physical or behavioral 

characteristics considered for the authentication purpose. Developing and maintaining a behavioral 

characteristics is a tedious and a costly affair. Thus the more easy way of authentication is about obtaining 

one or more physical characteristics of a person and use it for authentication purpose. Thus in this paper, 

we have overviewed various Physical Biometric approaches, and also reviewed the importance of  motion 

and similarity-based fake detection algorithm which is presented for biometric face recognition systems. 

The idea behind this study is about to learn the importance of a background region, when a face recognition 

is considered. Any person can misguide the technology by placing a photo or a video stream of a person to 

impersonate as a authenticated person through a mobile or so. Thus considering both foreground i.e.,  

person's upper body and also background motion are taken as a input. Thus eliminating the opportunity to 

mislead the technology 

 

Keywords: Biometric, Authentication, Physical Characteristics, Behavioral Characteristics, Fake 

Detection. 

 

1. Introduction 
 

A biometric is a unique, measurable characteristic of a human being that can be used to automatically 

recognize an individual or verify an individual’s identity. Biometrics can measure both physiological and 

behavioral characteristics. Behavioral biometrics (based on measurements and data derived from an action) 

include: 

 

� Voice-scan  

� Signature-scan  

� Keystroke-scan 



                                IJRIT International Journal of Research in Information Technology, Volume 2, Issue 8, August 2014, Pg. 82-89 

 

Rama Moorthy H, IJRIT  83 

 

Physiological biometrics (based on measurements and data derived from direct measurement of a part of 

the human body) include: 

� Finger-scan  

� Iris-scan  

� Retina-scan  

� Hand-scan 

� Facial Recognition  

 

A “biometric system” refers to the integrated hardware and software used to conduct biometric 

identification or verification. 

� Fingerprint :- 

 The analysis of fingerprints for matching purposes generally requires the comparison of several 

features of the print pattern. These include patterns, which are aggregate characteristics of ridges, and 

minutia points, which are unique features found within the patterns. It is also necessary to know the 

structure and properties of human skin in order to successfully employ some of the imaging technologies. 

 

� Patterns 

  The three basic patterns of fingerprint ridges are the arch, loop, and whorl: 

• Arch: The ridges enter from one side of the finger, rise in the center forming an 

arc, and then exit the other side of the finger. 

• Loop: The ridges enter from one side of a finger, form a curve, and then exit on 

that same side. 

• Whorl: Ridges form circularly around a central point on the finger. 

 

 

Fig: 1.1: The arch pattern, The loop pattern, The whorl pattern 

� Iris scan :- 

Iris recognition, a biometric, provides one of the most secure methods of authentication and identification 

thanks to the unique characteristics of the iris. Once the image of the iris has been captured using a standard 

camera, the authentication process, involving comparing the current subject's iris with the stored version, is 

one of the most accurate with very low false acceptance and rejection rates. 

 

� Iris Recognition Process :- 

The process of capturing an iris into a biometric template is made up of 3 steps: 

• Capturing the image 

• Defining the location of the iris and optimizing the image 

• Storing and comparing the image. 

 

• Capturing the Image  

The image of the iris can be captured using a standard camera using both visible and infrared light and may 

be either a manual or automated procedure. The camera can be positioned between three and a half inches 

and one meter to capture the image. In the manual procedure, the user needs to adjust the camera to get the 

iris in focus and needs to be within six to twelve inches of the camera. This process is much more manually 

intensive and requires proper user training to be successful. The automatic procedure uses a set of cameras 

that locate the face and iris automatically thus making this process much more user friendly. 

 

• Defining the Location of the Iris and Optimizing the Image 

Once the camera has located the eye, the iris recognition system then identifies the image that has the best 

focus and clarity of the iris. The image is then analyzed to identify the outer boundary of the iris where it 
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meets the white sclera of the eye, the papillary boundary and the centre of the pupil. This results in the 

precise location of the circular iris. 

 

 

 
 

Fig 1.2: Circular Iris Location, Optimizing the image. 

The iris recognition system then identifies the areas of the iris image that are suitable for feature extraction 

and analysis. This involves removing areas that are covered by the eyelids, any deep shadows and reflective 

areas. The following diagram shows the optimization of the image. 

 

• Storing and Comparing the Image 

Once the image has been captured, “an algorithm uses 2-D Gabor wavelets to filter and map 

segments of the iris into hundreds of vectors . The 2-D Gabor phasor is simply the “what” and “where” of 

the image. Even after applying the algorithms to the iris image there are still 173 degrees of freedom to 

identify the iris. These algorithms also take into account the changes that can occur with an iris, for 

example the pupil’s expansion and contraction in response to light will stretch and skew the iris. This 

information is used to produce what is known as the Iris Code which is a 512-byte record. This record is 

then stored in a database for future comparison. When a comparison is required the same process is 

followed but instead of storing the record it is compared to all the Iris Code records stored in the database. 

The comparison also doesn’t actually compare the image of the iris but rather compares the hexadecimal 

value produced after the algorithms have been applied. 

 

� Retina scan :- 

Retinal scanning is part of biometrics, the field of science and engineering which develops ways to 

uniquely identify individual person. This technology makes use of the retina, which is the surface on the 

back of the eye that processes light entering through the pupil. Retinal Scan technology is based on the 

blood vessel pattern in the retina of the eye. The principle behind the technology is that the blood vessels at 

the retina provide a unique pattern, which may be used as a tamper-proof personal identifier.34 Since 

infrared energy is absorbed faster by blood vessels in the retina than by surrounding tissue, it is used to 

illuminate the eye retina. Analysis of the enhanced retinal blood vessel image then takes place to find 

characteristic patterns. 

 

Hand scan :- 

A person’s hand scan are unique however not as unique fingerprints or irises, for this reason, businesses 

and schools like to use hand scanner and finger reader biometrics technology, to authenticate but not 

identify its users Authentication is a one-to-one comparison; it compares your characteristic with your 

stored information. Whereas Identification, is a one-to-many comparison. 

  
To use a hand scanner, you simply place your hand on a flat surface, aligning your fingers against several 

pegs to ensure an accurate reading. Then, a camera takes one or more pictures of your hand and the shadow 

it casts.The scanner uses this information to determine the length, width, thickness and curvature of your 

hand or finger, knuckle shape, distance between joints and bone structure and translucency.  It translates 

that information into a numerical template.  
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Fig 1.3: Hand Scan 

  

� Facial scan :- 

• In 1960,sciensts began work on using the computer to recognize human faces. Since then, face 

recognition technology has come a long way. A face recognition software is based on the ability to 

recognize a face by measuring the various features of the face. Every face has numerous distinguishable 

landmarks, the different peaks and valleys that make facial features. The face recognition system define 

these landmarks as nodal points. Each human face has approximately 80 landmarks. Some of them are: 

Distance between the eyes, Width of the nose, Shape of the cheek bones, Length of the jaw line. 

 

 
Fig 1.4: Face Recognition 

 

2. Review on Face Recognition 

 
The face recognition technology is considered a natural means of biometric identification since the ability 

to distinguish among individual appearances is possessed by humans. Facial scan systems can range from 

software-only solutions that process images processed through existing closed-circuit television cameras to 

fully fledged acquisition and processing systems, including cameras, workstations, and backend processors. 

With facial recognition technology, a digital video camera image is used to analyze facial characteristics 

such as the distance between eyes, mouth or nose. These measurements are stored in a database and used to 

compare with a subject standing before a camera. Facial recognition systems are usually divided into two 

primary groups. First there is what is referred to as the ‘controlled scene’ group whereby the subject being 

tested is located in a known environment with a minimal amount of scene variation. In this case, a user 

might face the camera, standing about two feet from it. The system locates the user's face and perform 

matches against the claimed identity or the facial database. It is possible that the user may need to move 

and reattempt the verification based on his facial position. The system usually comes to a decision in less 

than 5 seconds. The other group is known as the “random scene” group where the subject to be tested might 

appear anywhere within the camera scene. This situation might be encountered within a system attempting 

to identify the presence of an individual within a group or crowd. 

 

Facial-scan technology has its advantages and disadvantages. 

 

Advantages:  One major advantage is that facial-scan technology is the only biometric capable of 

identification at a distance without subject complicity or awareness. This allows police to install facial-scan 

technology in public places to survey crowds and for security to accomplish the same at a casino house. 

This capability also quiets those who express concern about a biometric that physically touches them or 

about touching a device that others may have had contact with. Another advantage of facial-scan 

technology is the fact that static images can be used to enrol a subject. This can shorten the time to enrol a 
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target population compared to an automated Fingerprint Identification system (AFIS), which can take years 

to accomplish.  

 

Disadvantages: Disadvantages include acquisition environment and facial characteristic changes that effect 

matching accuracy and the potential for privacy abuse. Images are most accurate when taken facing the 

acquisition camera and not sharp angles. The users face must be lit evenly, preferably from the front. 

Changes in hairstyle, makeup or the wearing of a hat or sunglasses may pose a problem during the 

verification process. Facial-scanning technology has a poor record in verifying a subject who has had 

plastic surgery to alter their appearance. The fact that a biometric facial scan can take place without the 

knowledge or consent of a subject, raises privacy concerns among many. Facial-scan technologies have 

unique advantages over all other biometrics in the areas of surveillance of large groups and the ability to 

use pre-existing static images. Its disadvantages include the falsely non-matching folks when subject 

appearances change during verification. For implementations where the biometric system must verify users 

reliably over time, facial-scan can be a very difficult technology to implement successfully. 

 

� Face recognition algorithm :- 

Principle Component Analysis(Eigen faces): Principal component analysis (PCA), also known as 

Karhunen- Loeve expansion, is a classical feature extraction and data representation technique widely used 

in the areas of pattern recognition and computer vision. In the PCA-based face recognition technique, the 

2D face image matrices must be previously transformed into 1D image vectors. The resulting image vectors 

of faces usually lead to a high dimensional image vector space, where it is difficult to evaluate the  

covariance matrix accurately due to its large size and the relatively small number of training samples.[9] 

 

Linear Discriminate Analysis: Linear Discriminant Analysis (LDA) is a well-known scheme for feature 

extraction and dimension reduction. It has been used widely in many applications involving high-

dimensional data, such as face recognition and image retrieval. An intrinsic limitation of classical LDA is 

the so-called singularity problem, that is, it fails when all scatter matrices are singular. A well-known 

approach to deal with the singularity problem is to apply an intermediate dimension reduction stage using 

Principal Component Analysis (PCA) before LDA. The algorithm, called PCA+LDA, is used widely in 

face recognition.[10] 

 

Elastic Bunch Graph Matching: a system for recognizing human faces from single images out of a large 

database containing one image per person. The task is difficult because of image variation in terms of 

position, size, expression, and pose. The system collapses most of this variance by extracting concise face 

descriptions in the form of image graphs. In these, fiducial points on the face (eyes, mouth, etc.) are 

described by sets of wavelet components (jets). Image graph extraction is based on a novel approach, the 

bunch graph, which is constructed from a small set of sample image graphs. Recognition is based on a 

straightforward comparison of image graphs.[11]  

 

Multilinear Substance Learning (Tensor): Linear subspace learning (LSL) algorithms are traditional 

dimensionality reduction techniques that represent input data as vectors and solve for an optimal linear 

mapping to a lower-dimensional space. Unfortunately, they often become inadequate when dealing with 

massive multi- dimensional data. They result in very high-dimensional vectors, lead to the estimation of a 

large number of parameters, and also break the natural structure and correlation in the original data. [12]. 

Due to the challenges in emerging applications above, there has been a pressing need for more effective 

dimensionality reduction schemes for massive multidimensional data. Recently, interests have grown in 

multilinear subspace learning (MSL), a novel approach to dimensionality reduction of multidimensional 

data where the input data are represented in their natural multidimensional form as tensors. Fig. 1 shows 

two examples of tensor data representations for a face image and a silhouette sequence. MSL has the 

potential to learn more compact and useful representations than LSL and it is expected to have potential 

future impact in both developing new MSL algorithms and solving problems in applications involving 

massive multidimensional data. The research on MSL has gradually progressed from heuristic exploration 

to systematic investigation  and both unsupervised and supervised MSL algorithms have been proposed in 

the past a few years[12]. 
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Fig. 2.1: Illustration of real-world data in their natural tensor representation: (a) a2Dface and(b)a3D silhouette 

sequence.[12] 

 

3. Foreground to Background Matching.  

 
In [13], a foreground region is modelled as a region with a face and upper body, and the background region 

is considered as the rest of the foreground region. Fig. 1 shows the flowchart of the proposed liveness 

detection system. The proposed algorithm consists of three parts. First, the similarity is measured between 

two background regions, i.e., current background region and the original background region recorded at an 

initializing stage. To check a similarity, the structural similarity index measure (SSIM) is used [7]. Second, 

a background motion index (BMI) is calculated. A BMI is an index that indicates the amount of motion in 

the background region compared with the one obtained from the foreground region. More specifically, if 

the value of BMI is small, it means that the background region has less motion. 

 

 
Fig: 3.1: Flow Chart and Method to detect Live/ Fake Authentication. 

 

 

In other words, if the value of BMI is big, it means there is big amount of motion in the background region 

of current video sequence, which means the current video is a fake one. Thus, a BMI can be defined as 

 

 
 

Where Nbg and Nfg means the number of feature points detected from background and foreground regions, 

MVbg and  MVfg denotes the average value of motion vector magnitude in the background and foreground 
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region, respectively. Feature points Pibg(t)andPifg(t)selected from the background and foreground regions at 

time t are decided automatically by using a feature tracker [8]. The results of SSIM and BMI are combined 

linearly to decide the liveness  of biometric information. We present a liveness measure, i.e.,Livenss 

Measure, indicating the degree of liveness of biometric information as 

 

LivenessMeasure=α . SSIM + β .(1-BMI) 

 

Where  α+β = 1. Liveness measure = 1 and Liveness measure = 0 denotes an input video is live and fake, 

respectively.  The recognition performance of the system[13] for video attacks is shown in Table 1. As 

shown in Table 1, the proposed approach shows good performances for image and video attacks with a 

regular USB camera without any additional hardware. There is an assumption in the proposed approach 

that the foreground and background regions have to be segmented correctly 

 

 
Fig 3.2: Performance of system of fake detection [13]. 

 
 

4. Conclusion 
 

In this paper, we have reviewed  areas of biometric applications, various categories of biometric 

authentication, Physical and Behavioural characteristics. Paper mostly concentrated on the study of 

physical charecteristics and later part, we had reviewed about one physical chareteristics, face recognition . 

The face recognition- biometric approach can be mishandeled if one can forge the person's identity, either 

by posing a picture or a live video. Thus there is the importance of Background matching as well with the 

foreground, i.e, face recognition.   
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