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ABSTRACT- Cloud computing is a critical pattern for advanced data service, has become a necessary feasibility 

for data users to outsource data. Controversies on privacy, however, have been incessantly presented as outsourcing 

of sensitive information including e-mails, health history and personal photos is explosively expanding. The Cloud 

Computing concept provides dynamically scalable resources provisioned as a service over the cyberspace. It 

transfers storage as well as service for demand users. Large amount of data can store in the cloud. Cloud provider 

encrypts the confidential data and stores it in the cloud so that only the authenticated users can access the data. Thus 

the keyword privacy is maintained. Present traditional searchable encryption techniques are using keyword search to 

find out the results with encrypted format. It can support Boolean search and show the results as huge amount of 

files. These search results are not utilized efficiently in user’s side. Searching is very difficult in encrypted data.  
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1. INTRODUCTION 

 
Cloud computing is a critical pattern for advanced data service, has become a necessary feasibility for data users to 

outsource data. Controversies on privacy, however, have been incessantly presented as outsourcing of sensitive 

information including e-mails, health history and personal photos is explosively expanding.  

Cloud computing is the collection of virtualized and scalable resources, capable of hosting application and providing 

required services to the users with the “pay only for use” strategy where the users pay only for the number of service 

units they consume. It allows consumers and businesses to use applications without installation and access their 

personal files at any computer with internet Access. Cloud Computing has attracted the giant companies like 

Google, Microsoft, and Amazon and considered as a great influence in today’s Information Technology industry. 

1.1 Development Models of Cloud  

(a) Public cloud- This infrastructure is available for public use alternatively for a large industry entity and is 

closely-held by an organization selling cloud services. 

(b) Private cloud-The private cloud infrastructure is operated for the exclusive use of an organization. The cloud 

may be managed by that organization or a third party. Private clouds may be either on- or off premises.  

(c) Hybrid cloud-A hybrid cloud combines multiple clouds (private, community of public) where those clouds 

retain their incomparable identities, but are limit together as a unit. A hybrid cloud may pass standardized or 

ownership access to data and applications, as well as application portability.  
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(d) Community cloud -A community cloud is one where the cloud has been organized to serve a common function 

or purpose. 

 
1.2 Types of Services  

Cloud computing can be defined as the supply of computing services via the Internet such as Applications(SaaS), 

Platforms, Infrastructure (IaaS), Process orchestration and integration.  

(i) Software as a Service (SaaS)-Software‘s are provided as a service to the consumers according to their 

requirement, change consumers to use the services that are hosted on the cloud server.  

(ii) Platform as a Service (PaaS)-Clients are provided platforms access, which capable them to put their own 

customized software‘s and other applications on the clouds.  

(iii) Infrastructure as a Service (IaaS)-Pricing, storage, broad network access, and other basic computing 

resources are granted, enables consumers to manage the operating systems, applications, storage, and network 

connectivity. 

 

2. LITERATURE SURVEY 

 

Swaminathan et al. [1] introduced a new structure for confidentiality preserving rank-ordered search and retrieval 

over large document collections. It not only protects document/query confidentiality against an outside intruder, but 

also prevents an untrusted data center from learning information about the query and the document collection. The 

process as follows; searcher could be a scholar or a low-level analyst who wants to identify relevant documents from 

a mprivate/classified collection, and may need clearance only for the top-ranked documents; the searcher could also 

be the opposing side during document discovery phase of a litigation, who would request relevant documents from 

the content owner’s digital collection be turned over. 

 

Ning Cao et al. [2] defined and solved the challenging problem of privacy preserving multi-keyword ranked search 

over encrypted cloud data (MRSE). In this scenario established a group of strict privacy needs for such a secure 

cloud data utilization system. Among various multi keyword semantics, choosed the efficient similarity measure of 

“coordinate matching”, i.e., as several matches as possible, to capture the relevance of data documents to the search 

query. 

 

Haibo Hu et al. [3] developed a holistic and efficient solution that comprises a secure traversal framework and an 

encryption scheme based on privacy homomorphism. The context is scalable to large datasets by leveraging an 

index-based approach. Based on the structure, conceive secure protocols for processing typical queries such as k-

nearest-neighbor queries (kNN) on R-tree index. 

 

Deepa P et al [4] has discussed this technique; conjunction of keywords is implemented for searching. The 

conjunctive keyword search mechanism will retrieve most efficient and relevance of data files. The conjunctive 

keyword search automatically creates ranked results so that the searching is efficient and flexible. This technique 

uses the wildcard based method and gram based method for constructing fuzzy keyword sets and symbol based trie- 

traverse scheme for generating a multi way tree to store the fuzzy keyword sets generated. This reduces the storage 

overhead. The Edit distance concept used for quantifies the keyword similarity. 

 

Kiruthigapriya Sengoden et al. [5] have proposed concept based searching techniques return a list of files that not 

only contain the exact search terms, but also search words are conceptually related to the topic, which provides a 

wider search scope capability. So the combination of both keyword searches along with concept search produce the 

relevant search result which greatly improve the efficiency of search. 
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Jin Li et al. [6] have proposed this method; it enhances system usability when searching input exactly matches. 

Keywords are measured using edit distance and fuzzy keyword sets are making. Straight forward and wild card 

based are the two approaches are dealt with edit distance .In straight forward approach edit distance are calculated 

where all the forms of keywords are to be listed .Based on this indexing is built .Trapdoor are shared between user 

and the owner While retrieving file user computes the trapdoor based on the request, server matches with index table 

and return all potential identifiers. 

 

Ning Caoy et al. [7] focused a Boolean Keyword Searchable Encryption given without capturing any relevance of 

the files in the search result. When directly applied in large co-operative data outsourcing cloud environment, they 

may affect from the following two main drawbacks. First drawback, for each search request, users does not have 

pre-knowledge of the encrypted cloud data and go through every retrieved file in order to find one of the most 

matching their interest; second drawback, invariably sending back all files solely based on presence or absence of 

the keyword further incurs large unnecessary network traffic. In short, lacking of effective mechanisms to ensure the 

file retrieval accuracy is a significant drawback of existing searchable encryption schemes in the context of Cloud 

Computing. So conjunctive keyword search over encrypted data have been proposed for this problem. Conjunctive 

keyword search returns “all-or-nothing”, which means it only, returns those documents in which all the keywords 

specified by the search query appear. 

 

3. CONCLUSION 

 

In the beginning, cloud computing basis and its storage infrastructure is explained. After that different searching 

techniques in the cloud data are discussed. Each has its own advantages and disadvantages. In future MRSE (Multi 

keyword Ranked Search over Encrypted Cloud data) Scheme, this fulfils the secure multi keyword top-k retrieval 

over encrypted Cloud data. Specifically, for the first time, employ relevance score to support multi keyword top-k 

retrieval. Novel technologies in the cryptography community and information retrieval (IR) community are 

employed, including HomoMorphic encryption and vector space model.  
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