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ABSTRACT- In this study paper extends the privacy preserving data publishing many anonymization techniques 

such as generalization and bucketization have been discussed. Next, a novel technique is presented, called slicing to 

have a clear separation between quasi-identifying attributes. It partitions the data both horizontally and vertically 

and can be used to prevent membership disclosure protection. For anonymizing horizontally partitioned data at 

multiple data providers, the collaborative data publishing problem is considered. In order to prevent attacks by m-

adversary, m-privacy along with a given privacy constraint was introduced. A set of records T which is horizontally 

distributed among n data providers P.  

 

1. INTRODUCTION 

Privacy preserving data analysis and data publishing has received considerable attention in recent years as promising 

approaches for sharing data while maintaining individual privacy. In a non-interactive model, a data provider (e.g., 

hospital) publishes a “sanitized” view of the data, simultaneously providing utility for data users (e.g., researchers), 

and privacy protection for the individuals represented in the data (e.g., patients). When data are gathered from 

multiple data providers or data owners, two main settings are used for anonymization. In one approach each provider 

anonymizes the data independently (anonymize-and-aggregate, Fig. 1(a)), which results in potential loss of 

integrated data utility. A more desirable approach is collaborative data publishing, in which all providers anonymize 

data as if they would come from one source (aggregate-and-anonymize, Fig. 1(b)), using either a trusted third-party 

(TTP) or Secure Multi-party Computation (SMC) protocols. 

 

 
(a) Anonymize and aggregate          (b) Aggregate and Anonymize 
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1.1 Monotonicity of Privacy Constraints 

Monotonicity of privacy constraints is defined for a single equivalence group of records, i.e., a group of records that 

QI attributes share the same generalized values. Let A1 be a mechanism that anonymizes a group of records T into a 

single equivalence group, T∗ = A1(T). 

 

1.2 Verification of m-Privacy 

Checking whether a set of records satisfies m-privacy creates a potential computational challenge due to the 

combinatorial number of m-adversaries. First analyze the problem by modeling the adversary space. Then, presents 

heuristic algorithms with effective pruning strategies and adaptive ordering techniques for efficiently checking m-

privacy w.r.t. an EG monotonic constraint C. Implementation of introduced algorithms can be run by a trusted third 

party (TTP). 

 

The Top-Down Algorithm. The top-down algorithm checks the coalitions in a top-down fashion using downward 

pruning, starting from (Ng − 1)-adversaries, and moving down until a violation by an m-adversary is detected or all 

m-adversaries are pruned or checked. 

 

The Bottom-Up Algorithm. The bottom-up algorithm is similar to the top-down algorithm. The main difference is 

in the sequence of coalition checks, which is in a bottom up fashion starting from 0-adversary, and moving up. The 

algorithm stops if a violation by any adversary is detected (early stop) or all m-adversaries are checked. 

 

2. LITERATURE SURVEY  

 

Yehuda Lindell et al. [1] outlined the essential paradigms and notions of secure multiparty computation and 

mentioned their relevancy to the field of privacy-preserving data processing. Additionally to re-viewing definitions 

and constructions for secure multiparty computation, conferred the issue of efficiency and demonstrated the 

difficulties concerned in constructing extremely efficient protocols. 

 

Wei Jiang et al. [2] presents a two-party framework along with an application that generates k anonymous data from 

two vertically divided sources without while not revealing data from one site to the other. During this work 

presented a two-party framework DkA that is proven to make a k-anonymous dataset whereas satisfying the 

protection definition of SMC. DkA is extremely common in an exceedingly sense that any centralized k-

anonymization protocol are often used to compute locally k-anonymous data, and its structure can be effectively 

adopted to make a secure two-party k-anonymization protocol from an insecure centralized k-anonymization 

algorithm. 

 

Cynthia Dwork [3] shows a loss of privacy is sometimes related to failure to regulate access to information, to 

control the flow of information, or to control the purposes for which information is utilized. Disparity privacy arose 

in a context in which ensuring privacy is a challenge even if all these control problems are solved: privacy-

preserving statistical analysis of data.  

 

Noman Mohammed et al. [4] proposed a new privacy model refered to as Lkc-privacy to beat the challenges and 

present two anonymization algorithms to achieve Lkc-privacy in each the centralized and the distributed scenarios. 

Both the algorithms achieve LKC-privacy with two total different adaptations. The primary adaptation maximizes 

the information preserved for classification analysis; the second one minimizes the distortion on the anonymous data 

for general data analysis. The data flow in the BTS. Later collecting and examining the blood collected from donors, 

the BTS distributes the blood to different public hospitals. The hospitals collect and maintain the health records of 

their patients and transfuse the blood to the patients if necessary. The blood transfusion information, such as the 
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patient data, type of surgery, names of medical practitioners in charge, and reason for transfusion, is clearly 

documented and is stored in the database owned by every individual hospital. 

 

Robin Burke et al. [5] outlined a number of key problems in building secure recommender systems, concentrating 

above all on the modeling of attacks. Secure recommendation known six essential parts that compose the study of 

secure recommendation. Attack models, the patterns of interaction that attackers could use to influence the system; 

algorithms, the strategies by that predictions are made; identification, the techniques by which user profiles are 

gathered and represented; data sources, the various kinds of data on which recommendation is based; detection, the 

process by which attacks against a system can be detected; and response, the actions that can be taken to remove 

bias injected by an attacker. 

 

Pierangela Samarati [6] addressed the problem of releasing microdata whereas safeguarding the anonymity of the 

respondents to which the data refer. The tactic relies on the definition of k-anonymity. A table provides k-anonymity 

if makes an attempt to link explicitly identifying information to its content map the information to at least k entities. 

Therefore illustrated however k-anonymity can be provided while not compromising the integrity of the information 

released by using generalization and suppression techniques. Also introduced the concept of minimal generalization 

that captures the property of the release process not to distort the data more than needed to achieve k-anonymity, and 

present an algorithm for the computation of such a generalization. 

 

2. CONCLUSION 

 

In this study paper a wide survey of the various approaches for privacy preserving data mining, and analyzed the 

foremost algorithms available for every technique and pointed out the existing drawback. Hence there is a need to 

further perfect those approaches or develop some well-organized strategies. 
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