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Abstract—Provable data possession (PDP) is a technique for ensuring the integrity of data in storage outsourcing. In this paper, we 

address the construction of an efficient PDP scheme for distributed cloud storage to support the scalability of service and data migration, 

in which we consider the existence of multiple cloud service providers to cooperatively store and maintain the clients’ data. We present a 

cooperative PDP (CPDP) scheme based on homomorphic verifiable response and hash index hierarchy. We prove the security of our 

scheme based on multi-prover zero-knowledge proof system, which can satisfy completeness, Knowledge soundness, and zero – 

knowledge properties. 

 

I. INTRODUCTION 
 

IN recent years, cloud storage service has become a faster profit growth point by providing a compara - bly low-cost, 

scalable, position-independent platform for clients’ data. Since cloud computing environment is constructed based on open 

architectures and inter- faces, it has the capability to incorporate multiple in- ternal and/or external cloud services together 

topro-videhigh interoperability. We call such a distributed cloud environment as a multi-Cloud (or hybrid cloud). Often, by 

using virtual infrastructure management (VIM) [1], a multi-cloud allows clients to easily access his/her resources remotely 

through interfaces such as Web services provided by Amazon EC2. 

 
   There exist various tools and technologies for multi-cloud, such as Platform VM Orchestrator, VMwarevSphere, and 

Ovirt. These tools help cloud providers construct a distributed cloud storage platform (DCSP) for managing clients’ data. 

However, if such an im-portant platform is vulnerable uncertain storage pool outside the enterprise. There- fore, it is 

indispensable for cloud service providers (CSPs) to provide security techniques for managing their storage services.  

 

Provable data possession (PDP) [2] (or proofs of retrievability (POR) [3]) is such a probabilistic proof technique 

for a storage provider to prove the integrity and ownership of clients’ data without download-ing data.  

 
The proof-checking without downloading makes it especially important for large-size files and folders (typically including 

many clients’ files) to check whether these data have been tampered with or deleted without downloading the latest version 

of data. Thus, it is able to replace traditional hash and signature functions in storage outsourcing.  

 

Various PDP schemes have been recently proposed, such as Scalable PDP [4] and Dynamic PDP [5]. However, these 

schemes mainly focus on PDP issues at un-trusted servers in a single cloud storage provider and are not suitable for a multi-

cloud environment (see the comparison of POR/PDP schemes in Table 1).  

 

Motivation. To provide a low-cost, scalable, location independent platform for managing clients’ data, current cloud storage 

systems adopt several new distributed file systems, for example, Apache Hadoop Distribution File System (HDFS), Google 

File System (GFS), Amazon S3 File System, Cloud Store etc Although this ecosystem has evolved around public clouds — 

commercial cloud providers that offer a publicly accessible remote interface for creating and managing VM instances within 

their proprietary infrastructure — interest is growing in open source cloud computing tools that let organizations build their 

own IaaS clouds using their internal infrastructures. These private cloud deployments’ primary aim isn’t to sell capacity 

over the Internet through publicly accessible interfaces but to give local users a flexible and agile private infrastructure to 

run service workloads within their administrative domains. 
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The efficient PDP scheme is the fundamental construct underlying an archival introspection system that we are developing 

for the long-term preservation of Astronomy data. We are taking possession of multi-terabyte Astron- omy databases at a 

University library in order to preserve the information long after the research projects and instru-ments used to collect the 

data are gone. The database will be replicated at multiple sites. Sites include resource-sharing partners that exchange storage 

capacity to achieve reliabil-ity and scale. As such, the system is subject to freeload-ing in which partners attempt to use 

storage resources and contribute none of their own. 

 

 

II. STRUCTURE AND TECHNIQUES 
 

We implemented our more efficient scheme (E-PDP) and two other remote data checking protocols and evaluated their 

performance. Experiments show that probabilistic pos-session guarantees make it practical to verify possession of large data 

sets. With sampling, E-PDP verifies a 64MB file in about 0.4 seconds as compared to 1.8 seconds without sampling. 

Further, I/O bounds the performance of E-PDP; it generates proofs as quickly as the disk produces data. Fi-nally, E-PDP is 

185 times faster than the previous secure protocol on 768 KB files. 

 

Contributions. In this paper we:formally define protocols for provable data possession (PDP) that provide probabilistic 

proof that a third party stores a file. introduce the first provably-secure and practical PDP schemes that guarantee data 

possession. implement one of our PDP schemes and show experi-mentally that probabilistic possession guarantees make it 

practical to verify possession of large data sets. Our PDP schemes provide data format independence, which is a relevant 

feature in practical deployments, and put no restriction on the number of times the client can challenge the server to prove 

data possession. 

 

Even though existing PDP schemes have addressed various security properties, such as public verifiability [2], dynamics 

[5], scalability [4], and privacy preservation [6] 

 

 
 
we still need a careful consideration of some potential attacks, including two major categories: Data Leakage Attack by 

which an adversary can easily obtain the stored data through verification process after running or wiretapping sufficient 

verification communications (see Attacks 1 and 3 in Appendix A), and Tag Forgery Attack by which a dishonest CSP can 

deceive the clients (see Attacks 2 and 4 in Appendix A). These two attacks may cause potential risks for privacy leakage 

and ownership cheating. Also, these attacks can more easily compromise the security of a distributed cloud system than that 

of a single cloud system. 
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Simultaneously with our work, Ateniese et al. have developed a dynamic PDP solution called Scalable PDP [3]. Their idea 

is to come up with all future challenges during setup and store pre-computed answers as metadata (at the client, or at the 

server in an authenticated and encrypted manner). Because of this approach, the number of updates and challenges a client 

can perform is limited and fixed a priori. Also, one cannot perform block insertions anywhere (only append-type insertions 

are possible).  

 

Furthermore, each update requires re-creating all the remaining challenges, which is problematic for large files. Under these 

limitations (otherwise the lower bound of [3] would be violated), they provide a protocol with optimal asymptotic 

complexity O(1) in all complexity measures giving the same probabilistic guarantees as our scheme. Lastly, their work is in 

the random oracle model whereas our scheme is provably secure in the standard model. 

 

 

 
 
We can use an authenticated skip list to check the integrity of the file blocks. However, this data structure does not support 

efficient verification of the indices of the blocks, which are used as query and update parameters in our CPDP scenario. The 

updates we want to support in our CPDP scenario are insertions of a new block after the i-th block and deletion or 

modification of the i-th block (there is no search key in our case, in contrast to [1], which basically implements an 

authenticated dictionary).  

 

If we use indices of blocks as search keys in an authenticated dictionary, we have the following problem. Suppose we have 

a file consisting of 100 blocks m1,m2, . . . ,m100 and we want to insert a block after the 40-th block. This means that the 

indices of all the blocks m41,m42, . . . ,m100 should be incremented, and therefore an update. becomes extremely 

inefficient. To overcome this difficulty, we define a new hashing scheme that takes into account rank information. 

 

III. Definition of Cooperative PDP 

 
In order to prove the integrity of data stored in a multi-cloud environment, we define a framework for CPDP based on 

interactive proof system (IPS) and multi-prover zero-knowledge proof system (MPZKPS), as follows: 

 
Definition 1 (Cooperative-PDP): A cooperative provable data possession � = (������, � �	���, 
���) is a collection of 

two algorithms (������, ��	���) 

and an interactive proof system 
���, as follows: 

 

i. ������(1�): takes a security parameter � as input, and returns a secret key �� or a public-secret keypair(��, ��); 

 

ii. ��	���(��, �,�): takes as inputs a secret key ��, a file �, and a set of cloud storage providers � = {
�}, and returns the 

triples (�,�, �), where � is the secret in tags, � = (�,ℋ) is a set of verification parameters � and an index hierarchy ℋ for 

�, � = {�(�)}
�∈� denotes a set of all tags, �(�) is the tag of the fraction �(�) of � in 
�;  

 

iii. 
���(�, � ): is a protocol of proof of data possession between CSPs (� = {
�}) and a verifier (V), that is, 
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1 � = {�(�)} is intact 

0 � = {�(�)} is changed , 

 

where each 
� takes as input a file �(�) and a set of tags �(�), and a public key �� and a set of public parameters � are the 

common input between 
 and � . At the end of the protocol run, � returns a bit {0∣1} denoting false and true. Where, Σ 


�∈� denotes cooperative computing in 
� ∈ �. 

 

IV. Hash Index Hierarchy for CPDP 
 
To support distributed cloud storage, we illustrate a representative architecture used in our cooperative PDP scheme as 

shown in Figure 2. Our architecture has a hierarchy structure which resembles a natural representation of file storage. This 

hierarchical structure ℋ consists of three layers to represent relationships among all blocks for stored resources. They are 

described as follows: 

 

1) Express Layer: offers an abstract representation of the stored resources; 

2) Service Layer: offers and manages cloud storage services; and 

3) Storage Layer: realizes data storage on many physical devices. 

 

We make use of this simple hierarchy to organize data blocks from multiple CSP services into a large size file by shading 

their differences among these cloud storage systems. For example, in Figure 2 the resources in Express Layer are split and 

stored into three CSPs, that are indicated by different colors, in Service Layer. In turn, each CSP fragments and stores the 

assigned data into the storage servers in Storage Layer.  

 

We also make use of colors to distinguish different CSPs. Moreover, we follow the logical order of the data blocks to 

organize the Storage Layer. This architecture also provides special functions for data storage and management, e.g., there 

may exist overlaps among data blocks (as shown in dashed boxes) and discontinuous blocks but these functions may 

increase the complexity of storage management. 

 

The possible updates in our DPDP scheme are insertions of a new block after a given block i, deletion of a block i, and 

modification of a block i. To perform an update, the client issues first query atRank(i) (for an insertion or modification) or 

atRank(i − 1) (for a deletion), which returns the representation. 

 

Also, for an insertion, the client decides the height of the tower of the skip list associated with the new block. Next, the 

client verifies proof _′ and computes what would be the label of the start node of the skip list after the update, using a 

variation of the technique of [2]. Finally, the client asks the server to perform the update on the skip list by sending to the 

server the parameters of the update (for an insertion, the parameters include the tower height). We outline in Algorithm 3 

the update algorithm performed by the server (perform Update) and in Algorithm 4 the update algorithm performed by the 

client (verUpdate). Input parameters T ′ and _′ of verUpdate are provided by the server, as computed by performUpdate. 

Since updates affect only nodes along a verification path, these algorithms run in expected O(log n) time whp and the 

expected size of the proof returned by performUpdate is O(log n) whp. 
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Given a collision-resistant hash function ��(⋅), we make use of this architecture to construct a Hash Index Hierarchy ℋ 

(viewed as a random oracle), which is used to replace the common hash function in prior PDP schemes, as follows: 

1) Express layer: given � random {��}� �=1 and the file name ��, sets  (1) = �Σ��=1 ��(��) and makes it public for 

verification but makes {��}� �=1 secret; 

2) Service layer: given the  (1) and the cloud name !�, sets  (2) � = � (1) (!�); 

3) Storage layer: given the  (2), a block number �, and its index record "� = “#�∣∣��∣∣$�”, sets  (3) �,� = � (2)� ("�), where 

#� is the sequence number of a block, �� is the updated version number, and $� is a random integer to avoid collision. 

 

As a virtualization approach, we introduce a simple index-hash table " = {"�} to record the changes of file blocks as well as 

to generate the hash value of each block in the verification process. The structure of " is similar to the structure of file block 

allocation table in file systems. The index-hash table consists of 

serial number, block number, version number, random integer, and so on. Different from the common index table, we assure 

that all records in our index table differ from one another to prevent forgery of data blocks and tags. By using this structure, 

especially the index records {"�}, our CPDP scheme can also support dynamic data operations [3]. 

 

The proposed structure can be readily incorperated into MAC-based, ECC or RSA schemes [2], [6]. These schemes, built 

from collision-resistance signatures (see Section 3.1) and the random oracle model, have the shortest query and response 

with public verifiability. They share several common characters for the implementation of the CPDP framework in the 

multiple clouds:  

1) A file is split into �×� sectors and each block (� sectors) corresponds to a tag, so that the storage of signature tags can be 

reduced by the increase of �; 

 

2) A verifier can verify the integrity of file in random sampling approach, which is of utmost importance for large files;  

 

3) These schemes rely on homomorphic properties to aggregate data and tags into a constant size response, which 

minimizes the overhead of network communication; and 4) the hierarchy structure provides a virtualization approach to 

conceal the storage details of multiple CSPs. 

 

This protocol can be described as follows:  

 

1) The organizer initiates the protocol and sends a commitment to the verifier;  

2)  The verifier returns a challenge set of random index-coefficient pairs & to the organizer;  

3) The organizer relays them into each 
� in � according to the exact position of each data block;  
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4) Each 
� returns its response of challenge to the organizer; and  

5) The organizer synthesizes a final response from received responses and sends it to the verifier. 

 

 

 
 

 

The above process would guarantee that the verifier accesses files without knowing on which CSPs or in what geographical 

locations their files reside. In contrast to a single CSP environment, our scheme differs from the common PDP scheme in 

two aspects: 

1) Tag aggregation algorithm: In stage of commitment, the organizer generates a random ' ∈$ ℤ� and returns its 

commitment �′ 1 to the verifier. This assures that the verifier and CSPs do not obtain the value of '. Therefore, our 

approach guarantees only the organizer can compute the final �′ by using ' and �′ � received from CSPs. 

 

After �′ is computed, we need to transfer it to the organizer in stage of “Response1”. In order to ensure the security of 

transmission of data tags, our scheme employs a new method, similar to the ElGamal encryption, to encrypt the combination 

of tags Π (�,)�)∈&� �)� � , that is, for �� = � ∈ ℤ� and �� = (	, * = 	�) ∈ +2, the cipher of message , is - = (-1 = 	�, -2 

= , ⋅ *�) and its decryption is performed by , = -2⋅- 

 

It is obvious that the final response . received by the verifiers frommultiple CSPs is same as that in one simple CSP. This 

means that our CPDP scheme is able to provide a transparent verification for the verifiers. Two response algorithms, 

Response1 and Response2, comprise an HVR: Given two responses .� and ./ for two challenges &� and &/ from two CSPs, 

i.e., .� = $�������1(&�, {,�}�∈0� , {��}�∈0� ), there exists an efficient algorithm to combine them into a final response . 

corresponding to the sum of the challenges &� ∪ &/ , that is, . = $�������1(&� ∪ &/ , {,�}�∈0� ∪0/ , {��}�∈0� ∪0/) = 

$�������2(.�, ./ ). 

 

For multiple CSPs, the above equation can be extended to . = $�������2({.�}
�∈�). More importantly, the HVR is a 

pair of values . = (2, �, 3), which has a constant-size even for different challenges. 

 

 

V. SECURITY ANALYSIS 
 
We give a brief security analysis of our CPDP construction. This construction is directly derived from multi-prover zero-

knowledge proof system (MPZKPS), which satisfies following properties for a given assertion 4: 

 

1) Completeness: whenever 5 ∈ 4, there exists a 

strategy for the provers that convinces the verifier that this is the case; 

2) Soundness: whenever 5 ⁄∈ 4, whatever strategy the provers employ, they will not convince the verifier that 5 ∈ 4; 

3) Zero-knowledge: no cheating verifier can learn anything other than the veracity of the statement.  

 

According to existing IPS research [05], these properties can protect our construction from various attacks, such as data 

leakage attack (privacy leakage), tag forgery attack (ownership cheating), etc. In details, the security of our scheme can be 

analyzed as follows: 
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5.1 Collision resistant for index-hash hierarchy 

 

In our CPDP scheme, the collision resistant of indexhash hierarchy is the basis and prerequisite for the security of whole 

scheme, which is described as being secure in the random oracle model. Although the hash function is collision resistant, a 

successful hash collision can still be used to produce a forged tag when the same hash value is reused multiple times, e.g., a 

legitimate client modifies the data or repeats to insert and delete data blocks of out sourced data. To avoid the hash collision, 

the hash value  (3) �,�, which is used to generate the tag �� in CPDP scheme, is computed from the set of values {��}, ��, 

!�, {"�}. As long as there exists one bit difference in these data, we can avoid the hash collision. 

 

5.2 Completeness property of verification 

 

In our scheme, the completeness property implies public verifiability property, which allows anyone, not just the client (data 

owner), to challenge the cloud server for data integrity and data ownership without the need for any secret information. 

First, for every available data-tag pair (�, �) ∈ ��	���(��, �) and a random challenge & = (� , )�)�∈0, the verification 

protocol should be completed with success probability. Moreover, for different owners, the secrets 6 and 7 hidden in their 

public key �� are also different, determining that a success verification can only be implemented by the real owner’s public 

key. In addition, the parameter � is used to store the file-related information, so an owner can employ a unique public key to 

deal with a large number of outsourced files. 

 
5.3 Zero-knowledge property of verification 

 

The CPDP construction is in essence a Multi-Prover Zero-knowledge Proof (MP-ZKP) system [06], which can be 

considered as an extension of the notion of an interactive proof system (IPS). Roughly speaking, in the scenario of MP-

ZKP, a polynomial-time bounded verifier interacts with several provers whose computational powers are unlimited. 

According to a Simulator model, in which every cheating verifier has a simulator that can produce a transcript that “looks 

like” an interaction between a honest prover and a cheating verifier, we can prove our CPDP construction has Zero-

knowledge property : 

Theorem 2 (Zero-Knowledge Property): The verification protocol 
���(�, � ) in CPDP scheme is a computational zero-

knowledge system under a simulator model, that is, for every probabilistic polynomial-time interactive machine � ∗, there 

exists a probabilistic polynomial-time algorithm *∗ such that the ensembles � � �8(⟨ Σ 
�∈� 
�(�(�), �(�)) ↔ : ↔ � 

∗⟩(��, �)) and *∗(��, �) are computationally indistinguishable. 

 

Zero-knowledge is a property that achieves the CSPs’ robustness against attempts to gain knowledge by interacting with 

them. For our construction, we make use of the zero-knowledge property to preserve the privacy of data blocks and 

signature tags. Firstly, randomness is adopted into the CSPs’ responses in order to resist the data leakage attacks (see 

Attacks 1 and 3 in Appendix A). That is, the random integer </,� is introduced into the response 3/,�, i.e., 3/,� = </,� + Σ 

(�,)�)∈&� )� ⋅,�,/ . This means that the cheating verifier cannot obtain ,�,/ from 3/,� because he does not know the 

random integer </,�. At the same time, a random integer ' is also introduced to randomize the verification tag �, i.e., �′ ← ( 

Π 
�∈� �′ � ⋅ $−� � )'. Thus, the tag � cannot reveal to the cheating verifier in terms of randomness. 

 

 

VI. PERFORMANCE EVALUATION 

 
In this section, to detect abnormality in a low overhead and timely manner, we analyse and optimize the performance of 

CPDP scheme based on the above scheme from two aspects: evaluation of probabilistic queries and optimization of length 

of blocks. To validate the effects of scheme, we introduce a prototype of CPDP-based audit system and present the 

experimental results. 

 
6.1 Performance Analysis for CPDP Scheme 

We present the computation cost of our CPDP scheme in Table 3. We use [=] to denote the computation cost of an exponent 

operation in +, namely, 	5, where 5 is a positive integer in ℤ� and 	 ∈ + or +�. We neglect the computation cost of 

algebraic operations.  

 

Another advantage of probabilistic verification based on randomsampling is that it is easy to identify the tampering or 

forging data blocks or tags. The identification function is obvious: when the verification 

fails, we can choose the partial set of challenge indexes as a new challenge set, and continue to execute the verification 

protocol. The above search process can be repeatedly executed until the bad block is found. The complexity of such a search 

process is :(log �). 
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6.2 Parameter Optimization 

In the fragment structure, the number of sectors per block � is an important parameter to affect the performance of storage 

services and audit services. Hence, we propose an optimization algorithm for the value of s in this section. Our results show 

that the optimal value can not only minimize the computation and communication overheads, but also reduce the size of 

extra storage, which is required to store the verification tags in CSPs. 

 

Assume > denotes the probability of sector corruption. In the fragment structure, the choosing of � is extremely important 

for improving the performance of the CPDP scheme. 

 

Based on our CPDP scheme, we introduce an audit system architecture for outsourced data in multiple clouds by replacing 

the TTP with a third party auditor (TPA) in Figure 1. In this architecture, this architecture can be constructed into a 

visualization infrastructure of cloud-based storage service [1]. In Figure 5, we show an example of applying our CPDP 

scheme in Hadoop distributed file system (HDFS) 4, which a distributed, scalable, and portable file system. HDFS’ 

architecture is composed of NameNode and DataNode, where NameNode maps a file name to a set of indexes of blocks and 

DataNode indeed stores data blocks. To  Support our CPDP scheme, the index-hash hierarchy and the metadata of 

NameNode should be integrated together to provide an enquiry service for the hash value  (3) �,� or index-hash record "�. 

Based on the hash value, the clients can implement the verification protocol via CPDP services. Hence, it is easy to replace 

the checksum methods with the CPDP scheme for anomaly detection in current HDFS. 

 

Firstly, we quantify the performance of our audit scheme under different parameters, such as file size �?, sampling ratio 8, 

sector number per block �, and so on. Our analysis shows that the value of � should grow with the increase of �? in order to 

reduce computation and communication costs. Thus, our experiments were carried out as follows: the stored files were 

chosen from 10KB to 10MB; the sector numbers were changed from 20 to 250 in terms of file sizes; and the sampling ratios 

were changed from 10% to 50%. The experimental results are shown in the left side of Figure 6. These results dictate that 

the computation and communication costs (including I/O costs) grow with the increase of file size and sampling ratio. 

 

Based on homomorphic verifiable response and hash index hierarchy, we have proposed a cooperative PDP scheme to 

support dynamic scalability on multiple storage servers. We also showed that our scheme provided all security properties 

required by zero knowledge interactive proof system, so that it can resist various attacks even if it is deployed as a public 

audit service in clouds. Furthermore, we optimized the probabilistic query and periodic verification to improve the audit 

performance. Our experiments clearly demonstrated that our approaches only introduce a small amount of computation and 

communication overheads. Therefore, our solution can be treated as a new candidate for data integrity verification in out 

sourcing data storage systems. 

 

As part of future work, we would extend our work to explore more effective CPDP constructions.  First, from our 

experiments we found that the performance of CPDP scheme, especially for large files, is affected by the bilinear mapping 

operations due to its high complexity. To solve this problem, RSAbased constructions may be a better choice, but this is still 

a challenging task because the existing RSAbased schemes have too many restrictions on the performance and security [2]. 

Next, from a practical point of view, we still need to address some issues about integrating our CPDP scheme moothly with 

existing systems, for example, how to match index hash hierarchy with HDFS’s two-layer name space, how to match index 

structure with cluster-network model, and how to dynamically update the CPDP parameters according to HDFS’ specific 

requirements. Finally, it is still a challenging problem for the generation of tags with the length irrelevant to the size of data 

blocks. We would explore such a issue to provide the support of variable-length block verification. 
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