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Abstract 

This paper discusses private cloud security from the architectural perspective and seeks to define the problem domain, 

key scenarios, and create a structured approach that can be used to create a private cloud security design. The overall 

focus is on private cloud security and the special considerations that these environments bring. The difference between 

private cloud security and traditional data center security is taken into account rather than the entire security domain. 

The differences may reflect entirely new issues introduced by private cloud, or areas that require refocus due to private 

cloud security exigencies. 

Due primarily to security concerns associated with public cloud, many firms elect to favor private cloud deployments 

over public counterparts.  And, while security pros are on their guard when it comes to public cloud, private cloud 

computing security doesn’t always garner as much attention.  Private cloud grants more control to in-house staff, but 

increased control isn’t a license to ignore security.  On the contrary, there are some very real security risks associated 

with all cloud models, private included.  However, because security pros are less sensitive to risks in the private model, 

it can lead to a situation where risks go overlooked. And while every deployment is different, there are a few notable 

cloud computing security issues to consider within a private cloud deployment.  

Keywords: Cloud Computing, Cloud Security, Private Cloud, Security Challenges 

1. Introduction 

Private Cloud has its infrastructure offsite; however it is delivered over a private network – which offers all 

the benefits of customization to meet organizations’ specific requirements and the option to integrate with 

existing systems. As we move to a Cloud-enabled future, however, security remains a particular issue for 

Cloud adopters, regardless of their infrastructure of choice. 

 

One of the biggest issues facing Cloud users is data residency. Nowhere is this more highlighted than in the 

different Cloud models. In private cloud we can guarantee the location where the data is located and stored.  

With the responsibility on companies to protect their information in the Cloud, this puts the arguments of 

private vs. public vs. hybrid sharply into context. It no longer pays to think of security in terms of physical 

infrastructure alone. Instead, in a world without boundaries, where information can reside anywhere, we 

have to think about corporate security in different ways.  
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We must focus on the information we are storing and manipulating, rather than the physical devices on 

which it resides. Separating the information we are protecting from the physical infrastructure we are 

storing it on is crucial when we no longer control that infrastructure. 

One of the most effective ways to protect information is through encryption, which scrambles information 

so that it is unintelligible to anyone unauthorised to see it. It works using secret digital codes – called keys 

– that are used to encrypt the software. Without these keys, the software cannot be decrypted. Encrypting 

Cloud bound data protects it against prying eyes, no matter where it is stored. In addition to military grade 

and unbreakable encryption, the technology also needs to preserve the native functions of Cloud 

applications, to enable businesses to achieve the benefits of Cloud computing. 

There’s not such thing as ‘one size fits all’ in Cloud computing. Each organisation will have its own unique 

needs and requirements, but one thing remains, whatever the Cloud model, the less time they spend 

worrying about security, the more they can dedicate to focusing on their business goals. 

2. Introduction to Private Cloud Security 

Security is a universal factor that applies to every element of cloud operations. Designers, implementers, 

and operators must consider security factors in every interaction for each physical or logical component of 

the cloud environment. Private cloud computing provides the ability to allocate costs in a fair and metered 

manner to the service user in proportion to the user’s demand for those services. 

Security in cloud implementations (whether private, public or hybrid) must be considered as a wrapper 

around every element of the cloud environment. This security model shows how to approach any part of the 

cloud environment, the consumer or provider must pass through the security wrapper. Additionally, all 

communication between layers in the cloud model must also pass through security controls. Security also 

applies to intra-layer communications. 

The opportunity with the move to private or hybrid cloud architectures is that it gives the chance to re-

examine the provisioning of security within the datacenter. We can take a holistic view of the central 

importance of security and ensure to achieve this goal within the private cloud design. 

3. Private Cloud Security Challenges  

This section describes how the cloud security capabilities are related to the following attributes of private 

clouds . 

• Resource Pooling 

• Broad Network Access 

• On Demand Self Service 

• Rapid Elasticity 

• Measured Services 

3.1 Resource Pooling 

The significant aspects of resource pooling in a private cloud which affects the security designs are: 

• Reuse of resources by various user applications  

• Co-location of services belonging to different users available on the same physical server  

• The automated processes which handles allocation and de-allocation of resources  

Identity and access management systems will help us to manage the authentication and authorization that 

will control access to virtual resources by their owners.  Although we can use authentication, authorization, 

and role-based controls to manage access to resources, in a private cloud we must also assume that 
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credentials can be stolen or abused and that someone can gain access to resources that they should not be 

able to reach. 

Data protection services will help to preserve the confidentiality of data stored in virtual environments. 

Monitoring combined with automated responses will enables to handle possible attacks in this complex 

environment, and logging will enable to investigate and analyze problems and provide evidence to auditors. 

3.2 Broad Network Access 

There is in an increasing demand from business users to enable support for a wider range of client devices 

such as mobile phones, tablets etc. These devices, along with more traditional clients, may be used both 

internally and externally to access the systems. These requirements, combined with the fact that private 

clouds may also enable on-demand self-service access to resources and have an infrastructure that is built 

to support virtualization and resource pooling, give rise to the following concerns that we have to address 

in our private cloud design: 

• There is a much broader attack surface available to potential attackers, both outside and inside.  

• Users may manage some aspects of the security of their virtual environments, including 

authentication and authorization.  

• There is no longer a clearly identifiable perimeter around the resources: an attack on a hosted 

service could potentially come from an external source, another hosted service, or from the 

infrastructure.  

To mitigate these threats, we need to ensure that access to cloud resources and applications, services must 

be authenticated and authorized, and that all access is monitored, logged, and auditable. This must happen 

consistently regardless of the client device type. We may require different strengths of authentication 

(password, certificate, multifactor) based in the location of the client (private cloud, intranet, extranet, 

internet) and the sensitivity of the application's data (personally identifiable information, company 

confidential information, publicly available information). 

3.3 On Demand Self Service 

The following sections will describe how the cloud design should apply these security capabilities in the 

private cloud architecture. 

The on-demand, self-service characteristic of a public cloud implies that anyone with a credit card can 

purchase the resources they need as and when they require them. For the private cloud, we must determine 

who within the enterprise should have the authority to request resources from our private cloud . 

The key issues associated with the on-demand self-service attribute of the private cloud are therefore: 

• Authentication, authorization, and role-based access controls that control who, within the 

organization, may provision and manage cloud-based resources.  

• Monitoring and auditing the use of a provisioning portal to ensure that controls are applied 

effectively.  

A key benefit of the cloud is that IT resources are treated as a utility that can be metered and billed for, so 

the decision about who can make and approve those requests will be similar to the decision about who can 

make and approve other purchasing decisions. You should consider integrating the cloud provisioning 

portal with any existing purchasing system that includes an approval process and auditable workflow. 

Another benefit of the cloud is the elasticity of the supply of resources. Any authorization to use cloud 

resources should define the value of the resources that may be consumed, record total usage and report on 
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the total cost of consuming the services for a given time period. The self-service service provisioning 

system should use policies to specify quotas for these limits. 

3.4 Rapid Elasticity 

Cloud architectures offer elasticity of resources to clients and hosted applications and services. From the 

user’s perspective, the cloud offers an unlimited pool of resources. If the consumer of the cloud service 

anticipates a burst in demand for their service, the client can request more resources from the cloud to 

ensure that the service is capable of meeting that demand.   

A more sophisticated hosted application or service can monitor demand and automatically request 

additional resources from the cloud using an API. Clients and client applications can also release resources 

back into the pool when they are no longer required. 

The key issues associated with the rapid elasticity attribute of the private cloud are therefore: 

• Authentication, authorization, and role-based access controls that control who or what, within the 

organization, may request additional resources from the pool or return resources that are no longer 

required to the pool. 

• Monitoring and auditing requests to allocate and de-allocate resources to ensure that quotas are 

respected and that the availability of individual services, hardware devices, and the private cloud is 

maintained. 

• Ensuring data destruction with pooled resources so that session information from one user is not 

available to another user. 

3.5 Measured Services 
As discussed earlier, the On-demand Self-service associated with controlling and monitoring access to 

cloud services. This section highlights the importance of protecting the measurement and billing services in 

the private cloud, and the importance of providing detailed billing information to enable users to 

understand what they are paying for and to be able to identify any resources that they are paying for that 

they did not explicitly approve. This section also describes how these capabilities relate to the measured 

service attribute of private clouds.  

In a private cloud environment, it is important for the Cloud Service Provider to track all the chargeable use 

of the cloud services by the users so that it can bill them accordingly. A concern of the private cloud service 

provider here is to ensure that the users cannot bypass the monitoring systems in any way to reduce the 

amount they have to pay. Although it is unlikely that a business unit within an enterprise would try to steal 

cloud services from the enterprise private cloud in this way, there is the risk that someone could try to use 

the private cloud resources for their own purposes.  

The measured service attribute of private clouds also affects the overall availability of resources in the 

private cloud. By measuring and charging for the use of resources in the private cloud, the cloud service 

provider encourages users to return resources to the pool when they have finished with them. Without this 

cost incentive, users may hang on to resources indefinitely even though they are not using them, reducing 

the overall availability of the private cloud's resource pool which results in waiting for other users. 

4. Conclusions 

In this paper we have discussed about various challenges involved in maintaining security while designing 

a private cloud. We considered the important attributes like Resource Pooling, Broad Network Access, On 

Demand Self Service, Rapid Elasticity and Measured Services. For each attribute we identified a number of 

security capabilities that the security wrapper should include in the private cloud such as: Identity and 

access management, Data protection, Monitoring, Management, Authentication, Authorization, Role-based 

access control and Auditing. But maintaining security is not only limited to the above said attributes alone 

but it can be deeply identified in various services like infrastructure, platform, software and network also. 
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