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Abstract  

We consider the extracting hidden data from digital media in a multi carrier spread spectrum. I develop an 

algorithm for extracting blindly hidden data from digital media using MULTI CARRIER ITERATIVE 

GENERALIZED LEAST SQUARE Algorithm. This algorithm achieves recovery probability of errors those are 

obtained while transferring the image from host to host in a secured manner. In this paper first I embed the data 

into image by using LEAST SIGNIFICANT BIT INSERTION and extract the data by using MULTI CARRIER 

ITERATIVE GENERALIZED LEAST SQUARE  Algorithm . 

Index Terms:- Authentication, data hiding, Spread Spectrum data Embedding, least significant bit insertion, multi 

carrier iterative generalized least square 

 

1. Introduction:-

Data Embedding in a digital media is one of the most good security application and rapidly growing 

technology in the internet communication. In this paper first I propose to encrypt the key data or plain text and then 

the encrypted data to be embedded into the image .Now the image is ready to send from sender to receiver. Now in 

the Receiver side first extract the encrypted text from the image and then decrypt the cipher text and converted into 

plain text. 

Applications are varying based on security that we provided like copyright-marking and Water Marking 

techniques. Copyright-marking technique provides ownership of the application where as Water Marking technique 

provides to detect the future tampering of information. In this I used steganography for covering the data in to digital 

medium. Here the medium is like image, audio, video etc., and that key data is to be embedded  into medium. 

Recently many number of internet applications are using these data embedding technologies for providing 

security. In this paper my concentration is on blind recovery of hidden secret data in digital medium through multi 

carrier spread spectrum. 

 

The goal of this technique is to avoid suspicion of a hidden message and transferring the image to receiver 

securely.  
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2. Objective 

  
This Paper having the following Objectives 

�To produce security using Steganography technique 

�Encrypt the plain text. 

�Hiding data using Steganography 

�Transferring the image  

�Extract the embedded data. 

�Decrypt the Cipher Text 

 

3. Scope 

 
This Technique can be used in the following areas  

�In  military applications this technique can be for secret transformation data. 

�In banking applications also it will be used for securely exchange of secret information. 

 

 

4. Hiding Data Using Steganography 

 

Due to advancements in Security techniques, most of information was kept electronically and mostly the 

security of information has become a fundamental issue. Both the cryptography and steganography can be employed 

to secure information. Steganography is a technique of hiding information in digital media. In contrast to 

cryptography, the message or encrypted message is embedded in a digital host before passing it through the network, 

thus the existence of the message is unknown. Besides hiding data for confidentiality, this approach of information 

hiding can be extended to copyright protection for digital media: audio, video, and images. 

 The new advancements of modern communications needs special security on computer networks. At 

Present by using internet the data is to be exchanged between two parties. So there is a need to provide network 

security for data being exchanged between two communicating parties. Therefore, the confidentiality and data 

integrity are requires to protect against unauthorized access and use. This has resulted in an explosive growth of the 

field of information hiding. 

 

Data hiding is the emerging research area, which contains the  applications such as copyright protection, 

watermarking, fingerprinting, and steganography .The way of hiding information by using these techniques as 

follows  

 

(i) In watermarking applications, the message contains information such as owner identification and a digital time 

stamp, which usually applied for copyright protection.  

 

(ii) Fingerprint, the owner of the data set embeds a serial number that uniquely identifies the user of the data set. 

This adds to copyright information to makes it possible to trace any unauthorized used of the data set back 

to the user.  

 

(iii) Steganography hide the secret message within the host data set and presence imperceptible.  

 
The model of steganography is shown in the following figure 1.1. Message is the key data that the sender 

wants to remain it confidential. It can be either plain text, ciphertext, other image, or anything that can be embedded 

in a bit stream such as a copyright mark, a covert communication, or a serial number. Password or key is called as 
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stego-key, which ensures that recipient only who knows the corresponding decoding key will be able to extract the 

message from a cover-object. The cover-image with the secretly embedded message is then called the stego-object. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1.1 Basic Steganography Model 

 

Recovering message from a stego-Image requires the cover-image itself and a corresponding decoding key 

if a stego-key was used during the encoding process. The original image may or may not be required in most 

applications to extract the message 

 

There are several suitable carriers below to be the cover-object [19]:  

 

(i) Network Protocols such as TCP, IP and UDP  

(ii) Audio that using digital audio formats such as wav, midi, avi, mpeg, mpi and voc  

 

(iii) File and Disk that can hides and append files by using the slack space  

 

(iv) Text such as null characters, just alike morse code including html and java  

 

(v) Images file such as bmp, gif and jpg, where they can be both color and gray-scale.  

 

4.1 Steganographic Techniques  

 

Over the past few years, numerous steganography techniques that embed hidden messages in multimedia objects 

have been proposed [9]. There have been many techniques for hiding information or messages in images in such a 

manner that the alterations made to the image are perceptually indiscernible. Common approaches are include [10]:  

 

(i) Least significant bit insertion (LSB)  

 

(ii) Masking and filtering  

 

(iii) Transform techniques. 

Least significant bits (LSB) insertion is a simple approach to embedding information in image file. The 

simplest steganographic techniques embed the bits of the message directly into least significant bit plane of the 

cover-image in a deterministic sequence. Modulating the least significant bit does not result in human-perceptible 

difference because the amplitude of the change is small.  

 

Cover image, C 

Message, M 

Stego-Key,K 
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Masking and filtering techniques, usually restricted to 24 bits and gray scale images, hide information by 

marking an image, in a manner similar to paper watermarks. The techniques performs analysis of the image, thus 

embed the information in significant areas so that the hidden message is more integral to the cover image than just 

hiding it in the noise level.  

Transform techniques embed the message by modulating coefficients in a transform domain, such as the 

Discrete Cosine Tsransform (DCT) used in JPEG compression, Discrete Fourier Transform, or Wavelet Transform. 

These methods hide messages in significant areas of the cover-image, which make them more robust to attack. 

Transformations can be applied over the entire image, to block through out the image, or other variants. 

The advantages of LSB are its simplicity to embed the bits of the message directly into the LSB plane of 

cover-image and many techniques use these methods. Modulating the LSB does not result in a human-perceptible 

difference because the amplitude of the change is small. Therefore, to the human eye, the resulting stego-image will 

look identical to the cover-image. This allows high perceptual transparency of LSB. 

 

 
4.1.1. Secure Information Hiding System (SIHS)  

 

LSB is the most simple and a straight forward approach to embed or hide a message into a cover-image 

[11]. The message is embedded with sequence-mapping technique in the pixels of a cover-image. Although LSB 

hides the message in such way that the humans do not perceive it, it is still possible for the opponent to retrieve the 

message due to the simplicity of the technique. Therefore, malicious people can easily try to extract the message 

from the beginning of the image if they are suspicious that there exists secret information that was embedded in the 

image. 

Therefore, a system named Secure Information Hiding System (SIHS) is proposed to improve the LSB scheme. 

SIHS overcome the sequence-mapping problem by embedding the message into a set of random pixels, which are 
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scattered on the cover-image. The bits of the secret message is embedded in pixels of the cover-image that are 

generated by discrete logarithm calculation. 

 

1. Discrete Logarithm  

 

Discrete logarithm calculation can be used to solve sequence-mapping problem. The main idea here is to 

generate random numbers without any repetition. With this set of random numbers, a random-mapping can be done.  

Briefly, we defined discrete logarithm in the following way to produce random numbers. First, we defined a 

primitive root of a prime number p as one whose powers generate all the integers from 1 to (p – 1). That is, if a is a 

primitive root of the prime number p, then the numbers  

a mod p, a 
2 

mod p, …, a 
p-1 

mod p 

are distinct and consist of the integers from 1 through (p – 1) in some permutation. Therefore, if a is the primitive 

root of p, then its powers  

a, a 
2

, …, a 
p-1 

 

are all relatively prime to p with distinct numbers. For any integer y and a primitive root a of prime number p, one 

can find a unique exponent i such that  

y = a 
i 

mod p 

where 0 ≤ i ≤ (p - 1).  

The exponent i is referred to as the discrete logarithm, or index, of y for the base a, mod p. 

The discrete logarithm ensures that the pixels chosen are distinct. The message bits are then mapped onto the cover-

image by the stegosystem encoder in the following manner:  

M
i 
�I y

i
 

where M
i 
is the ith bit of the message,  

I y
i 
is the ith random number generated.  

Recovering message from a stego-image requires the corresponding decoding key, k, which was used 

during the encoding process. Therefore, both the sender and receiver must share the stego-key during the 

communication. The key is then used for selecting the positions of the pixel where the secret bits had been 

embedded. 

 

2. Workflow of SIHS  

 

The flowchart in Figure 2 illustrates the implementation of the system. The stego process starts with the 

selection of a cover-image to hide a message. The user will then select a key k, which will depends on the size of the 

message, m and the image, I. The value of k lies in the range,  m < k < I.  

On this stegosystem, a prime number, p is obtained by searching for the first prime number that exceeds the 

key, k. Then a primitive root, a, is derived by using equation. The primitive root, a, is then used to generate a set of 

random numbers, y
i
. This set of random numbers will determine the position of the pixel to embed the bits from the 

message. 

 

The discrete logarithm ensures that the pixels chosen are distinct. The message bits are then mapped onto 

the cover-image by the stegosystem encoder in the following manner 

   M
i 
�I y

i
 

where M
i 
is the ith bit of the message,  I y

i 
is the ith random number generated.  

Recovering message from a stego-image requires the corresponding decoding key, k, which was used 

during the encoding process. Therefore, both the sender and receiver must share the stego-key during the 

communication. The key is then used for selecting the positions of the pixel where the secret bits had been 

embedded. 
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Figure 3.2 Flow Chart for SIHS 

 

3. Hidden Data Extraction:- 

 

If Z were to be modeled as Gaussian distributed, the joint maximum-likelihood (ML) estimator of V and 

decoder of B would be 

                                                 
�(1) 

 

where multiplication by can be interpreted as prewhitening of the compound observation data. If Gaussianity 

of Z is not to be invoked, then (1) can be simply referred to as the joint generalized least-squares (GLS) solution2 of 

V and B. The global GLS-optimal message matrix B in (1) can be computed independently of V by exhaustive 

search over all possible choices under the criterion function ||R
-1/2

zYPB||
2

F. 
 

                                                              �(2) 

where PB = I − B
T 

(BB
T
 )

−1
B. The derivation of (2) is provided in the Appendix. Exhaustive search has, of course, 

complexity exponential in KM (total size of hidden messages in bits). We consider this cost unacceptable and 

attempt to reach a quality approximation of the solution of (1) (or (2), tothat respect) by alternating generalized 

least-squares estimates of V and B, iteratively, as described below. Pretend B is known. The generalized least-

squares estimate of V is  
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  �(3) 

 

 

 

Pretend, in turn, that V is known. Then, the least-squares estimate of B over the real field is 

 
Observing that, 

 
we rewrite, 

 
and suggest the approximate binary message solution, 

 

                                                  �(4) 

 

The multi-carrier iterative generalized least-squares (MIGLS) procedure suggested by the two equations (3) and (4) 

is now straightforward.  

 

TABLE I: Multi-Carrier Iterative Generalized Least-Squares Data Extraction 

 
 

 

extend that the application of the work presented in this paper is to simply extract blindly the embedded bits with the 

least possible errors, the carrier indexing problem is not dealt with any further. Returning to the proposed data 

extraction algorithm, we understand that with arbitrary initialization convergence of the M-IGLS procedure 

described in Table I to the optimal GLS solution of  is not guaranteed in general. Extensive experimentation with the 

algorithm in Table I indicates that, for sufficiently long messages hidden by each carrier (M = 4Kbits or more, for 



 

 

IJRIT International Journal of Research in Information Technology, Volume 1, Issue 7, July 2014, Pg. 234-242 

 

 

E.Chaitanya, IJRIT  241 

 

example), satisfactory quality message decisions B can be directly obtained. However, when the message size is 

small, M-IGLS may very well converge to inappropriate points/solutions. The quality (generalized-least-squares fit) 

of the end convergence point depends heavily on the initialization point and arbitrary initialization -which at first 

sight is unavoidable for blind data extraction- offers little assurance that the iterative scheme will lead us to 

appropriate,  “reliable” (close to minimal generalized least-squares fit) solutions. To that respect, re-initialization 

and re-execution of the M-IGLS procedure, say P times, is always possible. To assess which of the P returned 

solutions, say (V1,B1), . . . , (VP ,BP ), has superior generalized-least-squares fit, we simply feed (Vi,Bi) to (using 

Ry in place of Rz) and choose  

 
The computational complexity of the P-times re-initialized MIGLS is, of course, O(PD(2K3 +2LMK 

+K2(3L+M)+L2K)) where D represents the number of internal iterations in d in Table I. 

 

While passive detection-only of the presence of embedded data is being intensively investigated in the past 

few years, active hidden data extraction is a relatively new branch of research. In blind extraction of SS embedded 

data, the unknown host acts as a source of interference/disturbance to the data to be recovered and, in a way, the 

problem parallels blind signal separation (BSS) applications as they arise in the fields of array processing, 

biomedical signal processing, and code-division multiple-access (CDMA) communication systems. Under the 

assumption that the embedded secret messages are independent identically distributed random sequences and 

independent to the cover host, independent component analysis (ICA) may be utilized to pursue hidden data 

extraction [24], [39]. However, ICA-based BSS algorithms are not effective in the presence of correlated signal 

interference as is the case in SS multimedia embedding and degrade rapidly as the dimension of the carrier 

(signature) decreases relative to the message size. In an iterative generalized least squares (IGLS) procedure was 

developed to blindly recover unknown messages hidden in image hosts via SS embedding. The algorithm has low 

complexity and strong recovery performance. However, the scheme is designed solely for single-carrier SS 

embedding where messages are hiddenwith one signature only and is not generalizable to the multicarrier case. 

Realistically, an embedder would favor multicarrier SS transform-domain embedding to increase security and/or 

payload rate. 

In this paper, we develop a novel multi-carrier iterative generalized least squares (M-IGLS) algorithm for 

SS hidden data extraction that, to the best of the authors’ knowledge, appears for the first time in the broad 

communication theory and systems literature. For improved recovery performance, in particular for small hidden 

messages that pose the greatest challenge, experimental studies indicate that a few independent M-IGLS re-

initializations and executions on the host can lead to hidden data recovery with probability of error close to what 

may be attained with known embedding carriers and known original host autocorrelation matrix. Applications of the 

developed algorithm are, of course, not limited to attacking Steganographic covert communications by recovering 

the secret embedded messages. Since the carriers are also jointly estimated with the embedded data, the developed 

scheme can also be used for complete message removal or tampering attack as well by reinserting a fabricated 

message in place of the original. From the opposite data embedding point of view, the developed algorithm can be 

treated as a tool to test security robustness of Spread Spectrum information hiding schemes. 

 

5. Conclusion:- 

 
We considered the problem of blindly extracting unknown messages/data  hidden in image hosts via multi-

carrier/signature spread-spectrum embedding. And neither the original host nor the embedding carriers are assumed 

available. We developed a low complexity multi-carrier iterative generalized least-squares (M-IGLS) core 

algorithm. Experimental studies showed that M-IGLS can achieve probability of error rather close to what may be 
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attained with known embedding signatures and known original host autocorrelation matrix and presents itself as an 

effective countermeasure to conventional SS data embedding/ hiding. 
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