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Abstract 

Attacks like Denial of Service, Buffer overflows, Sniffer attacks and Application-Layer attacks have become a 
common issue today. Cloud security is one of utmost significant issues that have attracted a lot of research and 
development effort in past few years. Intrusion detection system (IDS) is a security layer that is used to discover 
ongoing intrusive attacks and anomaly activities in information systems and is usually working in a dynamically 
changing environment. In this study paper discussed two types of intrusion detection systems based on the source of 
detection – host based and network based intrusion system and also presented different methods of Network 
Intrusion techniques as a literature survey.  
 
Index Terms- Anomaly detection; Denial of service; Intrusion Detection; Intrusion Detection Tools; Network 
security; Network Attacks. 
 
1. Introduction 

 
An intrusion is a formal term describing the act of compromising a system. And detecting either failed or successful 
attempts to compromise the system is called an Intrusion Detection. In a nutshell, Intrusion detection systems or IDS 
do exactly as the name suggests: they detect possible intrusions. The goal of IDS tools is to detect computer attacks 
or illegal access, and to alert the concerned people about the detection or security breach. An IDS installed on a 
network can be viewed as a burglar alarm system installed in a house. Through their methods are different, both 
detect when an intruder/attacker/burglar is present, and both subsequently issue some type of warning signal or alert.  

 
An IDS performs following operation in order to identify the intrusion: 

� Manual log examination 
� Automated log examination 
� Host-based intrusion detection software 
� Network-based intrusion detection software 
� Audit of system structure and fault 
� Audit tracing management of operating system and recognition of users’ behavior against security policy of 

an organization 
� Statistics analysis of abnormal activities 
� Monitoring and analyzing user and system activities 
� Recognition activity model for identification of known attacks and generating the alarm as an indication of 

attack 
� Measuring the confidentiality and integrity of the system and data files. 
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1.1 Types of Intrusion Detection Systems 
 
There are two basic types of intrusion detection: Host-based and Network-based. Each has a distinct approach to 
monitoring and securing data, and each has distinct advantages and disadvantages.  
(i) Host-based intrusion detection systems (HIDS) are IDSs that operate on a single workstation. HIDS monitor 

traffic on its host machine by utilizing the resources of its host to detect attacks. [7]  
(ii)  Network-based intrusion detection systems (NIDS) are IDSs that operate as stand-alone devices on a network. 

NIDS monitors traffic on the network to detect attacks such as denial of service attacks; port scans or even 
attempts to crack into computers by monitoring network traffic [7].  

 
1.2 Architecture Model for IDS 
 
A generic architectural model of a typical intrusion detection system is shown in figure 1. Typically, IDS uses 
information available in audit storage, system configuration data and system knowledge of previous attacks. IDS 
may be located in a target system or in a system enteral to it. In later case, IDS will not be compromised even if the 
target system is invaded. IDS may use active information for reduction of detection time. Active information 
includes intermediate system behavior that leads to detecting intrusions. On detecting anomaly, IDS sends alarm to 
Site Security Officer (SSO). By designing baseline of normal behavior, it is possible to detect any deviations. But 
this approach mainly depends on correctness of fixing the baseline of user behavior without proper baseline; IDS 
may generate several false alarms.  

 
 

Figure.1. IDS Architecture 

A user behavior is termed as normal, provided its current behavior is similar to its earlier behavior that is found safe. 
IDS may be manually provided with user's profiles for reference. When an unknown user interacts with the system, 
the process models the user’s legal behavior and also updates the model as and when new features in the users’ 
activities are identified. This model is included in reference data. When a user's behavior differs with its model, the 
system puts the user in suspect list. 
 
This paper is organized as follows in section 1 Different types of Intrusion Detection Systems and architecture of 
IDS model. In section 2 related literature reviews on existing analysis paper. Final conclusion in section 3. 
 
2. Literature Survey 

Guofei Guet et al. [1] discussed a network perimeter monitoring strategy, which mainly focuses on recognizing the 
infection and coordination dialog that occurs during a successful malware infection. The application BotHunter is 
designed to track the two-way communication flows between internal assets and external entities, developing an 
evidence trail of data exchanges that match a state-based infection sequence model. In this method a new strategy 
called an “evidence-trail” which identifies successful bot infections through the communication sequences that occur 
during the infection process and this strategy also called as the infection dialog correlation strategy. In this process 
bot infections are modeled as a set of loosely ordered communication flows that are exchanged between an internal 
host and one or more external entities. Hence this system is a three-sensor dialog correlation engine that performs 
alert consolidation and evidence trail gathering for investigation of putative infections.   



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 7, July 2014, Pg: 113-116 

Navya peddapelli, IJRIT  115 

 

 
Guofei Gu et al. [2] described a network-based anomaly detection to identify botnet command and control (C&C) 
channels in a local area network without any past knowledge of signatures or C&C server addresses. In this method 
particularly focused on the two commonly used botnet C&C mechanisms, namely, Internet Relay Chat (IRC) and 
HTTP based C&C channels. Botnet C&C traffic is problematic to detect because of the following reasons: 
(1) It follows normal protocol usage and is similar to normal traffic. 
(2) The traffic volume is low. 
(3) A very few bots in the scrutinized network. And  
(4) It contains encrypted communication. 
Bot Sniffer employs several correlation and similarity analysis algorithms to scrutinize network traffic, which 
identifies the crowd of hosts that exhibit very strong synchronization in their responses as bots of the same botnet. 
Hence it has very promising detection accuracy with very low false positive rate. 
 
Paul Ammann et al. [3] outlined the idea of attack graphs themselves, and argue that they represent more 
information explicitly than is necessary for the analyst. This strategy relies on an explicit assumption of 
monotonicity, which, states that the precondition of a given exploit is never invalidated by the successful application 
of another exploit. It is also called as “the attacker never needs to backtrack”. In general, an attacker might exploit a 
defect in a particular version of ftp to overwrite the .rhosts file on a victim machine. Second, the attacker could 
remotely log in to the victim. At last, the attacker could use the victim machine as a base to launch another exploit 
on an original dupe, and so on. 
 
Xinming Ou et al. [4] proposed two features first; the model used in the analysis must be able to automatically 
integrate formal vulnerability specifications from the bug-reporting community. And second, the analysis must be 
able to scale to networks with number of machines. In this strategy presented MulVAL (Multihost, multistage 
Vulnerability Analysis), a structure for modeling the interaction of software bugs with system and network 
configurations. The inputs to MulVAL analysis are, Advisories, Host configuration, Network configuration, 
Principals, Interaction and Policy. Hence MulVAL runs efficiently for networks with thousands of hosts, and it has 
discovered interesting security problems in a real network. 
 
Zhenhai Duan et al [5] present a detection of the compromised machines in a network that are involved in the 
spamming activities, commonly known as spam zombies. In this method an effective spam zombie detection system 
named SPOT by monitoring outgoing messages of a network. The SPOT is designed based on a powerful statistical 
tool called Sequential Probability Ratio Test, which has bounded false positive and false negative error rates. In 
particular among the 440 internal IP addresses observed in the email trace, SPOT identifies 132 of them as being 
associated with compromised machines. Out of the 132 IP addresses identified by SPOT, 126 can be either 
independently confirmed (110) or are highly likely (16) to be compromised. Furthermore, only 7 internal IP 
addresses associated with compromised machines in the trace are missed by SPOT. Now adding, SPOT only needs a 
small number of observations to detect a compromised machine. The bulk of spam zombies are detected with as 
little as 3 spam messages. 
 
Sebastian Roschke et al. [6] in this proposal designed a correlation algorithm based on Attack Graph (AGs) that is 
capable of detecting multiple attack scenarios for forensic analysis. By using AG based algorithm on hardware with 
2 TB of main memory on a single machine, can make all the correlations between alerts explicit. Hence, the 
algorithm is capable of recognizing many attack scenarios of the same frame using an attack graph. Correlation 
algorithm consists of a mapping of alerts to nodes in the attack graph, an alert aggregation, a building of an alert 
dependency graph, and a function for finding suspicious alert subsets. 
 
3. Conclusion 

 
In this survey paper discussed the architecture of the IDS, different types of IDS and process of IDS. In which they 
are employed in the network and how those types can be used to enhance the security of an organization. Hence 
there is need of some constructive, robust secured method of detection systems which we would be trying in future 
course of our dissertation work. 
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