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Abstract— This paper describes a method of implementing two factor authentication using mobile phones. The proposed method guarantees 
that authenticating to services, such as online banking or ATM machines, is done in a very secure manner. The proposed system involves using a 
mobile phone as a software token for One Time Password generation. The generated One Time Password is valid for only a short user defined 
period and is generated by factors that are unique to both, the user and the mobile device itself. Additionally, an SMS-based mechanism is 
implemented as both a backup mechanism for retrieving the password and as a possible mean of synchronization. The proposed method has been 
implemented and tested. Initial results show the success of the proposed method 
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I. INTRODUCTION  
 
In recent years, most banks offer online-banking to their customers. As banking activities are by nature more sensitive than most 
other Internet activities, higher security standards are required. To increase security, most banks employ two-factor authentication, 
which involves two basic factors:  
o Something the user knows (e.g., password, PIN, pass phrase);  
o Something the user has (e.g., smart card, other hardware token).  

 
The knowledge of username-passwords or pass phrases is the most commonly used authentication method on the internet. Most 

banks conduct two-factor authentication one of which being based on the knowledge of a piece of data (something the user 

knows). The actual implementations may vary, still username-password combination, pass phrases or PIN numbers are the most 

commonly applied. In order to increase security, most banks employ a second authentication factor – a token that the user 

possesses. The implementations of the authentication factor can be resolved by one-time password approach. A one-time 

password (OTP) is a password that is valid for only one login session or transaction. OTPs avoid a number of shortcomings that 

are associated with traditional (static) passwords. The most important shortcoming that is addressed by OTPs is that, in contrast to 

static passwords, they are not vulnerable to replay attacks. This means that a potential intruder who manages to record an OTP 
that was already used to log into a service or to conduct a transaction will not be able to abuse it, since it will be no longer valid. 

On the downside, OTPs are difficult for human beings to memorize. Two-factor authentication is an authentication method that 
requires two independent pieces of information to establish identity and privileges. Two-factor authentication is stronger and more 

rigorous than traditional password authentication that only requires one factor (the user’s password). Two-factor authentication 

offers the following benefits:  
o Greatly enhances security by requiring two independent pieces of information for authentication. 
o Reduces the risk posed by weak user passwords that are easily cracked.  
o Minimizes the time administrators spend training and supporting users by providing a strong authentication process that is 
simple, intuitive, and automated. 
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In this paper, we propose and develop a complete two factor authentication system using mobile phones instead of tokens or 
cards. The system consists of a server connected to a GSM modem and a mobile phone client running a J2ME application. Two 
modes of operation are available for the users based on their preference and constraints. The first is a stand-alone approach that is 

easy to use, secure, and cheap. The second approach is an SMS-based approach that is also easy to use and secure, but more 
expensive. The system has been implemented and tested. 
 
 
 

II. BACKGROUND OF TWO FACTOR USING MOBILE  
 
By definition, authentication is the use of one or more mechanisms to prove that you are who you claim to be. Once the identity of 
the human or machine is validated, access is granted.  

Three universally recognized authentication factors exist today: what you know (e.g. passwords), what you have (e.g. ATM 
card or tokens), and what you are (e.g. biometrics). Recent work has been done in trying alternative factors such as a fourth factor, 
e.g. somebody you know, which is based on the notion of vouching [1].  

Two factor authentications [2] is a mechanism which implements two of the above mentioned factors and is therefore 
considered stronger and more secure than the traditionally implemented one factor authentication system. Withdrawing money 
from an ATM machine utilizes two factor authentications; the user must possess the ATM card, i.e. what you have, and must 
know a unique personal identification number (PIN), i.e. what you know.  

Passwords are known to be one of the easiest targets of hackers. Therefore, most organizations are looking for more secure 
methods to protect their customers and employees. Biometrics are known to be very secure and are used in special organizations, 
but they are not used much in secure online transactions or ATM machines given the expensive hardware that is needed to identify 
the subject and the maintenance costs, etc. Instead, banks and companies are using tokens as a mean of two factor authentication.  

A security token is a physical device that an authorized user of computer services is given to aid in authentication. It is also 
referred to as an authentication token or a  
Cryptographic token. Tokens come in two formats: hardware and software. Hardware tokens are small devices which are small 
and can be conveniently carried. Some of these tokens store cryptographic keys or biometric data, while others display a PIN that 
changes with time. At any particular time when a user wishes to log-in, i.e. authenticate, he uses the PIN displayed on the token in 
addition to his normal account password. Software tokens are programs that run on computers and provide a PIN those changes 
with time. Such programs implement a One Time Password (OTP) algorithm. OTP algorithms are critical to the security of 
systems employing them since unauthorized users should not be able to guess the next password in the sequence. The sequence 
should be random to the maximum possible extent, unpredictable, and irreversible. Factors that can be used in OTP generation 
include names, time, seed, etc. Several commercial two factor authentication systems exist today such as BestBuy’s BesToken, 
RSA’s SecurID and Secure Computing’s Safeword [3].  

BesToken applies two-factor authentication through a smart card chip integrated USB token. It has a great deal of 
functionality by being able to both generate and store users’ information such as passwords, certificates and keys. One application 
is to use it to log into laptops. In this case, the user has to enter a password while the USB token is plugged to the laptop at the 
time of the login. A hacker must compromise both the USB and the user account password to log into the laptop.  

SecurID from RSA uses a token (which could be hardware or software) whose internal clock is synchronized with the 
main server. Each token has a unique seed which is used to generate a pseudo-random number. This seed is loaded into the server 

upon purchase of the token and used to identify the user. An OTP is generated using the token every 60 seconds. The same 
process occurs at the server side. A user uses the OTP along with a PIN which only he knows to authenticate and is validated at 

the server side. If the OTP and PIN match, the user is authenticated [4]. In services such as ecommerce, a great deal of time and 

money is put into countering possible threats and it has been pointed out that both the client and the server as well as the channel 

of communication between them is imperative [5].  
In 2005 the National Bank of Abu Dhabi (NBAD) became the first bank in the Middle East to implement two factor 

authentication using tokens. It employed the RSA SecurID solution and issued its 19000 customers small hardware tokens [6-13]. 
The National Bank of Dubai (NBD) made it compulsory for commercial customers to obtain tokens; as for personal customers the 

bank offered them the option to obtain the tokens. In 2005, Bank of America also began providing two factor authentications for 
its 14 million customers by offering hardware tokens [14]. Many international banks also opted to provide their users with tokens 

for additional security, such as Bank of Queensland, the Commonwealth Bank of Australia and the Bank of Ireland [15].  
Using tokens involves several steps including registration of users, token production and distribution, user and token 

authentication, and user and token revocation among others [16].  
While tokens provide a much safer environment for users, it can be very costly for organizations. For example, a bank 

with a million customers will have to purchase, install, and maintain a million tokens. Furthermore, the bank has to provide 
continuous support for training customers on how to use the tokens. The banks have to also be ready to provide replacements if a 
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token breaks or gets stolen. Replacing a token is a lot more expensive than replacing an ATM card or resetting a password.  
From the customer’s prospective, having an account with more than one bank means the need to carry and maintain 

several tokens which constitute a big inconvenience and can lead to tokens being lost, stolen, or broken. In many cases, the 
customers are charged for each token.  

We propose a mobile-based software token that will save the organizations the cost of purchasing and maintaining the 
hardware tokens. Furthermore, will allow customers to install multiple software tokens on their mobile phones. Hence, they will 
only worry about their mobile phones instead of worrying about several hardware tokens. 

 
 

III. WHAT IS TWO FACTOR AUTHENTICATION  
 

Two-factor authentication (2FA) is an information security process in which two means of identification are combined to 
increase the probability that an entity, commonly a computer user, is the valid holder of that identity. 2FA requires the use of 
two reliable authentication factors: 
o Something the user knows, e.g. a password or a PIN.  
o Something the user owns, e.g. a mobile phone, a hardware token or a smart card   
In many 2FA solutions, possession of the second factor, “something that the user owns”, is demonstrated by knowledge of a 
one-time password (OTP). This OTP is either generated by the second factor in the possession of the user, e.g. a mobile phone, 
or by a trusted server that is then delivered to the second factor. This delivery can include SMS text messages. 

 

IV. HOW DOES TWO-FACTOR AUTHENTICATION WORK? 
 

Two-factor authentication requires the use of a third-party authentication service. The authentication service consists of two 
components:  

o An authentication server on which the administrator configures user names, assigns token, and manages authentication-

related tasks.  
o Tokens that the administrator gives to users which display temporary token codes.  

 
Table.1 Supported Two-Factor Authentication Services 

 

Company Authentication Server Token Service 

RSA 
RSA Authentication 
Manager RSA SecureID 

  Tokens 
VASCO VACMAN Middleware Dig pass Tokens 

 
With two-factor authentication, users must enter a valid temporary pass code to gain access. A pass code consists of the 
following:  

o The user’s personal identification number (PIN) o A temporary token code.  
Users receive the temporary token codes from their RSA or VASCO token cards. The token cards display a new temporary 
token code every minute. When the RSA or VASCO server authenticates the user, it verifies that the token code timestamp is 
current. If the PIN is correct and the token code is correct and current, the user is authenticated. Because user authentication 
requires these two factors, the RSA SecurID and VASCO DIGIPASS solution offers stronger security than traditional 
passwords (single-factor authentication). 

 

V. PROBLEM  
 

To use many of the services on the Internet today, such as email, online banking or online shopping, you must first prove you 
are who you say you are. This process of proving your identity is known as authentication. Authentication is done by using 

something you know (such as your password), something you have (such as your Smartphone), or something unique to you 

(such as a retinal scan or fingerprint). Traditionally, one of the most common ways of authenticating has been a username and a 

password. The problem with using just a password for authentication is simple: all an attacker needs to do is guess or 

compromise your password and they gain instant access to your online account and information. If you use the same username 
and password for multiple accounts, the harm can be even far greater. To better protect your online accounts, websites are 
moving to stronger authentication methods that require the use of more than one factor to authenticate. We will explain what 

this is, how it works and why you should use it. 
 

VI. SOLUTION 
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Stronger authentication uses more than one factor; not only do you have to know something like your password, but you have to 
have something (such as your Smartphone) or present something unique to you (such as your fingerprint). Two-factor 

authentication is exactly what it sounds like; you need two factors to prove who you are instead of just one. A common example 

of two-factor authentication is your ATM card. To access your ATM you need to have something (your ATM card) and you need 

to know something (your PIN). If an attacker steals your ATM card, it does them no good unless they also know your PIN (which 

is why you never want to write your PIN on the card). By requiring two factors for authentication you are better protected as 

opposed to just one. 
 

Two-factor authentication works online in a manner similar to your ATM card and PIN combination. You use your 

username and password when you want to access your online accounts. However, after you successfully enter the correct 
password, instead of going directly to your accounts the site requires a second factor of authentication, such as a verification code 

or your fingerprint. If you do not have the second factor then you are not granted access. This second step protects you. If an 
attacker has compromised your password, you and your account are still safe, as the attacker cannot complete the second step 
without having the second factor. 
 

 

VII. SYSTEM DESIGN 

  
A. System Architecture 

 
Large systems are always decomposed into sub-systems that provide some related set of services. The initial design process 

of identifying these sub-systems and establishing a framework for sub-system control and communication is called Architecture 
design and the output of this design process is a description of the software architecture. 

 

The architectural design process is concerned with establishing a basic structural framework for a system. It involves 
identifying the major components of the system and communications between these components. In the following sub-sections we 
delve into the design aspects and the sub systems involved in this software package  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

Figure : System Architecture 

 

B. High Level Design  
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The purpose of the design phase is to plan a solution of the problem specified by the requirement document. This phase is the 
first step in moving from the problem domain to the solution domain. The design of the system is perhaps the most critical factor 
affecting the quality of the software. Here we build the System Block Diagram that will be helpful to understand the behavior of 
the system. Here we divide problem into modules. Data flow Diagrams show flow of data between/among modules.  

This section presents the following 
 

� Design Considerations: - This section describes many issues, which need to be addressed or resolved before attempting 
to device a complete design solution.   

� Assumptions and Dependencies: - Describe any assumptions or dependencies regarding the software and its use.   
� General Constraints  

� Development Methods  

� Architectural Strategies  
 

� System Architecture: - This section describes the DFDs, which are the root part for any design  
 

C. DESIGN CONSIDERATIONS  
 

 

The purpose of the design is to plan the solution of a problem specified by the requirements document. This phase is the 
first step in moving from problem to the solution domain. In other words, starting with what is needed design takes us to work 
how to satisfy the needs. The design of the system is perhaps the most critical factor affecting the quality of the software and has a 
major impact on the later phases, particularly testing and maintenance. 
 

System design aims to identify the modules that should be in the system, the specifications of these modules and to 
interact with each other to produce the desired results. At the end of the system design all the major data structures, file formats, 
output formats as well as major modules in the system and their specifications are decided. 
 
Development Methods 
 

The research work is using the Waterfall lifecycle model for the development of the project. The Waterfall model is an 
activity centered lifecycle model first developed by Royce. The approach of the Waterfall model is in a step-by-step way where all 
the requirements of one activity are completed before the design of the activity is started. The entire project design is broken down 
into several small tasks in order of precedence and these tasks are designed one by one making sure they work perfectly. Once one 
of these small tasks is completed another task, which is dependent on the completed task, can be started. Each step after being 
completed is verified to ensure the task is working, error-free and meeting all the requirements. 

The research work chose this lifecycle model for the project primarily for two reasons. First reason being simplicity, by 

using the Waterfall model the entire project can be broken down into smaller activities which can be converted relatively easily 
into code and once the entire thing is combined the code for the project can be derived. The second reason is because of the 
verification step required by the Waterfall model it would be ensured that a task is error free before other tasks that are dependent 

on it are developed. Thus chances of an error remaining somewhere high up in the task hierarchy are relatively low. 

 

Some of the unique features of waterfall model are: 
 

� It can be implemented for all size projects.  

 
� It leads to a concrete and clear approach to software development.  

 
� In this model testing is inherent in every phase.  

 
� Documentation is produced at every stage of model which is very helpful for people who are involved.  

 
Schematic illustration of waterfall model: 

 

Requirement Analysis and  
Definition 

 

System and Software Design 

 

Implementation 
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Testing and Verification 

 

Operations and Maintenance 

Figure :  Waterfall Model 

The model consists of following distinct stages, namely: 

Requirement Analysis & Definition: In this stage the problem is specified along with the desired service objectives (goals) and the 

constraints are identified  System & Software Design: In this stage the system specifications are translated into a software 

representation. The software engineer at this stage is concerned with data structure, software architecture, algorithm details and 

interface representations.  Implementation: In this stage the designs are translated into the software domain.   

Unit, Integration & System Testing: Testing at this stage focuses on making sure that any errors are identified and that the 

software meets its required specification. After this stage the software is delivered to the customer  

Operations & Maintenance: In this phase the software is updated to meet the changing customer needs, adapted to accommodate 

changes in the external environment, correct errors and oversights previously undetected in the testing phases, enhancing the 

efficiency of the software.  

 

VIII. RELATED WORK 
 

Yoo et al., [1] explored leading 2 factor authentication programs that combines both security and convenience using QR code. 
By scanning QR code with smart phone users can login to the website without to put a 6 to 8 digit code such as OTP. Users can 
enjoy the both security and convenience. We encourage further research into technological development within internet security 
systems because of the significant role security systems play in the growth of online markets.  

Kaviani et al., [2] presented a strong authentication mechanism that exploits the use of mobile devices to provide a two-factor 
authentication method. Our approach uses a combination of one-time passwords, as the first authentication factor, and credentials 
stored on a mobile device, as the second factor, to offer a strong and secure authentication approach. We also present an analysis 
of the security and usability of this mechanism. The security protocol is analyzed against an adversary model; this evaluation 
proves that our method is safe against various attacks, most importantly key logging, shoulder surfing, and phishing attacks.  

Rijswik et al., [3] illustrated an overview of the two factor authentication landscape and address the issues of closed versus 
open solutions. We will introduce a novel open standards based authentication technology that we have developed and released in 
open source. We will then provide a classification of two factor authentication technologies, and we will finish with an overview 
of future work.  

Rosa [4] focused on two-factor authentication methods employing smart phones. Regarding this platform, it is well-known 
there are several risks that shall be evaluated carefully when designing such applications. It actually turns out this situation 

probably signalizes an emerging fall of the two-factor authentication as we know it, for instance, from certain contemporary 
banking applications. Smart phones, on the other hand, provide not only new threats and vulnerabilities. They also promise to 
deliver an excellent mix of computational power, rich peripheral devices, and amazing applications right into the client’s palm.  

Singhal and Tapaswi [5] described a method of implementation of Two Factor Authentication using Mobile handsets. This two 
factor authentication is based on Time Synchronous Authentication using the RFC1321 MD5 Message Digest Algorithm of Epoch 
Time, Personal Identity Number (PIN) and Init- Secret. The password generated would be One Time Password (OTP) which 
would be valid for 60 seconds only after which it expires and the user can not login through that password.  

Gajbhar et al., presented a one factor authentication scheme where one time password is generated on User's mobile phone. 

Client and Server side OTP algorithms use User's attempt number and credentials to generate OTP. Client side attempt number is 
the number of time User is generating OTP on mobile device. And server side attempt number is User's attempt number to login 

onto the website. Server then validates the User based on OTP entered. This method neither requires synchronization between 

mobile device and server nor sending SMS-based OTP to Users. This method is more secured as strong passwords are generated 
using strong hash functions.  

Harini et al., [23] illustrated a ‘2CAuth’ a new two factor authentication scheme that enhances secure usage of application 
information and preserves usability, without sacrificing user’s privacy. A significant feature of the scheme is that it DOES NOT 

call for any synchronization between Mobile Network Operator (MNO) and users. The analysis of the scheme clearly brings out 
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its effectiveness in terms of its usability even at times of peak loads on mobile networks.  
Liu et al., proposes a two factors user authentication scheme for Beijing medical registration platform, in order to protect user 

personal information on the platform. This scheme overcomes the shortcoming that there is no authentication process during user 
log on the platform. The reason that builds a two factor authentication scheme for the system is that this way is safer than 
traditional single factor user authentication methods, e.g., typing username and password, or biometric authentication.  

Parameswari and Jose [9] described a method of implementing two factor authentication using SMS OTP - One Time Password 
to Secure an E-Transaction (SET). The proposed method guarantees authenticated transactions in services, such as online banking, 
e-shopping or ATM machines. The proposed system involves generating and delivering a One Time Password (OTP) to a mobile 
phone in the form of SMS – Simple Messaging Service. 
 

IX. CONCLUSION 

 
Today, single factor authentication, e.g. passwords, is no longer considered secure in the internet and banking world. Easy-to-

guess passwords, such as names and age, are easily discovered by automated password-collecting programs.  
Two factor authentications have recently been introduced to meet the demand of organizations for providing stronger 

authentication options to its users. In most cases, a hardware token is given to each user for each account. The increasing number 

of carried tokens and the cost the manufacturing and maintaining them is becoming a burden on both the client and organization. 

Since many clients carry a mobile phone today at all times, an alternative is to install all the software tokens on the mobile phone. 
This will help reduce the manufacturing costs and the number of devices carried by the client. This paper focuses on the 

implementation of two-factor authentication methods using mobile phones.  
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