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Abstract—Todays location-sensitive service relies on users mobile device to determine the current location. This allows 

malicious users to access a restricted resource or provide bogus alibis by cheating on their locations. To address this issue, we 

propose A Privacy-Preserving LocAtion proof Updating System (APPLAUS) in which colocated Bluetooth enabled mobile 

devices mutually generate location proofs and send updates to a location proof server. Periodically changed pseudonyms are used 

by the mobile devices to protect source location privacy from each other, and from the untrusted location proof server. We also 

develop user-centric location privacy model in which individual users evaluate their location privacy levels and decide whether 

and when to accept the location proof requests. In order to defend against colluding attacks, we also present betweenness ranking-

based and correlation clustering-based approaches for outlier detection. APPLAUS can be implemented with existing network 

infrastructure, and can be easily deployed in Bluetooth enabled mobile devices with little computation or power cost. Extensive 

experimental results show that APPLAUS can effectively provide location proofs, significantly preserve the source location 

privacy, and effectively detect colluding attacks. 
 

Keywords : Location-based service, location proof, location privacy, pseudonym, colluding attacks. 

 

 

1. Introduction 

 
LOCATION-BASED services provide mobile users with various resources and services depending on user’s mobile device 

location information. Nowadays, more and more locationbased applications and services require users to provide location proofs 

at a particular time. For example, Google Latitude and Loopt are two services that enable users to track their friends locations in 

real time. These applications are location-sensitive since location proof plays a critical role in enabling these applications. 
 

There are many kinds of location-sensitive applications. One category is location-based access control. For example, a hospital 

may allow patient information access only when doctors or nurses can prove that they are in a particular room of the hospital . 

Another class of location-sensitive applications require users to provide past location proofs , such as auto insurance quote in 

which auto insurance companies offer discounts to drivers who can prove that they take safe routes during their daily commutes, 

police investigations in which detectives are interested in finding out if a person was at a murder scene at some time, and 

location-based social networking in which a user can ask for a location proof from the service requester and accepts the request 

only if the sender is able to present a valid location proof. The common theme across these location sensitive applications is that 

they offer a reward or benefit to users located in a certain geographical location at a certain time. Thus, users have the incentive to 

cheat on their locations. 

 

Location-sensitive applications require users to prove    that they really are (or were) at the claimed locations.  Most mobile 

users have devices capable of discovering their locations,some users may cheat on their locations and there is a lack of secure 
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mechanism to provide their current or past locations to applications and services. One possible solution is to build a trusted 

computing module on each mobile device to make sure trusted GPS data is generated and transmitted. For example, Lenders  

proposed such a solution which can be used to generate unforgeable geotags for mobile content such as photos and video; 

however, it relies on the expensive trusted computing module on mobile devices to generate proofs. Although cellular service 

providers have tracking services that can help verify the locations of mobile users in real time, the accuracy is not good enough 

and the location history can not be verified. 

 

In this paper, we propose A Privacy-Preserving LocAtion proof Updating System (APPLAUS), which does not rely on the 

wide deployment of network infrastructure or the expensive trusted computing module. In APPLAUS, Bluetooth enabled mobile 

devices in range mutually generate location proofs, which are uploaded to a untrusted location proof server that can verify the 

trust level of each location proof. An authorized verifier can query and retrieve location proofs from the server. Moreover, our 

location proof system guarantees user location privacy from every party. More specifically, we use statistically updated 

pseudonyms at each mobile device to protectlocation privacy from each other, and from the untrusted location proof server. We 

develop a user-centric location privacy model in which individual users evaluate their location privacy levels in real time and 

decide whether and when to accept a location proof request. In order to defend against colluding attacks, we also present 

betweenness ranking-based and correlation clustering-based approaches for outlier detection. Extensive experimental and 

simulation results based on multiple data sets show that APPLAUS can effectively provide location proofs, significantly preserve 

the source location privacy, and effectively detect colluding attacks 

 

In this section, we introduce APPLAUS architecture and message flow in the system, and the Location proof updating 
protocol. 

 

2. Architecture 
 

In APPLAUS, mobile nodes communicate with neighboring nodes through Bluetooth, and communicate with the 
untrusted server through the cellular network interface. Based on different roles they play in the process of location proof 
updating, they are categorized as Prover, Witness, Location Proof Server, Certificate Authority or Verifier. The architecture and 
message flow of APPLAUS is shown in Fig. 1. 

 
 
 

 
 
 
 
 
 
 

 
 
 

 
 
 
 
 

Fig.1 Architecture and message flow. 
 

Prover: the node who needs to collect location proofs from its neighboring nodes. When a location proof is needed at time t, 

the prover will broadcast a location proof request to its neighboring nodes through Bluetooth. If no positive response is received, 

the prover will generate a dummy location proof and submit it to the location proof server. 

 

Witness: Once a neighboring node agrees to provide location proof for the prover, this node becomes a witness of the prover. 
The witness node will generate a location proof and send it back to the prover. 

 

Location proof server: As our goal is not only to monitor real-time locations, but also to retrieve history location proof 

information when needed, a location proof server is necessary for storing the history records of the location proofs. It 

communicates directly with the prover nodes who submit their location proofs. As the source identities of the location proofs are 
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stored as pseudonyms, the location proof server is untrusted in the sense that even though it is compromised and monitored by 

attackers, it is impossible for the attacker to reveal the real source of the location proof. 

 

Certificate authority: As commonly used in many networks, we consider an online CA which is run by an independent trusted 

third party. Every mobile node registers with the CA and pre-loads a set of public/private key pairs the mapping between the real 

identity and pseudonyms (public keys), and works as a bridge between the verifier and the location proof server. It can retrieve 

location proof from the server and forward it to the verifier. 

 

Verifier: a third-party user or an application who is au-thorized to verify a provers location within a specific time period. The 
verifier usually has close relationship with the prover, e.g., friends or colleagues, to be trusted enough to gain authorization. 

 

2.1 Location proof updating protocol 
 

When a prover needs to collect location proofs at time t, it executes the protocol in Fig. 2 to obtain location proofs from the 
neighboring nodes within its Bluetooth communication range. Each node uses its M pseudonyms P M i = 1 as its identity 
throughout the communication. 
                               

 
Fig.2 Location proof updating protocol 

 
1. The prover broadcasts a location proof request to its neighboring nodes through Bluetooth according to its update 

scheduling. The request should contain the provers current pseudonym Pprov, and a random number Rprov.  

 

2. The witness decides whether to accept the location proof request according to its witness scheduling. Once agreed, it will 

generate a location proof for both prover and itself and send the proof back to the prover. This location proof includes the provers 

pseudonym Pprov, provers random number Rprov, witness current time stamp Twitt, witnesss pseudonym  

Pwitt,  and  their  shared  location  L. This proof  is signed

and hashed by the witness to make sure that no attacker

or prover can modify the location proof and the witness cannot deny this proof. It is also encrypted by the servers public key to 

prevent from traffic monitoring or eavesdropping. 

 

3. After receiving the location proof, the prover is responsible for submitting this proof to the location proof server. The 
message also includes provers pseudonym Pprov and random number Rprov, or its own location for verification purpose.  

 

4. An authorized verifier can query the CA for location proofs of a specific prover. This query contains a real identity and a 

time interval. The CA first authenticates the verifier, and then converts the real identity to its corresponding pseudonyms during 

that time period and retrieves their location proofs from the server. In order not to expose correlation  

 

5. The location proof server only returns hashed location rather than the real location to the CA, who then forwards to the 

verifier. The verifier compares the hashed location with the claimed location acquired from the prover to decide if the claimed 

location is authentic 

 

3. Preliminaries 
 

In this paper, we focus on mobile networks where mobile devices such as cellular phones communicate with each other 

through Bluetooth. In our implementation, mobile devices periodically initiate location proof requests to all neighboring devices 

through Bluetooth. After receiving a request, a mobile node decides whether to exchange location proof, based on its own 

location proof updating requirement and its own privacy consideration. Given its appropriate range (about 10 m) and low power 
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consumption, Bluetooth is a natural choice for mutual encounters and location proof exchange. 

 
A. Pseudonym 

 
As commonly used in many networks, we consider an online Certification Authority (CA) run by independent trusted third 

party which can preestablish credentials for the mobile devices. Similar to many pseudonym approaches, to protect location 

privacy, every mobile node i registers with the CA by preloading a set of M public/private key pairs KPub i ;KPrv i M i1 before 

entering the network. The public key KPub i is used to serve as the pseudonym of node i. The private key KPrv i enables node i to 

digitally sign messages so that the receiver can validate the signature authenticity. Due to the broadcast nature of wireless 

communication, probes are used for mobile nodes to discover their neighbors. When a node i receives a probe from another node, 

it checks the certificate of the public key of the sender and the physical identity, e.g., Bluetooth MAC address. After that, i 

verifies the signature of the probe message. Subsequently, if confidentiality is required, a security association is established (e.g., 

with Diffie-Hellman). 

 
B. Threat Model 

 
We assume that an adversary aims to track the location of a mobile node. An adversary can have the same credential as a mobile 

node and is equipped to eavesdrop communications. We assume that the adversary is internal, passive, and global. By internal, we 

mean that the adversary is able to compromise or control individual mobile device and then communicate with others to explore 

private information, or individual devices may collude with each other to generate false proofs, which will be discussed in detail 

in Section 5. We assume that the number of colluders is small compared with that of valid devices. In the worst case, the 

adversary could compromise the location proof server to get the stored location proof records. However, it is not able to take 

control of the server to work as a colluder, since once compromised, the attack will be detected promptly and the location proof 

server will be replaced by a back-up server. The same assumption applies to the CA. By passive, we assume the adversary cannot 

perform active channel jamming, mobile worm attacks  or other denial-ofservice attacks, since these attacks are not related to 

location privacy. By global, we assume the adversary can monitor, eavesdrop, and analyze all the traffic in its neighboring area, 

or even monitor all the traffic around the server. In practice, the adversary can thus be a rogue individual, a set of malicious 

mobile nodes, or eavesdropping devices in the network. In the worst case, it is possible that the untrusted location proof server 

may be compromised by the adversary and the location information can then be easily inferred by examining the records of 

location proofs, e.g., the adversary could apply statistical testing such as K-S test to identify a user although no real identity is 

included. Therefore, we need to appropriately design and arrange the location proof records in the untrusted server so that no 

private information related to individual users will be revealed even after it is compromised. Hence, the problem we address in 

this paper consists of collecting a set of location proofs for each peer node and protecting the location privacy of peer nodes from 

each other, from the adversary, or even from the untrusted location proof server to prevent other parties from learning a nodes 

past and current location information. 

 
 

4. Location Privacy Level 
 

In this paper, we use multiple pseudonyms to preserve location privacy; i.e., mobile nodes periodically change the pseudonym 

used to sign messages, thus reducing their long term linkability. To avoid spatial correlation of their location, mobile nodes in 

proximity coordinate pseudonym changes by using silent mix zones  or regions where the adversary has no coverage . Without 

loss of generality, we assume each node changes its pseudonyms from time to time according to its privacy requirement. If this 

node changes its pseudonym at least once during a time period (mix zone), a mix of its identity and location occurs, and the mix 

zone becomes a confusion point for the adversary. Consider a mobile network composed of N mobile nodes and each node has M 

pseudonyms. At time t, for each node i there are a group of mt pseudonyms observed at the location proof server. Each 

pseudonym among the mt pseudonyms can involve multiple location proofs across various locations l1; l2; . . . ; ln at different 

time t1; t2; . . . ; tn. An adversary is able to correlate the location and time distribution of each pseudonym to see if two 

pseudonyms belong to the same node. For example, the adversary can observe a series of location proofs with mT pseudonyms 

during time T. He then compares the distribution of location proof set B of pseudonym b with the distribution of location proof 

set D of pseudonym d to determine if the two pseudonyms can be linked. Let pdb Pr (distribution D of pseudonym corresponds to 

distribution B of pseudonym b),the location privacy level of node i (i.e., the uncertainty of the adversary) at time T. 
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A. Cryptographic Puzzle Hiding Scheme (CPHS) 

 

We present a packet-hiding scheme based on cryptographic puzzles. The main idea behind such puzzles is to force the recipient of 

a puzzle execute a predefined set of computations before he is able to extract a secret of interest. The time required for obtaining 

the solution of a puzzle depends on its hardness and the computational ability of the solver. The advantage of the puzzle-based 

scheme is that its security does not rely on the PHY-layer parameters. However, it has higher computation and communication 

overheads. 
 
 

Let a sender S have a packet m for transmission. The senders select a random key k of desired length. S generates a puzzle P = 
puzzle(k; tp), where puzzle() denotes the puzzle generator function, and tp denotes the time required for the solution of the puzzle. 
Parameter tp is measured in units of time, and it is directly dependent on the assumed computational capability of the adversary , 
denoted by N and measured in computational operations per second. After generating the puzzle P, the sender broadcasts (C,P), 
where 

 

  C = Ek(  1(m))  

At   the receiver side,   any   receiver R   solves   the
received puzzleP 

1
to recover  key  k

1
  and then  computes

m
1
 = 1 

1
(Dk(C)). If the decrypted packet m

1
 is meaningful (i.e., is in the proper format, has a valid CRC code, and is within the 

context of the receivers communication), the receiver accepts that m1 = m. Else, the receiver discards m1. Below expression 
shows the details of CPHS. its inverse are efficiently computable. Packets are preprocessed by an AONT before transmission but 
remain unencrypted. The jammer cannot perform packet classification until all pseudo messages corresponding to the original 
packet have been received and the inverse transformation has been applied. Below expression shows the details of AONTHS. 
 

 
 
 
 
 

 
 
 
 
 

An AONT-Based Hiding Scheme (AONT-HS) 

 

We propose a solution based on All-or-Nothing Transformations that introduces a modest communication and computation 

overhead. Such transformations were originally proposed by Rivets to slow down brute force attacks against block encryption 

algorithms. An AONT serves as a publicly known and completely invertible pre-processing step to a plain-text before it is passed 

to an ordinary block encryption algorithm. 
 
 

A transformation f, mapping message m = (m1::mx) to a sequence of pseudo messages m1 = (m1::mx), is an AONT if 1) f is a 

bijection, 2) it is computationally infeasible to obtain any part of the original plaintext, if one of the pseudo messages is unknown, 

and 3) f 1 andits inverse are efficiently computable. Packets are preprocessed by an AONT before transmission but remain 

unencrypted. The jammer cannot perform packet classification until all pseudo messages corresponding to the original packet 

have been received and the inverse transformation has been applied. Below expression shows the details of AONTHS 
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5. Conclusion 
 

In this paper, we proposed a privacy-preserving location proof updating system called APPLAUS, where colocated Bluetooth 

enabled mobile devices mutually generate loca-tion proofs and upload to the location proof server. We use statistically changed 

pseudonyms for each device to protect source location privacy from each other, and from the un-trusted location proof server. To 

deal with Jamming attacks in APPLAUS, We propose three schemes they are Strong Hiding Commitment Schemes (SHCS), 

Cryptographic Puzzles Hiding Schemes (CPHS), All- Or-Nothing Transformation Hiding Schemes (AONTSHS). 
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