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Abstract 
This paper deals with technologies that have been used for remote monitoring operations in the past few years. The 
authors have made attempts to survey papers from different modalities. This guided us to study different technologies 
that have been applied to remote monitoring. The industrial remote communication offers the perfect solution for 
widely differing requirement with regard to availability and flexibility. This survey will help reader to get brief idea 
regarding to the control as well as remotely monitoring mechanism for various plc based application. 
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1. Introduction 

Growth in the internet and computer technology enables development of complex, hybrid systems. Such 
system offers greater concern in maintenance and has more flexibility in servicing and fault finding. With 
the advanced technology industries are interested in automation by introducing “Remote monitoring and 
control system” [6]. System integration and mechatronics automation are rapidly moving toward remote 
monitoring via Internet, which reduces the human resources required to monitor mechanical functions in 
factories as well as on sites [5]. 
 
Remote monitoring refers to a field of industrial automation with the development of wireless sensing 
devices. Remote monitoring and management (RMM) is a collection of information technology tools that 
are loaded to client workstations and servers [11] [12]. Initially it is limited to SCADA technology, remote 
monitoring makes available digital information from one unit or system to another at a different or a system 
that mile away. It also minimizes the efforts to achieve desired results. It has three distinct entities which 
are the remote sites or equipment (being monitored), the communication channel, and the centralized 
location for monitoring. By the use of remote monitoring and control in industries, there is a huge potential 
to, 

• Reduce efforts on travel to several sites having high volume of devices. 
• Enhance speed of response. 
• Automate control from a centralized location, thereby enhancing scope of optimization. 

Remote monitoring system consists of  
• Data Collection: – local recording of measurements and alarms at site. 
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• Automated Data Transfer: – via the Remote Service Connection. It provides Safe, Secure 
connection via the Internet or other means. 

• Data Storage & Analysis: – building on experience by applying design knowledge.  
• Information Delivery: – via advanced Web based interfaces. 

Remote monitoring and Control system should have the following characteristics 
• Redundant communication channel. 
• Control Philosophy should cover all event driven possibilities/outcomes.  
• Multi level control architecture. [13] 

 

1.1 Web based network architecture 

 

Fig. 1 Basic Components of a Web access based SCADA system 

The basic components of a web access based SCADA system are shown in Fig.1 [14]. Web enabled 
SCADA hosts enable users to remote monitor and to control remote sites via a web browser. Hosted 
SCADA services allow users to monitor or control their remote equipment by using a normal web browser 
and logging onto a secure website. Typically, a web access based SCADA system contains five elements. 
These are SCADA nodes, clients, project nodes, thin client, and network. The SCADA node communicates 
in real time with automation equipment. Typical automation equipment includes programmable logic 
controllers (PLCs), single loop controllers, direct digital control systems (DDC), distributed control 
systems (DCS), and input/output (I/O) modules [2]. 
 
Communication is an important part of a remote monitoring setup. Communication mode is dependent on 
setup established and the level of reliability needed. A wired network is preferred in industries where the 
bandwidth needed is higher. Also the choice of an environment is also taken into consideration.  
Communication is done via centralized system such as Internet/Intranet, Ethernet, and Wireless technology 
and via GSM or a GPRS mobile technology. The choice clearly depends on the type of application [13]. 
 

1.2 Features and Benefits of Remote monitoring and diagnostic 

• Remote monitoring systems can be installed quickly and easily. 
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• It provides fast, secure online help and advanced troubleshooting directly from experts without 
journey 

• Remote monitoring increases overall efficiency by saving time and reducing expenditures, also 
increased production through maximum train performance, availability and reliability. 

• System receives proactive recommendations and early detection. 
• Correlation and analysis of system dynamic data with respect to operational data [15]. 

2. Remote Monitoring technologies for Industrial Applications. 

S. Da'na et al. [1] discuss the design and implementation of a platform to remotely monitor and control 
PLC-based processes over TCP/IP or by using the GSM network. Integrated with each PLC are 
communication processors that can be used for connectivity to the network and to a GSM modem. The 
communication processor module used in this work, provides an industrial compatible protocol over 
TCP/IP that achieves the same functionality as Profinet but at a much higher bandwidth (10/100 Mbps). 
Additionally, a mobile-based communication protocol that facilitates remote monitoring and control of 
PLCs using SMS messages has also been developed. The intent here is to provide system users with a back-
up. 
 
Engin Ozdemir et al. [2] explained actual implementation of the on-line controlling of the prototype crane 
via mobile phone. SCADA systems are widely used in industry for supervisory control and data acquisition 
of industrial processes. The wireless communication between the mobile phone and the SCADA server is 
performed by means of a base station via general packet radio service and wireless application protocol. 
Test results have indicated that the mobile phone based SCADA integration using the GPRS or WAP 
transfer scheme could enhance the performance of the crane in a day without causing an increase in the 
response times of SCADA functions. The operator can visualize and modify the plant parameters using his 
mobile phone, without reaching the site. In this way maintenance costs are reduced and productivity is 
increased. 
 
R. K. Glisten et al. [3] in this paper the Global System for Mobile Communications is chosen for the 
wireless communication. In process industries, field buses have dominated the connection establishment 
between sensors, actuators and controllers. In large scale industries there is disadvantage of higher 
installation cost, ageing of cables. SCADA provides the necessary details about the process information 
with animations wherever needed. Continuous monitoring of the process can be done through the SCADA 
software by interfacing it with an industrial modem which could update us continuously about the process 
parameters. Upon interfacing, messages will be sent to the corresponding registered mobile number through 
short message service. The time delay between the instant at which the parameter is actually read and the 
instant at which the message regarding the parameters reaches the mobile is studied. 
 
Dr. B. Ramamurthy et al. [4] proposed a wireless solution, based on GSM networks for the monitoring and 
control of humidity in industries. This system provides ideal solution for monitoring critical plant on 
unmanned sites. The system is wireless therefore more adaptable and cost-effective. Utilizing Humidity 
sensor HSM-20G, ARM Controller LPC2148 and GSM technology this system offers a cost effective 
solution to wide range of remote monitoring and control applications. Historical and real time data can be 
accessed worldwide using the GSM network. The system can also be configured to transmit data on alarm 
or at preset intervals to a mobile phone using SMS text messaging. The proposed system monitors and 
controls the humidity from the remote location and whenever it crosses the set limit the LPC2148 processor 
will sends an SMS to a concerned plant authority(s) mobile phone via GSM network. The concerned 
authority can control the system through his mobile phone by sending AT Commands to GSM MODEM 
and in turn to processor. Also the system provides password security against operator misuse/abuse. The 
system uses GSM technology thus providing ubiquitous access to the system for security and automated 
monitoring and control of Humidity.  
 
Wen-Jye Shyr et al. [5] developed a novel method for learning mechatronics using remote monitoring and 
control, based on a programmable logic controller (PLC) and Web Access. A mechatronics module, a 
Web�CAM and a PLC were integrated with Web Access software to organize a remote laboratory. The 
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proposed system enables users to access the Internet for remote monitoring and control of the mechatronics 
module via a web browser, thereby enhancing work flexibility by enabling personnel to control 
mechatronics equipment from a remote location. Mechatronics control and long�distance monitoring was 
realized by establishing communication between the PLC and Web Access. Analytical results indicate that 
the proposed system is feasible. The suitability of this system is demonstrated in the department of 
industrial education and technology at National Chunghwa University of Education, Taiwan. Preliminary 
evaluation of the system was encouraging and has shown that it has achieved success in helping students 
understand concepts and master remote monitoring and control techniques.  
 
U. Suneetha et al. [6] focused on the low cost approach of the presently developed system for temperature 
control over Ethernet. Networking is a major component of the processes and control instrumentation 
systems. Network’s architecture solves many of the Industrial automation problems. Ethernet control 
system provides great deal of benefits. Hence an attempt has been made to develop an Ethernet based 
remote monitoring and control of temperature. //The author’s presented experimental result shows that 
remote monitoring and control system (RMACS) over the Ethernet. 
 
Berardo Naticchia et al. [7] surveyed on the feasibility of an infrastructure, less real-time monitoring 
system to provide prompt support for inspectors in charge of health and safety management on construction 
sites. The low-level tracking technology is a ZigBee-based which is easily deployable and reconfigurable 
technology. In this paper the system is found to be able to cover large fields while keeping its non-invasive 
features. This paper shows the degree of support inspectors can get from the system: it is able to alert in the 
occurrence of interference and to log any unexpected behavior. 
 
Reza Akhavian et al. [8] presented recent advances in data collection and operations analysis techniques 
have facilitated the process of designing, analyzing, planning, and controlling of engineering processes. 
Mathematical tools such as graphical models, scheduling techniques, operations research, and simulation 
have enabled engineers to create models that represent activities, resources, and the environment under 
which a project is taking place. Traditionally, most simulation paradigms use static or historical data to 
create computer interpretable representations of real engineering systems. This paper presents the 
requirements and applicability of a data-driven modeling framework capable of collecting and 
manipulating real time field data from construction equipment, creating dynamic 3D visualizations of 
ongoing engineering activities and updating the contents of a discrete event simulation model representing 
the real engineering system. The developed framework can be adopted for use by project decision-makers 
for short-term project planning and control since the resulting simulation and visualization are completely 
based on the latest status of project entities. 
 
In [9], the information in this data sheet contains general descriptions of the technical options and features 
available provided by Siemens remote service (SRS). The idea behind the Siemens remote services 
platform is to provide optimum proactive, system-specific support for the automation system from a remote 
location. It is also been discussed about the benefits of Siemens remote services. SRS offers different 
infrastructure models as a solution of connection between customer network and SRS platform.  
 
Siemens white paper [10], describes the security concepts for Common Remote Service Platform 
(cRSP).The security concept described provides insight as to the measures that Siemens takes to protect 
data, application programs, and IT systems when performing remote services. Siemens security concept is 
divided into two main sections. Starting with the general operational concept, the basic concept of Siemens 
Remote Support Services (SRSS), Siemens service processes, and the technical capabilities of Siemens 
products is explained. The second part, the technical and organizational security concept, is aimed at IT 
specialists and data security experts to achieve a high level of data security and privacy.  

3. Conclusions 

We have presented a survey for remote monitoring as well as controlling mechanism. These are commonly 
used with different technology for PLC based industrial applications.  
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Remote monitoring has a wide range of applicability in various industries like - the oil and gas industry, 
pharmaceutical, food and beverage, electricity transmission and distribution, Crane automation systems, 
rail networks, water and wastewater management.  
Amongst the different technology for remote monitoring and controlling, web access based system 
architecture is used with available worldwide services of internet to decrease delay in troubleshooting 
and delay in plant problems.  
The survey will help the reader to understand key features, benefits, and access and security aspects of the 
remote monitoring systems while developing his systems.  
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