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ABSTRACT :  

Ensuring security is something that is not easily done as many of the demands of network security conflict with the 
demands of mobile networks, majorly because of the nature of the mobile devices (e.g. low power consumption, low 
processing load).  The study of secure distributed key agreement has great theoretical and practical significance. 
Securing Mobile Ad-hoc  

Networks using Distributed Public-key Cryptography in pairing with Mobile Ad hoc Networks and various 
protocols are essential for secure communications in open and distributed environment. 
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1. Introduction 

In the last few years, the performances of wireless technologies have increased tremendously, thus opening new 
fields of application in the area of Computer Networks. One such fields concerns mobile ad hoc networks 
(MANETs). A mobile ad-hoc network (MANET) is a self-configuring network of mobile routers connected by 
wireless links—the union of which form an arbitrary topology. The wireless routers are in free random motion and 
they organize themselves arbitrarily. These types of networks operate in the absence of any fixed infrastructure. As 
the absence of any fixed infrastructures, it apparently becomes very difficult to make use of the existing routing 
techniques for network services, and poses various challenges in ensuring the security of the communication. As we 
know ensuring security is something that is not easily done as many of the demands of network security conflict 
with the demands of mobile networks, majorly because of the nature of the mobile devices (e.g. low power 
consumption, low processing load).  The study of secure distributed key agreement has great theoretical and 
practical significance. Securing Mobile Ad-hoc Networks using Distributed Public-key Cryptography in pairing with 
Mobile Ad hoc Networks and various protocols are essential for secure communications in open and distributed 
environment. 
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1. 1 Introduction to MANETs 

A MANET is a most promising and rapidly growing technology which is based on a self-organized and rapidly 
deployed network. Mobile Ad Hoc Networks (MANETS) are wireless mobile nodes that cooperatively form a 
network without infrastructure. In other words, ad hoc networking allows devices to create a network on demand 
without prior configuration [2, 3]. Thus, nodes within a MANET are involved in routing and forwarding information 
between neighbors, because there is no coordination or configuration prior to setup of a MANET. MANETs are self-
configuring networks of mobile nodes without the presence of static infrastructure [4, 5]. They can also be 
diversified, which means that all nodes don’t have the same capacity in term of resources (power consumptions, 
storage, computation, etc.).  Due to its great features, MANET attracts different real world application areas where 
the networks topology changes very quickly. 

Mobile Ad-hoc network is a set of wireless devices called wireless nodes, which dynamically link and transfer 
information. Wireless nodes can be personal computers (desktops/laptops) with wireless LAN cards, Personal 
Digital Assistants (PDA), or other types of wireless or mobile communication devices. In general, a wireless node 
can be any computing equipment that employs the air as the transmission medium. As shown, the wireless node may 
be physically attached to a person, a vehicle, or an airplane, to enable wireless communication among them. 

1.2 Characteristics  

It is important to acknowledge the properties or characteristics of mobile ad hoc networks (MANETs).The 
characteristics [2] of MANETs and the possible applications are strongly related; different applications demand 
MANETs with variants of the given characteristics. 

• Network Infrastructure: There is no fixed or preexisting infrastructure in an ad hoc network: every network 
functions including routing, security, and network management are performed by the nodes themselves. Due to 
the nodes limited broadcasting range, data dissemination is achieved in a multi hop fashion; nodes can therefore 
be considered as hosts and routers. Node mobility and wireless connectivity allow nodes to spontaneously join 
and leave the network, which makes the network amorphous [2]. Security services must be able to scale 
seamlessly and remain available with changes in network topology. 

• Network Topology: Nodes in ad hoc networks may be mobile resulting in a dynamic, weakly linked topology. 
Since node mobility is unrestricted, the topology may be unstable. The network demonstrates global mobility 
patterns, in any case, that may not be completely random.  

• Self-Organization:  MANETs cannot rely on any form of central administration or control; this is essential to 
avoid a single point of attack. A self-organized MANET cannot rely on any form of  offline trusted third party 
(TTP); the network can thus be initialized by a distributed online TTP.            

• Limited Resources: Nodes have limited computational, memory, and energy resources in contrast to their 
wired predecessors. Nodes are small hand-held devices (possibly “off-the-shelf” consumer electronics) that do 
not hinder user mobility. In an endeavor to keep the cost of these devices low, they are normally powered by a 
small CPU, accompanied by limited memory resources. As the devices are mobile, they are battery operated. 
This often results in short on times and the possibility of power failure due to battery weariness, perhaps during 
execution of a network-related function. 

• Poor Physical Security: Nodes are mobile and therefore cannot be locked up in a secure room or closet. These 
small hand-held devices are easily compromised by either being lost or stolen. It is therefore highly probable 
than an adversary can physically compromise one or more nodes and perform any number of tests and analysis. 
The opposer can also use the nodes to attack distributed network services, such as a distributed online certificate 
authority [4]. Poor physical security is not as significant in “open” MANETs: the adversaries do not have to 
physically capture nodes to become an insider or to perform analysis on the protocols. 
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1.3 Current challenges in MANETS 

In a mobile ad hoc network, all the nodes   cooperate with each other to forward the coming packets in the network, 
and hence each node is effectively works as a router. Thus one of the most important issues is routing. This thesis 
focuses mainly on routing issues in ad hoc networks. In this section, some of the other issues in ad hoc networks are 
described  :  

Distributed network: A MANET is a distributed wireless network without any fixed infrastructure. That means no 
centralized server is required to maintain the state of the clients.  

Dynamic topology: The nodes are mobile and hence the network is self-organizing. Because of this, the topology of 
the network keeps changing over time. Consequently, the routing protocols designed for such networks must also be 
adaptive to the topology changes.  

Power awareness: Since the nodes in an ad hoc network typically run on batteries and are deployed in hostile 
terrains, they have stringent power requirements. This implies that the underlying protocols must be designed to 
conserve battery life. 

Addressing scheme: The network topology keeps changing dynamically and hence the addressing scheme used is 
quite significant. A dynamic network topology requires a ubiquitous addressing scheme, which avoids any duplicate 
addresses. In wireless WAN environments, Mobile IP is being used. Because the static home agents and foreign 
agents are needed, hence, this solution is not suitable for ad hoc network. 

Network size: The ability to enable commercial applications such as voice transmission in conference halls, 
meetings, etc., i the s an attractive feature of ad hoc networks. However, the delay involved in    underlying 
protocols places a strict upper bound on the size of the network.  

Security: Security in an ad hoc network is extremely important in scenarios such as a battlefield . The five goals of 
security: availability, confidentiality, integrity, authenticity and non-repudiation are difficult to achieve in MANET, 

mainly because every node in the network participates equally in routing packets. 

 

  2. Key Management In Manets 

Key management can be defined as a set of techniques and procedures supporting the establishment and 
maintenance of keying relationships between authorized parties. In summary, key management integrates techniques 
and procedures to establish a service supporting various Initialization, Generation, distribution and updation of 
network keys.The fundamental function of key management schemes is the establishment of keying material. 
 
Key establishment can be subdivided into key agreement and key transport. Key agreement allows two or more 
parties to derive shared keying material as a function of the information exchanged by and associated with, each of 
the protocol participants, such that no party can predetermine the resulting value. In key transport protocols, one 
party creates or otherwise obtains keying material, and securely transfers it to the other party or parties. Both key 
agreement and key transport can be achieved using either asymmetric techniques or symmetric. Hybrid key 
establishment scheme makes use of both symmetric and asymmetric techniques in an attempt to exploit the 
advantages of both techniques. 
One of the major issues in such networks is its performance which arises in a dynamically changing topology; the 
mobile nodes are expected to be power-aware due to the bandwidth constrained network. Another major issue in such 
networks is security since every node participates in the operation of the network equally; malicious nodes are 
difficult to detect.  
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3. Previous Work 

Bhavyesh Divecha et al[L1]   Analyzed Dynamic Source Routing and Destination-Sequenced Distance-Vector 
Protocols for Different Mobility models. A Mobile Ad-Hoc Network (MANET) is self-configuring network of 
mobile nodes connected by wireless links to form an arbitrary topology without the use of existing infrastructure. In 
this paper, the effects of various mobility models on the performance of two routing protocols Dynamic Source 
Routing (DSR-Reactive Protocol) and Destination-Sequenced Distance-Vector (DSDV-Proactive Protocol). For 
experiment purposes, they have considered four mobility scenarios: Random Wayward Mobility, Group Mobility, 
Freeway and Manhattan models. These four Mobility Models are selected to represent the possibility of practical 
application in future. Performance comparison has also been conducted across varying node densities and number of 
hops. Experiment results illustrate that performance of the routing protocol varies across different mobility models, 
node densities and length of data paths. 

Eduardo da Silva et al[L2]  Security is one of the major issues in MANETs. Their natural feature makes them 
vulnerable to numerous severe attacks. Several cryptographic mechanisms for MANETs can be found in the 
literature. Between them, identity-based cryptographic mechanisms and key management schemes are proposed to 
simplify key management and to reduce the memory storage cost. This paper presents the most important ID-based 
key management schemes, discussing their approaches, posture, and weaknesses, and comparing their main 
characteristics. It also presents the main ID based key management application fields on MANETs. In this way it 
can be utile for users and researchers as a starting point on ID-based key management and its possible uses in 
MANETs. 

Jeroen Hoebeke et al [L3]  Current devices, their applications and protocols are solely focused on cellular or 
wireless local area networks (WLANs), not taking into account the great potential offered by mobile ad hoc 
networking. This type of network, operating as a stand-alone network or with one or multiple points of attachment to 
cellular networks or the Internet, coat the way for numerous new and exciting applications. Application scenarios 
involve, but are not limited to emergency and deliverance operations, conference or campus settings, car networks, 
personal networking, etc. This paper provides penetration into the potential applications of ad hoc networks and 
discusses the technological challenges that protocol designers and network developers are faced with. 

Samba Sessay et al[L4]  This paper presents a coherent survey on ad hoc wireless networks, with the intent of 
serving as a quick reference to the current research issues in ad hoc networking. It starts with a background on the 
origin and development stages of ad hoc network, then summaries the features, capabilities, applications and design 
constraints of ad hoc network fully distinguishing it from traditional networks. The paper discuses a broad range of 
research issues such as Routing, Medium Access, Multicasting, Quality of service, TCP performance, Energy, 
Security and Bluetooth, outline the major challenges which have to be solved before widespread deployment of the 
technology is possible. Through this survey it would be seen that Ad hoc Networking presence an interesting 
research area inheriting the problems of wireless and mobile communications in their most difficult form. 

Kapil et al[L5]  Wireless mobile Ad Hoc Networks (MANETs) are an emerging area of mobile computing. 
MANETs face serious security problems due to their unique characteristics such as mobility, dynamic topology and 
lack of central 

infrastructure support. In conventional networks, deploying a robust and reliable security scheme such as Public Key 
Infrastructure (PKI) requires a central authority or trusted third party to provide fundamental security services 
including digital certificates, authentication and encryption. In the proposed scheme, a secure identity-based key 
management scheme is proposed for networks in environments without any PKI. This scheme solved the security 
problem in the MANET and is also suitable for application to other wired network structures. 
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Francis et al[L6] A Mobile Ad-Hoc Network (MANET) is a self-configuring network of mobile nodes connected 
by wireless links to form an arbitrary topology without the use of existing infrastructure. Due to the nature of 
Unreliable Wireless medium Data Transfer is a major Problem in MANET and it lacks Security and Reliability of 
Data. Cryptographic techniques are commonly used for secure Data transmission wireless networks. Most 
cryptographic techniques, such as symmetric and asymmetric cryptography, often involve the use of cryptographic 
keys. However, all cryptographic techniques will be useless if the key management is weak. Key management is the 
central component in MANET security. There are number of key management schemes have been proposed for 
MANET. In this survey, we present a complete analysis of various key management techniques to find an efficient 
key management for Secure and Reliable Data transmission in MANET. 

Capkun et al[L7] In contrast with conventional networks, mobile ad hoc networks usually do not provide online 
access to trusted authorities or to centralized servers, and they exhibit frequent partitioning due to link and node 
failures and to node mobility. For these reasons, traditional security solutions that require online trusted authorities 
or certificate repositories are not well-suited for securing ad –hoc networks. In this paper, we propose a fully self-
organized public-key management system that allows users to generate their public private key pairs, to issue 
certificates, and to perform authentication regardless of the network partitions and without any centralized services. 

4. Proposed Work 
4.1 Key Management With Pairing 

          Key management can be defined as a set of techniques and procedures to support the establishment and 
maintenance of keying relationships between authorized parties [5]. A keying relationship is the process by which 
network nodes share keying material to be used by cryptographic mechanisms. The keying material can include 
public or private key pairs, initialization parameters secret keys, and non-secret parameters supporting key 
management in various instances. Key management should also define methods to cancel keys from compromised 
nodes and update keys from non-compromised ones. 

Key management can be defined as a set of techniques and procedures supporting the establishment and 
maintenance of keying relationships between authorized parties. In summary, key management integrates techniques 
and procedures to establish a service supporting [2]: 

Initialization of system users within a network; 

Generation, distribution, and installation of keying material; 

control over the use of keying material; 

update, revocation, and destruction of keying material; 

Storage, backup/recovery, and archival of keying material, and 

Bootstrapping and maintenance of trust in keying material.  

Authentication is the basis of secure communication. Without a robust authentication mechanism in place, the 
remaining security goals (confidentiality, data integrity, and non-repudiation) are in most instances not achievable. 
Authentication can only be realized by means of verifying something considered to be associated with an identity. In 
the electronic domain, owner of the identity must have a publicly verifiable secret associated with its identity; 
otherwise, the node can be impersonated. Authentication in general depends on the context of usage [2]. Key 
management is concerned with the authenticity of the identities associated with the six services given above; it is a 
concept which may seem trivial at first, but one that can’t be easily achieved. Authentication of users is particularly 
difficult (and in most network settings impossible) without the help of a trusted authority. 
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The fundamental function of key management schemes is the establishment of keying material. Key establishment 
can be subdivided into 1) key agreement 2) key transport. Key agreement allows two or more parties to derive 
shared keying material as a function of information contributed by, or associated with each of the protocol 
participants such that no party can predetermine the resulting value. In key transport protocols, one party creates or 
otherwise obtains keying material, and securely transfers it to the other party or parties. Both key agreement and key 
transport can be achieved using either asymmetric or symmetric techniques. A hybrid key establishment scheme 
makes use of both asymmetric and symmetric techniques in an attempt to exploit the advantages of both techniques. 

4.2 Methodology used 

We simulated the network thus created that supports key distribution scheme over mobile ad hoc network which is 
based on the Message Authentication (MA), scheme using bilinear pairing and try to find whether the scheme works 
in a small size of MANET and based on Message Authentication (MA), an improved secure three way authenticated 
key agreement protocol was proposed. We implemented the proposed protocol and achieved enhancements in the 
key strength according to the simulation performed in MATLAB. 

RSA algorithm is used for generation of the keys and encryption and decryption of the data. 

4.3 Results 

Perspective results show the performance of the data packet sent on the network in peer to peer connection. 
Throughput is calculated by the formula = (Packet Sent/Total Packet)*100.   

 

 

                                          

 In this figure y axis represent the number of bits that are transferred from node ‘b’ to ‘a’ and x axis represent the 

performance of channel.                     
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This figure shows the absolute power at node ‘b’ is changing according compression factor.  

  

4.4 Limitations 

1) Intensive usage of the CPU as RSA algorithm has very high time complexity. Its very difficult to encrypt or 
decrypt RSA packets in real time even if number of nodes are greater than 10. 

2) All the keypairing is done beforehand; it should be assigned by the cluster head dynamically. 

3) Its difficult to actually find out the malicious node and we can only predict it by observing the energy  of the 
surrounding nodes. 
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5. Conclusion And Future Work 

   The MANETs are the most promising and rapidly growing technology which is based on a self-organized and 
rapidly deployed network. Mobile Ad Hoc Networks (MANETS) are wireless mobile nodes that cooperatively form 
a network without infrastructure. In other words, ad hoc networking allows devices to create a network on demand 
without prior configuration. Thus, nodes within a MANET are involved in routing and forwarding information 
between neighbors, because there is no coordination or configuration prior to setup of a MANET. Due to Features 
provided by MANETS, MANET attracts different real world application areas where the networks topology changes 
very quickly. 

These types of networks operate in the absence of any fixed infrastructure. As the absence of any fixed 
infrastructures, it apparently becomes very difficult to make use of the existing routing techniques for network 
services, and poses various challenges in ensuring the security of the communication. As we know ensuring security 
is something that is not easily done as many of the demands of network security conflict with the demands of mobile 
networks, majorly because of the nature of the mobile device.  . 

In this Work we have presented the simulation of secure cryptographic key distribution scheme over mobile ad hoc 
network, based on the message authentication scheme using bilinear pairing. From the simulation result, it is found 
out that scheme works extremely well in a small size of MANET. The Simulation we developed improves the 
throughput of the channel up to 90%, hence performance of the channel is also improved as no of bits transferred are 
also increase. To achieve more than 95% of performance the network must operate on packet transferred must be 
less than 1500 at any given instance. We have also shown that Compression of packets has a huge impact on overall 
performance, due to nature of compression we found that performance vary drastically as compression ratio is 
increased, so does the power at each node.  
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