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Abstract— Malware is a pervasive problem in distributed computer and network systems. Malware variants often have distinct 
byte level representations while in principal belong to the same family of malware. The byte level content is different because small 
changes to the malware source code can result in significantly different compiled object code. To classify the packed and 
polymorphic malware, this paper proposes a system, for malware classification using a fast application level emulator to reverse 
the code packing transformation,and two flowgraph matching algorithms to perform classification. If packed, dynamic analysis 
employing application level emulation reveals the hidden code using entropy analysis to detect when unpacking is complete. Static 
analysis then identifies characteristics, building signatures for control flow graphs in each procedure. The similarities between the 
set of control flow graphs and those in a malware database accumulate to establish a measure of similarity. A similarity search is 
performed on the malware database to find similar objects to the query. Using more than 15,000 real malware, collected from 
honeypots, the effectiveness is validated by showing that there is an 88% probability that new malware is detected as a variant of 
existing malware. 

Index Terms- Computer security, malware, control flow, structural classification, structured control flow, unpacking. 

I. INTRODUCTION 

Malware, short for malicious software, means a variety of forms of hostile, intrusive, or annoying software or program 
code. Malware is a pervasive problem in distributed computer and network systems. According to the Symantec Internet 
Threat Report ,499,811 new malware samples were received in the second half of 2007. F-Secure additionally reported, “As 
much malware [was] produced in 2007 as in the previous 20 years altogether“. Detection of malware is important to a secure 
d istributed computing environment. 

The predominant technique used in commercial antimalware systems to detect an instance of malware is through the use 
of malware signatures. Malware signatures attempt to capture invariant characteristics or patterns in the malware that 
uniquely identifies it. The patterns used to construct a signature have traditionally derived from strings of the malware’s 
machine code and raw file contents. String based signatures have remained popular in commercial systems due to their high 
efficiency, but can be ineffective in detecting malware variants. 

Malware variants often have distinct byte level representations while in p rincipal belong to the same family of malware. 
The byte level content is different because small changes to the malware source code can result in significantly different 
compiled object code. In this paper we describe malware variants with the umbrella term of polymorphism. Polymorphism 
describes related malware sharing a common history of code. Code sharing among variants can be derived from 
autonomously self mutating malware, or manually copied by the malware creator to reuse previously authored code. 

Static analysis incorporating n-grams, edit d istances, API call sequences, and control flow have been proposed to detect 
malware and their polymorphic variants. However, they are either ineffective or inefficient in classifying packed and 
polymorphic malware. 

A malware's control flow information provides a characteristic that is identifiable across strains of malware variants. 
Approximate matchings of flowgraph based characteristics can be used in order to identify a greater number of malware 
variants. Detection of variants is possible even when more significant changes to the malware source code are introduced. 

Control flow has proven effective, and fast algorithms have been proposed to identify exact isomorphic whole program 
control flow graphs and related information, yet approximate matching of program structure has shown to be expensive in 
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runtime costs. Poor performance in execution speed has resulted in the absence of approximate matching in endhost malware 
detection. 

To hinder the static analysis necessary for control flow analysis, the malware's real content is frequently hidden using a 
code transformation known as packing. Packing is not solely u sed by malware. Packing is also u sed in software protection 
schemes and file compression for legitimate software, yet the majority of malware also uses the code packing transformation. 
In one month during 2007, 79% of identified malware was packed. Additionally, almost 50% of new malware in 2006 were 
repacked versions of existing malware. 

Unpacking is a necessary component to perform static analysis and to reveal the hidden characteristics of malware. In the 
problem scope of unpacking, it can be seen that many instances of malware u tilise identical or similar packers. Many of 
these packers are also public, and malware often employs the u se of these public packers. Many instances of malware also 
employ modified versions of public packers. Being able to automatically unpack malware in any of these scenarios, in 
addition to unpacking novel samples, provides benefit in revealing the malware’s real content – a necessary component for 
static analysis and accurate classification. 

Automated unpacking relies on typical behaviour seen in the majority of packed malware – hidden code is dynamically 
generated and then executed. The hidden code is naturally revealed in the process image during normal execution. 
Monitoring execution for the dynamic generation and execution of the malware’s hidden code can be achieved through 
emulation. Emulation provides a safe and isolated environment for malware analysis. 

 
 

II. PROBLEM DEFENITION 

A malware classification system is assumed to have advance access to a set of known malware. This is for construction of 
an initial malware database. The database is constructed by identifying invariant characteristics in each malware and 
generating an associated signature to be stored in the database. After database initialization, normal use of the system 
commences. The system has as input a previously unknown binary that is to be classified as being malicious or non 
malicious. The input binary and the initial malware binaries may have additionally undergone a code packing transformation 
to hinder static analysis. The classifier calculates similarities between the input binary and each malware in the database. The 
similarity is measured as a real number between 0 and 1 – 0 indicating not at all similar and 1 indicating an identical or very 
similar match. This similarity is a based on the similarity between malware characteristics in the database. If the similarity 
exceeds a given threshold for any malware in the database, then the input binary is deemed a variant of that malware, and 
therefore malicious. If identified as a variant, the database may be updated to incorporate the potentially new set of generated 
sign atures associated with that variant. 

Static analysis incorporating n-grams, edit d istances, API call sequences, and control flow  have been proposed to detect 
malware and their polymorphic variants. However, they are either ineffective or inefficient in classifying packed and 
polymorphic malware. A malware's control flow information provides a characteristic that is identifiable across strains of 
malware variants. Approximate matchings of flowgraph based characteristics can be used in order to identify a greater 
number of malware variants. Detection of variants is possible even when more significant changes to the malware source 
code are introduced. Control flow has proven effective, and fast algorithms have been proposed to identify exact isomorphic 
whole program control flow graphs and related information, yet approximate matching of program structure has shown to be 
expensive in runtime costs. Poor performance in execution speed has resulted in the absence of approximate matching in 
endhost malware detection. 

Malware detection has been investigated extensively, however shortcomings still exist. For modern malware classification 
approaches, a system must be developed that is not only effective against polymorphic and packed malware, but that is also 
efficient. Unless efficient systems are developed, commercial Antivirus will be unable to implement the solutions developed 
by researchers. We believe combining effectiveness with real-time efficiency is an area of research which has been largely 
ignored. For example, the malware classification investigated in has no analysis or evaluation of system efficiency. We 
address that issue with our implementation and evaluation of Malware system as well as malware detection in email. 

 
 

III.  OUR APPROACH 

In this project, which employs both dynamic and static analysis to classify malware. Entropy analysis initially determines 
if the binary has undergone a code packing transformation. If packed, dynamic analysis employing application level 
emulation reveals the hidden code using entropy analysis to detect when unpacking is complete. Static analysis then identifies 
characteristics, build ing signatures for control flow graphs in each procedure. The similarities between the set of control flow 
graphs and those in a malware database accumulate to establish a measure of similarity. A similarity search is performed on 
the malware database to find similar objects to the query. 

 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 7, July 2014, Pg: 69-73 
 
 

Vandana V P,IJRIT           71 
 

 
Fig. 1. Block diagram of the malware classification system 

 
Two approaches are employed to generate and compare flowgraph signatures. The system design is presented in figure. 

Two flowgraph matching methods are used to achieve the goal of either effectiveness or efficiency. A brief introduction is 
provided here.  

Exact Matching: An ordering of the nodes in the control flow graph is used to generate a string based signature or graph 
invariant of the flowgraph. String equality between graph invariants is used to estimate isomorphic graphs. 

Approximate Matching: The control flow graph is structured in this approach. Structuring is the process of d ecompiling 
unstructured control flow into higher level, source code like constructs including structured cond itions and iteration. Each 
signature representing the stru ctured control flow is represented as a string. These sign atures are then used for querying the 
database of known malware using an approximate dictionary search. A similarity between flowgraphs can subsequently be 
constructed using the edit distance. 

A network defender encounters different classes of threat actors with varying intents and capabilities. Conventional 
computer network attacks exploit network-based listening services such as Web servers, whereas targeted attacks often 
leverage social engineering through vehicles such as email. Email is especially dangerous because nearly all organizations 
allow email to enter their networks. 

 
Fig. 1. Block diagram of the email classification process 

 
Privacy concerns make it difficult to obtain legitimate email for analysis, and to further complicate matters, datasets 

sometimes lack email header information or are sanitized to the point where useful information is lost. The complete dataset 
consists of three classes of emails: non-targeted malicious email (referred to as NTME1), targeted malicious email (referred 
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to as TME1), and an evaluation set containing both TMEs and NTMEs (referred to as TS1). We used NTME1 and TME1 to 
construct the TME-filter technique and TS1 for evaluation. 

 

IV.  SYSTEM DESIGN AND IMPLEMENTATION 

 
A. Identifying Packed Binaries Using Entropy Analysis 

Malwise performs an initial analysis on the input binary to determine if it has undergone a code packing transformation. 
Entropy analysis, is used to identify packed binaries. The entropy of a block of data describes the amount of information it 
contains. 

Compressed and encrypted data have relatively high entropy. Program code and data have much lower entropy. Packed 
data is typically characterised as being encrypted or compressed, therefore high entropy in the malware can ind icate packing. 
An analysis most similar to Uncover  is employed. 

Identification of packed malware is established if there exists sequential blocks of high entropy data in the input binary. 
Further refinements to this approach are proposed in. In our work, false positives only impact upon efficiency and not 
effectiveness. 

 
B. Application Level Emulation 

Automated unpacking requires malware execution to be simulated so that the malware may reveal its hidden code. The 
hidden code once revealed is then extracted from the process image. Application level emulation provides an alternate 
approach to whole system emulation for automated unpacking. 

Application level emulation simulates the instruction set architecture and system call interface. In the Windows OS, the 
officially supported system call interface is the Windows API. 

 
C. Entropy Analysis to Detect Completion of Hidden Code Extraction 

Detection of the original entry point (OEP) during emulation identifies the point at which the hidden code is revealed and 
execution of the original unpacked code begins to take place. 

 
D. Static Analysis 

The static analysis component of Malwise proceeds once it receives an unpacked binary. The analysis is used to extract 
characteristics from the input binary that can be used for classification. The characteristic for each procedure in the input 
binary is obtained through transforming its control flow into compact representation that is am enable to string matching. 
This transformation, or signature generation. 

 
E. Malware Classification Using Set Similarity 

To classify an input binary, the analysis makes use of a malware database. The database contains the sets of flowgraph 
signatures, represented as strings, of known malware. To classify the input binary, a similarity is constructed between the set 
of the binary’s flowgraph strings and each set of flowgraphs associated with malware in the database. 

To construct the similarity between the two sets of flowgraph strings we construct an assignment between the strings from 
each set. For exact matching, the assignment is based on string equality. For approximate matching, a greedy assignment is 
made for the best approximate matching string where the similarity ratio is above 0.9. 

 
F. Dataset Construction 

Typically, the datasets used to evaluate email-filtering techniques are incomplete or are an amalgamation of several 
different datasets. For example, the PU1 and ling-spam corpora, commonly used for evaluating the performance of spam 
filters, are made up of known spam and known legitimate emails from different sources.6 Privacy concerns make it difficult 
to obtain legitimate email for analysis, and to further complicate matters, datasets sometimes lack email header information 
or are sanitized to the point where useful information is lost. Our study had to use full and complete emails, because a critical 
goal was to measure the added value of leveraging features of malicious email that are persistent threat and recipient oriented. 

 

V. CONCLUSION 

Malware can be classified according to similarity in its flowgraphs. The  malware classification can be performed using 
either the edit distance between structured control flow graphs, or the estimation of isomorphism between control flow graphs. 
. We implemented and evaluated these approaches in a fully functionaly system. The automated unpacking was demonstrated 
to work against a promising number of synthetic samples using known packing tools, with high speed. It was shown that our 
system can effectively identify variants of malware in samples of real malware. And also shown that there is a high probability 
that new malware is a variant of existing malware. This is also to develop classification methods, using persistent threat and 
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designed to detect targeted malicious email. Finally, it was demonstrated the efficiency of unpacking and malware 
classification warrants Malware system as suitable for potential applications including desktop and Internet gateway and 
Antivirus systems. 
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