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Abstract: Wormhole attack has been stated as a significant attack, which involves the recording of packets at 

certain location by the attacker on one hand, and tunnels these recorded packets to another location on the other 

hand. However, the tunneling/retransmitting of bits seems to be done selectively. Further, from the wireless sensor 

network viewpoints, Wormhole attack is a stated as a significant threat. WSN is an autonomous collection of nodes 

and there is no fixed infrastructure, so it is more vulnerable to attack. As it does not require compromising a sensor 

in the network rather, and it could be performed even at the initial phase when the sensors start to discover the 

neighboring information. Taking the case of any particular node, which broadcasts the routing request packet, 

because only then the attacker able to receive this packet and then replays it in its neighborhood. Each neighboring 

node that receives this replayed packet will consider itself to be in the range of that Node, and will spot this node as 

its parent. Hence, even if the victim nodes are multi-hop apart from that node, attacker in this case convinces them 

that the node is only a single hop away from them, and therefore produces a wormhole. The proposed work is about 

the prevention of the network from the wormhole attack. In this work, a simulation based mechanism is presented 

to secure the communication between source and destination. 
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1. Introduction of Wormhole attack 

 

The wormhole attack is a severe threat against packet routing in sensor networks that is particularly challenging to 

prevent. In the wormhole attack, an adversary receives packets at one location in the network and tunnels them to 

another location in network, where the packets are resent into the network to consume the bandwidth. The wormhole 

attack would involve two distant malicious nodes colluding to undertake their distance from each other by relaying 

the packets along an out-of-band channel which is available only to the attackers. Thus, a false route would be 

established by the attackers which would shorten the hop distance between any two non-malicious nodes.Wormhole 

attacks can also cause Denial-of-service through unauthorized access, Data Traffic, and routing disruptions. The 

malicious node(s) can add itself in a route and then drop the data packets. Denial of service can prevent the 

discovery of legitimate routes and unauthorized access could allow access to wireless control system that is based on 

physical proximity [1,2]. 
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Figure 1:  Wormhole Attack 

 

1.1 Wormhole Attack Modes: 

� Wormhole with high power transmission: In this mode, when attacker node gets a RREQ, it broadcasts the 

RREQ at a high power level towards the destination. By this method, the malicious mode attracts the 

packets to follow path passing from it [3] 

� Wormhole using encapsulation: When the source node broadcast the RREQ packet, a malicious node which 

is at one part of the network receives the RREQ packet. Then it tunnels that packet to a second malicious 

node via legitimate path only, it then rebroadcasts the RREQ [7] 

� Wormhole using out of band channel: This mode for wormhole attack involves the use of an out of band 

channel. In this mode, an out-of-band high bandwidth channel is placed between two end points to create a 

wormhole link. 

� Wormhole using Packet Relay: In this mode also, one malicious node replays packets between two far 

nodes and this way fake neighbors are created. 

 

1.2 Types of Wormhole Attack 

� Open wormhole attack: In the open wormhole attack, the attackers include themselves in the RREQ packet 

header in the route discovery stage. Other authentic nodes are aware that the two colluding parties lie on the 

path but they would think that they are direct neighbors. 

� Half open wormhole attack: One side of the wormhole does not modify the packet and only another side 

modifies the packet, following the route discovery procedure. Closed wormhole attack: The attackers do 

not modify the content of the packet in a route discovery. Instead they simply tunnel the packet from one 

side of the wormhole to another side and it rebroadcasts the packet [10] 

 
Figure 2: Types of Wormhole Attack 

 

1.3 Key Management: Key management is important to ensure integrity of sensor data and secure communication 

through cryptographic technique. Sensor network dynamic structure, easy node compromise and self organization 

property increase the difficulty of key management and bring a broad research issues in this area. The key 

management uses key pre-distribution scheme, and localized encryption and authentication protocol [8,9] 

 

1.4 LEAP (Localized Encryption and Authentication Protocol): Similar LEAP is a key management protocol for 

WSNs that is designed to support in-network processing, while at the same time restricting the security impact of a 

node compromise to the immediate network neighborhood of the compromised node. In Figure 5, LEAP uses four 

types of keys which are individual key, pair-wise key, cluster key, and group key. 
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Figure 5: Structure of LEAP 

 

• Individual Key: Every node has a unique key that it shares pair-wise key with the base station. This key is 

generated and preloaded into each node prior to its deployment. The individual key  for a node u is 

generated as follows: 

 

where f is pseudo-random function,  means encrypting message K with key k, and is a master key 

known only to the controller. The individual key is used to secure Communication between a node and the 

base station. 

• Pair-wise Key: Every node shares a pair-wise key with each of its immediate neighbors. In LEAP, pair-

wise keys are used for securing communications that require privacy or source node authentication. To 

establish a pair-wise key, node u derives a master key using the pre-loaded key and broadcast a HELLO 

message which contains its ID. Each neighbor v responds with an ACK message including the ID of node v 

and the message authentication code (MAC). The node u computes its pair-wise key as follow: 

 

• Cluster Key: A cluster key is a key shared by a node and all its neighbors, and it is mainly used for 

securing locally broadcast message. A node u generates random key K and encrypts K using pair-wise key. 

Then, it sends the computed key to neighbors.              

• Group Key: A group key is pre-loaded into every node prior to its deployment. This key is a globally 

shared key that is used by the base station for encrypting messages that are broadcast to the whole group.  

 

1.5 Cryptography and Authentication: In many applications, nodes communicate highly sensitive data. Therefore, 

WSNs need cryptography and authentication protocols as protection against eavesdropping, injection, and 

modification of packets Data encryption and node authentication are the main defenses against attack. Cryptography 

is the basic encryption method used in implementing security. Symmetric key cryptography uses the same key for 

encryption and decryption. Another type of encryption method, asymmetric or public key cryptography uses 

different keys to encrypt and decrypt. On one hand, asymmetric key cryptography requires more computation 

resources than symmetric key cryptography does, on the other hand, symmetric key cryptography are difficult for 

key deployment and management. Cryptographic methods used in WSNs should meet the constraints of sensor 

nodes and be evaluated before choosing. Two types of cryptography schemes [11] are: 

 

1) Cryptography Evaluations: To evaluate the computational overhead of cryptographic algorithms, 

Ganesan, et al. chose RC4, RC5, MD5 and SHA1 as the popular symmetric encryption and hashing 

function schemes. Experimental measurements indicate uniform cryptographic cost for each encryption 

class and each architecture class and negligible impact of caches. 

2) Cryptography Architectures: Most asymmetric cryptography architectures balance the overheads 

between sensors and base stations. Some approaches adopt both asymmetric and symmetric cryptography 

to ease the overheads. Cryptography selection is fundamental to providing security services in WSNs. 

Private Key operations in asymmetric cryptography schemes are still too expensive in terms of computation 
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and energy cost for sensor nodes, and still need further studies. Symmetric key cryptography is superior to 

public key cryptography in terms of speed and low energy cost. 

 

2. Literature Survey:  
 

In [4], a distributed approach is presented to detect the hidden wormhole node. Hidden wormhole attack, can be 

mounted easily and can be immune to cryptographic techniques. They distort the network topology, and degrade the 

performance of applications such as data collection and localization. Unfortunately, most state-of-art wormhole 

detection algorithms are not practicable. They observed and proved that, nodes attacked by the same wormholes are 

either 1-hop or 2-hop neighbors, or it can be 3 nodes, which are non-1-neighbors, in the intersection of two 

neighbors.  

In [5], According to the author, the wormhole attack is detected by verifying the authentication details of the nodes 

in the route which is done by the zone leaders in the destination groups of the proposed technique. If any node is 

found without digital signature or false digital signature in the data packet, the data packet is taken as untrusted 

packet and a request is sent to the source node from zone leaders to send the data packet in the new route. 

In [6], Time of Flight is a technique used for prevention of wormhole attacks. This technique calculates the round-

trip journey time of a packet and with the help of acknowledgement, it estimate the distance between the nodes 

based on this time, which conclude whether the estimated distance is within the maximum possible communication 

range or area. If there is any malicious node involved, packets do not travel further. Singla et al. [16] presented a 

critical review of literature to introduce security in WSN.  

 

3. Problem Domain 

 

WSN is an autonomous collection of nodes and there is no fixed infrastructure, so it is more vulnerable to attack and 

the problems related to the routing and security. Security is a primary concern in almost all the application scenarios 

and in order to provide the secure communication between the mobile nodes. The open and dynamic nature of WSN 

makes it more vulnerable to attacks and cripples many WSN operations. Security plays an important role in WSN 

because of its inherent vulnerabilities. The research problem is how to provide security protection to the network. 

The major challenges include dynamictopology, decentralized control, limited resources, and the lack of information 

disseminationcontrol.[13,14,15] 

 

4. Proposed research methodology 

 

The proposed work is about the prevention of the network from the wormhole attack. In this work, a mechanism is 

presented to secure the communication between source and destination. As the node has to start the 

communication, it first starts with the neighbor discovery from the neighbor list. It first generates the “Hello” 

message and encrypts it using the secret key. The encryption technique is used to prevent the network from the 

wormhole attack. As the neighboring node receives this message, the node will decrypt it using the same secret key 

and send the acknowledgement back to the sender. If the node is not authentic, it will remove its entry from the 

neighbor list. After the neighbor discovery if sends the RREQ to its immediate neighbors from the neighbors list to 

have the route to the destination. As the RREQ reaches the destination, it will generate a RREP message and 

unicast it to the source node. 

 

The packet format of the HELLO packet, RREQ and RREP message is: 

HELLO ( Source , Destination , Source Hash , Dest Sequence , Secret Key ) 

RREQ ( Source, Destination, Source Hash, Encrypt [ Secret Key ], Secret Key of Src ) 

RREP ( Source , Destination, Source Hash, Encrypt [ Secret Key ], Secret Key of Src ) 
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To check the authentication of the node, it will also check the response time of the node. If the response time is 

greater than the threshold then also it excludes the node from the list. The complete process is repeated node by 

node till the destination node is achieved. 

 

5. Simulation Environment 

 

Here the basic parameters of the proposed approach are presented respective to the simulation environment. The 

approach is implemented with NS2 simulator and the xgraph is used as the tool for the analysis. 

The mobile Adhoc network of 36 nodes is constructed in the NS2 with the boundary area of 800m X 800m with the 

use of Tcl script. The nodes are mobile with the initial energy, speed and threshold energy as shown in the table 

below.  

 

Table 7.1 A Simulation environment 

PARAMETER VALUE 

Traffic Type  TCP , UDP 

Number of Nodes  36 

Area Covered  800 X 800 

Speed of the Node’s  1,2 m/s 

Simulation Time  25 sec 

Nodes Initial Energy  0.5 watts 

Mobility Type  Critical Mobility 

Threshold Energy of Node's  1.42681E-12 

 

7.3 Simulation Analysis 

We performed the implementation of our proposed system for wireless sensor network over ns-2 and it is analyzed 

that said system gives best results. Following are sample screenshots (Figure 1- 8) for the simulation results with this 

research work which are showing the detailed representation of such mechanisms.  
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Figure 1: Forwarding the HELLO packets 

The above simulation scenario shows the forwarding of the HELLO packets to its one hop nodes. This discovery 

happens when the neighboring nodes are within the signal range of the source nodes. The HELLO packet acceptance 

at the one hop neighbor nodes leads to the addition of the neighbors to the routing table of the source nodes. This 

process continues until all the nodes are covered in the simulation scenario. 

 

Figure 2: Sending the RREQ packet 

The nodes are sending the RREQ packet for the route discovery of the destination after the neighbor discovery. The 

source sends the RREQ packet to its neighboring nodes which into rn, sends the packet to their neighboring nodes, 

till the RREQ packet reaches the destination. 
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Figure 3: Tunneling the RREQ packet 

The wormhole node makes it available to most of its neighboring. The wormhole node becomes the one hop 

neighbors to most of its neighboring nodes. The source node transfers data through the wormhole node to the 

destination. The wormhole node makes use of the tunnel to transfer the data. The tunnel created by the pair of 

wormhole nodes is called wormhole tunnels which causes late delivery of the data and overall incurs the energy 

losses in the network 

 

Figure 4: The wormhole node dropping the data 

The wormhole node transfers the data through the tunnel thus, in this process it put large number of the data packet 

in its queue to process the large number data and while processing all the data it drops the data packet beyond its 

queue size. Thus, the wormhole node drops data constantly while they are effective in the network. 
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Figure 5: The node transferring the data without wormhole 

The nodes transferring data without wormhole nodes make the smooth passage of the data in the adhoc network 

environment. The data drop in this process is very negligible. The source can easily send data without any late 

delivery and packet loss. This scenario is very reliable to send the data from the source to the destination nodes. 

 

 

Figure 6: The comparison of the throughput 

The above compared throughput are of the scenario’s when there is no wormhole node present in the network which 

is represented in green while the red curve represents the throughput after the intrusion in the network i.e the packet 

losses during the wormhole attack decreases the throughput of the network which is caused by the packet losses 

incurred on the wormhole nodes. 
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Figure 7: The comparison of the packet drop 

The above graph shows the number of packets droppped during the wormhole attack which is represented in red. 

The other losses in the network are very less and negligible as compared to the wormhole packet losses thus they are 

represented in green. 

 

 

Figure 8: The comparison of the packet delivery ratio 

The packet delivery ratio touches a new low when the wormhole nodes are effective in the network thus, the 

delivery of the packets are affected when the wormhole nodes put the packets in the queue and also when it drops 

the packets. 

6. Conclusion 

 

In this paper we propose a solution to prevent the network against wormhole attack. In this we use a secret key, 

which is used for encryption and decryption of hello packets. Because of this only authentic nodes will remain in the 

network, non-authentic nodes (wormhole node) will be discarded. As a result communication can take place only 
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between the trusted nodes. So malicious node cannot enter into system and communication is secured. In this work, 

it is aimed to analyze a WSN system, and a pair of wormhole nodes is selected for performing wormhole activity. 

The behavior of WSN system is analyzed in terms of throughput, packet drop and the packet delivery ratio using 

simulation. In doing so, the system analysts and professionals can better able to understand the behavior of the 

system more easily. The findings of the study indicate that the used simulation approach can be considered very 

useful in preventing the WSN network against wormhole attack, and results in enhanced efficiency. 
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