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Abstract 

Software testing is done to check the quality of the product or service under test. Test techniques include the process of executing a 
program or application and finding software bugs (errors or other defects). Software testers face great challenge in testing Web Services 
(WS) especially when integrating to services owned by other vendors. They must deal with the diversity of implementation techniques used 
by the other services. However, testers are in lack of software artifacts, the means of control over test executions and observation on the 
internal behavior of the other services. An automated testing technique must be developed to be capable of testing nonintrusively and no 
disruptively. Addressing these problems, this paper proposes a collaborative testing tool called COWST in which test tasks are completed 
through the collaboration of various test services that are registered, discovered, and invoked at runtime using the ontology of software 
testing. The ontology can be extended and updated so that it can support a wide open range of test activities, methods, techniques, and 
types of software artifacts. Experimental evaluation of the framework has also demonstrated using a Travel Agency Service. 

Keywords- Software testing, testing tool, web services. 
 
 

I.  INTRODUCTION  

 Web services have become increasingly popular and a larger number of companies have moved to solutions based on 
Service Oriented Architecture and Web Services. The past few years have seen a rapid growth in the development of Web 
Services (WS) techniques and application to an increasingly wide range of domains.  

Web services use XML to describe their interfaces and to encode their messages. However, XML by itself does not ensure 
effortless communication. The applications need standard formats and protocols that allow them to properly interpret the 
XML. Hence, the following XML-based technologies have emerged as the de facto standards for Web services:  

• Simple Object Access Protocol (SOAP) establishes a common format for addressing messages and defines a standard 
communications protocol for Web services.  

• Web Services Description Language (WSDL) defines a standard mechanism to describe a Web service.  
• Universal Description, Discovery and Integration (UDDI) provide a standard and uniform mechanism to register and 

discover Web services. 
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Figure 1.  Service Oriented Architecture 

The research on testing Web Services (WS) has been growing rapidly in recent years. Most research efforts fall into the 
following classes:  

 
• Generation of test cases 
• Generation of test bed  
• Checking the correctness of test outputs 
• Testing tools 

 
However, despite the advances made in the past few years, great challenges remain. In particular, it is still an open 

question how to cope with the following difficult issues in WS testing.  
 

The lack of software artifacts: A service oriented application commonly consists of parts (i.e., services) owned by many 
different stakeholders. Thus, typically, developers of a part have no access to the design document, source code, even the 
executable code of the other parts. These software artifacts are crucial to perform test activities efficiently and effectively.  
The lack of control over test executions: A service oriented application is intrinsically distributed, and typically contains parts 
running on hardware owned by other stakeholders. Thus, a tester often lacks control over the executions of the other owner’s 
parts.  
The lack of a means of observation of internal behavior: Another consequence of distributed ownership in service-oriented 
applications is that testers often lack the means to observe the internal behaviors of the components owned by other vendors. 
It is widely recognized that a testing technology for WS must also meet the following requirements:  
Capability of dealing with diversity: The distributed and shared ownership of services also implies that the parts of a service-
oriented application may operate on a variety of hardware and software platforms with different deployment configurations 
and delivering services of differing quality. Testing has to be performed in a heterogeneous environment. On the other hand, 
different service requesters may well have different test requirements to meet their own business purposes. Testing must deal 
with all such varieties and their combinations.  
Capability of testing on-the-fly: A typical scenario of service-oriented computing is that a service requester searches for a 
required function in a registry, and then dynamically links to the service and invokes it. It is widely believed that testing 
before the invocation is necessary especially in mission critical applications. Such testing, called testing on-the-fly, differs 
from traditional integration testing due to the fact that the time of testing is just before the invocation while all parts to be 
integrated are already in operation.  
Capability of testing non-intrusively and non-disruptively: A consequence of testing on-the-fly is that, from a service 
provider’s point of view, the test invocations of a service must be distinguished from the real ones so that the normal 
operation of the service is not interrupted by test activities. On the other hand, from a client’s point of view, test invocations 
should also be distinguished from real ones so that they do not actually receive the real services and do not pay for such test 
invocations as real services.  
Capability of full automation: The requirement of testing on-the-fly eliminates the possibility of manual testing. Thus, all test 
activities must be performed automatically.  
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It has been recognized that to address all these issues, testing WS should be a collaborative effort contributed to by all 
stakeholders. In this paper, we present COWST in which testing activities are accomplished through interactions among 
multiple participants. All web application can be tested using this tool by providing its URL. Client can test by choosing the 
appropriate service method. 

We developed a Web application of Travel Agency Service as a running example to check the performance of the tool, 
COWST. It contains different web services like Hotel, Vehicle and User Services. We can provide the URL of this 
application to the tester and can test the particular method which is there in the appropriate service. Thus this paper presents a 
Windows Application which is the Testing Tool and a Web Application, the Travel Agency Service. 

 

II.  LITERATURE  SURVEY 

There are other frameworks for collaborations in testing WS proposed in the literature. Since 2003, Tsai et al. and students 
have advanced a framework of collaboration for WS testing. In 2003, a framework was first proposed, which consists of three 
types of elements: 1) test masters generate test cases based on test scenarios; 2) test agents invoke services using test cases 
generated by test masters; 3) monitors catch the data passed between WS and reports state changes to test agents. Tsai et al. 
soon realized that existing UDDI is insufficient to support collaborative testing in their framework and proposed an extension 
to the function of UDDI to enable collaboration. They proposed to add check-in and check-out services to UDDI servers so 
that a service is added to UDDI registry only if it passes a check-in test. A check-out testing is performed every time the 
service is searched for. A service is recommended to a client only if it passes the check-out test. To facilitate such tests, they 
require test scripts being included in the information registered for the WS on UDDI. In, Tsai et al. went further to investigate 
the problem how to select a service from a large number of candidates by testing. They developed a test case ranking technique 
to improve the efficiency of group testing. More recently, in 2007 and 2008, the notion of test broker mentioned in was further 
developed and a prototype implementation was reported. Test brokers in their framework are much more complicated than our 
paper and aim to achieve many more functions, which include generating test cases, submitting test cases to the WS, 
coordinating tester and functional services, registering testers and recording the performance of testers, monitoring services, 
and keeping a repository of tests performed for the evaluation of services and testers, etc. A fundamental difference between 
Tsai et al’s framework and our framework is that they do not use ontology as the definition of the semantics of messages. 
Search for test services relies on keyword matching. Thus, the framework is weak in dealing with semantic complexity of 
software testing tasks and its components are more complex without employing semantic WS technology. Another difference 
is that they do not use knowledge of software testing process to generate test plans. Moreover, their components are not 
services. In particular, they invoke the real services for testing rather than employ service specific test services. 

The framework presented in this paper had its inception in 2006 based on the author’s previous work on agent-based 
approach to testing web-based systems. A preliminary implementation and case study of the framework was reported in 
without details about the test broker and ontology management service. “Collaborative Testing of Web Services” by Hong 
Zhu and Yufeng Zhang presented a framework which is the backbone of this paper. This approach differs from the others in 
that it implements collaborative testing of WS within the framework of service oriented architecture using ontology and also 
the concept of T-services. In this framework, various testing functions are provided by T-services, such as generating test 
plan and test cases, invoking test executions, collecting test results, checking output correctness, measuring test adequacy and 
coverage, and so forth. The collaborations between them are autonomous rather than enforced. That is, what to test and how 
to test is the choice of the service requester, and what and how to fulfill a client’s test request is the choice of test service 
provider. A T-service requester need to search for T-services, negotiate the cost of test, select a T-service provider and invoke 
the T-service at runtime. The test activities are then performed by a T-service provider. 

 

III.  REQUIREMENTS  AND ANALYSIS 

In this paper, a collaborative testing tool for web services is developed. Using this, we can test any web application. 
The existing system must:  
1. Develop a service for test executions of a WS, and composing existing test services for more complicated testing tasks.  
2. Most existing works on WS testing are complementary to our framework in the sense that their methods, techniques, and 
tools can be implemented as T-services.  
3.The following existing concept must under tight control so that the registration, discovery, and invocation of existing T-
services are not affected by changes to the ontology, 

• Extension  
• Revision  
•  Deletion  
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4. Existing UDDI is insufficient support for collaborative testing in their framework.  
There are some drawbacks for this existing system:  

• There is no extra-burden on UDDI servers.  
• The testing process is very slow because using complementary WS testing to framework.  
• The extension, revision, and deletion concepts are tight control for testing services.  

The proposed system comprises:  
� The key notion of the framework is test services (T-service in short), which are services designated to perform 

various test tasks.  

� A T-service could be provided by the same organization of their normal services or by a third party that is 
independent of the normal service provider but specialized in testing.  

� Software testing ontology is proposed in based on the ontology developed. It was adapted for WS testing. Concepts 
in STOWS are classified into three categories:  

o Elementary concepts  
o Basic testing concepts  
o Compound testing concepts  

 
The advantages are:  

1. An advanced framework of collaboration for WS testing.  
2. A framework was first proposed, which consists of three types of elements:  

a. Test masters generate test cases based on test scenarios.  
b. Test agents invoke services using test cases generated by test masters.  
c. Monitors catch the data passed between WS and reports state changes to test agents  

Service Specific T-Services: For the sake of clarity, we use functional service (or F-service in short) to denote the normal 
services in the sequel. Ideally, each F-service should be accompanied with a special T-service so that test executions of the F-
service can be performed by the corresponding T-service. Thus, the normal operation of the original F-service is not 
disturbed by test requests and the cost of testing are not charged as real invocations of the F-service. The F-service provider 
can distinguish real requests from the test requests so that no real world effect is caused by test requests. To ensure that the 
testing carried on a T-service faithfully represents the functional services, the following two principles should be observed in 
the design and implementation of T-services. 

1. A T-service should act in the same way as its functional service as much as possible so that the T-service passing a 
test implies that the F-service is also correct on the test case.  

2. A T-service should have a “firewall” so that effects on the real world are stopped and the normal operation of the F-
service is not disrupted.  

General Purpose Testers: Besides the service specific T-service that accompanies an F-service, a test service can also be a 
general purpose test tool that performs various test activities, such as test planning, test case generation, and test result 
checking, etc. A general purpose T-service can be specialized in certain testing techniques or methods. For the sake of 
convenience, such general purpose T-services are also called general testers in the sequel to distinguish them from service 
specific T-services.  
Test Brokers: One particular type of general purpose T-services that will greatly improve the collaboration between the parties 
involved in WS testing is test broker. Test tasks are usually too complicated to be performed directly by one T-service. A 
solution to this problem is to introduce test brokers, which compose and coordinate other T-services to carry out test tasks. 
Typically, there are multiple test brokers; for example, each specializes in one type of testing processes. As a coordinator, a test 
broker receives test requests, decomposes the task into subtasks and generates test plans, searches for capable testers for each 
subtask, invokes testers and returns test results to users. It controls the process of testing. A test broker not only bridges the gap 
between the users and testers, but can also monitor the dynamic behaviors of T-services and keep a repository of tests 
performed on each service for future choices of T-services and optimization of test efforts. 
Registry and Matchmaker: In our framework, T-services interoperate with each other via SOAP messages. They need to 
advertise their service descriptions in a service registry to be discovered and invoked at runtime to achieve testing on-the-fly 
with a high degree of automation. Because of the complexity of the semantics of the service descriptions, we use Semantic 
WS registry to register T-services, which is composed of a UDDI registry and a Matchmaker. 
Software Testing Ontology for WS: It is proposed based on the ontology developed. It was adapted for WS testing. Its concepts 
are classified into three categories: elementary concepts, basic testing concepts, and compound testing concepts. The 
elementary concepts are those general concepts about computer software and hardware based on which testing concepts are 
defined. They include the simple objects involved in software testing, such as the types of Hardware and Software artifacts and 
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their Format, etc. The basic testing concepts include Tester, Artifact, Activity, Context, Method, and Environment. These basic 
concepts are combined together to express compound testing concepts, which include Task and Capability. The following 
describes the concepts one by one. 

The block diagram of the entire system will be as shown in the Fig 2.  
Composition of T-Services Using Brokers: The interactions among T-services can be complicated. The composition of T-
services is a key technical issue for the success of the framework. One of the most promising mechanisms of service 
collaboration is service brokers. However, different from the approach taken, our test brokers do not play the role of registry. A 
test broker is just a T-service composition and itself is a T-service as well. There may be multiple test brokers owned by 
different vendors. 

 
 

Figure 2.  Block diagram of the collaborative testing of WS   

 
Figure 3.  Structure of a Testing Tool  

We have developed a prototype test broker to demonstrate the feasibility of the approach. Fig. 3 shows the structure 
of our prototype test broker which is the testing tool. It receives test tasks from service requesters, decomposes a test task into a 
sequence of subtasks, sets a test plan, searches for other T-services capable of performing the subtasks, and then invokes the T-
services according to the plan to carry out the subtasks and passing information between them. Finally, it assembles the results 
from the services and reports to the service requester. The broker is composed of the following four modules.  
Communication Module provides an interface to the users. It receives test requests in the form of test tasks and sends out test 
results also in SOAP format. It transfers test tasks to Task Analyzer and gets test results from the Task Execution Module. 
Failures to fulfill test requests are also reported to the requesters through this module. 
 
Task Analyzer decomposes a test task into several subtasks and produces test plans according to codified knowledge of 
software testing processes. It also keeps the track record of test plan executions for each task so that back tracking can be made 
when a subtask fails. Tester Search Module searches for testers for each subtask in the test plan generated by the Task 
Analyzer. A failure to find a suitable tester for a subtask is reported to the Task Analyzer and an alternative test plan may be 
generated or the whole testing process fails.  
 
Task Execution Module executes the test plan by invoking the testers and passing information between them. A failure to carry 
out a subtask is reported to the Task Analyzer and an alternative tester will be employed if any, or an alternative test plan is 
generated if possible. Otherwise, the whole testing process fails.  
The knowledge-base of software testing processes plays a central role in the test plan generation. It can be considered as a finite 
set of templates of test plans with parameters like task, input, and output artifacts. A test task is then checked against the 
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templates one by one and a test plan is produced by instantiating the template when a match is found. Each template can be 
regarded as a collaboration pattern of T-services. They can also be regarded as heuristic rules about how to compose and 
coordinate T-services. This significantly reduces the size and complexity of the space in which T-services are searched for and 
combined. Therefore, the complexity of T-service composition and collaboration can be reduced.  
         The different testing specifications include: 

• COWST Functional Testing: It is an automated functional solution for Web, SOA and packaged applications. It 
provides testers to automatically create Web service test methods, utilizing WSDL files which are automatically 
parsed to generate Web service requests. Testers can test multiple Web service requests, parameterize data inputs, run 
their test methods and analyze results. 

• COWST Load Testing: It tests for Web, SOA and packaged applications – simulate thousands of concurrent users and 
analyze application performance. Testers can configure one or more methods to run with hundreds or thousands of 
concurrent users to assess performance.  

• COWST Test Manager: It provides a complete test process management solution –using a central repository to 
improve the effectiveness of your test process. 

• COWST Application Testing Suite: It enables testers to quickly and easily incorporate overall testing activities, 
without the need to learn multiple products or develop alternate test methodologies. 
 

        Fig. 4 shows the program flowchart for the working of the testing tool that the test broker (here the tool itself) interacts 
with Matchmaker and other T-services (here Service methods).  

 
Figure 4.  Program flowchart  

IV.  SYSTEM DESIGN 

The whole paper is divided into 2 modules:  
1. Client Module  
2. Test Broker Module  

 
The Client Module consists of the registration or login. Then it request and receive T-Service and Methods. Finally client 

will get the Test Report.  
The Test Broker Module contains client, Test Broker, Matchmaker, Test Generation and Test Execution. The client will 

first request the registration/login with the Test Broker (ie, Testing Tool). Test Broker will send this request to the Matchmaker 
to check whether this is a valid user. If yes, the response is send back to the Test Broker and then to the client. If the client is 
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new, first register the client, and send response to Test Broker and then to client. Next, the client will request for the T-Service 
to the Test Broker. The Test Broker will send request to Test Case Generation to generate the Service methods. The Test Case 
generator will send the collection of methods and check the appropriate client in the Matchmaker. And the Matchmaker will 
send it to Test Broker and from there to appropriate client.Thus, client will receive generated methods. The client will then 
choose the method that he/she needs. Client sends the request to the Test Broker. Test Broker will involve the test executions 
from the Test Execution part. Test Execution will execute the result and send to Test Broker, before checking the appropriate 
client from the Matchmaker. The Test Broker will convert the Test result to understandable format and send the Test Report to 
the client. The client will retrieve the Test Report. 

V. FUTURE WORK 

The test broker in the prototype is still very primitive. Further research on the design and implementation of more 
powerful test brokers will have a significant impact on the usability of the T-services. In particular, using knowledge of 
software testing processes to generate test plans seems a promising topic for further work. Therefore, a much more flexible 
and powerful test broker can be devised. Another direction to enhance the functionality of test brokers is to associate 
monitoring functions to brokers as in Tsai et al’s approach so that the previous performance of T-services can be taken into 
consideration in the selection of testers.  

An issue that has not been addressed adequately is the testing of long running processes. A simple solution could be to 
allow testers to distinguish long running processes from short running tasks either in the test request message (i.e., in the test 
task description) or in the service description (i.e., in WSDL). An upper limit to the waiting time for test result should then be 
set accordingly to avoid infinite waiting. The broker could also set different running modes for short and long running tasks. 
For the latter, the broker may generate a new thread to execute the function. The ability of broker to handle long running 
processes is related to the platform on which the broker is deployed.  

Moreover, a particular difficulty in testing WS is due to the lack of software artifacts to support test activities. The 
framework presented in this paper offers the opportunity to incorporate a trust mechanism so that design documents, source 
code, and many other types of internal information of services can be delivered to trustable T-services. Further research on 
how such a trust mechanism to interoperate with the T-services needs to be worked out in detail.  

Another hard problem to be solved is associated with the management of ontology. Due to its openness, errors due to 
update during the execution of a task may occur. How to prevent such errors and to reduce the risk is still an open question.  

Testing is one of the quality assurance activities for the development of services. It is worth investigating into how to 
extend and/or adapt the framework for a wider range of quality assurance activities such as static analysis and verification 
and dynamic monitoring of services, etc. This may need to extend the network model of WS to incorporate the internal 
structure of services.  

VI.  EXPECTED RESULT 

The task execution module of the test broker called the testers associated with each subtask according to the order given in 
the test plan. Data were passed from one subtask to another by the construction of invocation message to the testers. In 
particular, the output artifact of the first subtask was passed to the second subtask. The output of the second subtask was the 
final result of the test. It was returned to the client. The output will be in xml format. We need to convert this into easily 
understandable form. In the proposed system, along with this xml result, we will display error details if any & a user friendly 
result. 

 

VII.  CONCLUSION 

We presented service oriented testing tool for WS. In this paper, various T-services collaborate with each other to complete 
test tasks. We employ the ontology of software testing to describe the capabilities of T-services and test tasks for the 
registration, discovery, and invocation of T-services. The knowledge intensive composition of T-services is realized by the 
development and employment of test brokers, which are also T-services. We implemented the architecture in Semantic WS 
technology. This work sets a foundation for more research of automated Service Oriented Architecture (SOA) based 
applications testing, the test cases generated from this specification will reduce drastically the time it takes to generate test 
cases and test the SOA based applications. This specification addresses all kind of collaborations, especially dynamically 
invoked and freely interacting web services components. 
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