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Abstract--- In normal FH-CDMA scheme, the lengths and weights of the modulation codes and FH-patterns must be same, 

restricting the choice of modulation codes and FH-patterns to use. In order to overcome that problem and to get higher data 

rate and more spectral efficiency than normal FH-CDMA scheme “Two-level Frequency Hopping Code-Division Multiple 

Access scheme using non-orthogonal sequences was implemented, in which prime sequence/Reed-Solomon codes are 

modulated on the top of a FH-CDMA for supporting high date rates than conventional orthogonal MFSK/FH-CDMA scheme. 

The performance and spectral efficiency of Two-level FH-CDMA scheme with non-orthogonal sequences are analysed.The 

performance analysis showed that two level prime/FH-CDMA scheme increased the number of possible users and exhibited 

high data rate and more spectral efficiency than MFSK/FH-CDMA. It gives more flexibility in the design of FH-CDMA. In 

Two-Level FH-CDMA system, the weight and length of the modulation codes and FH-pattern  sequence need not to be same 

but the length of the frequency hopping pattern must be less than or equal to the length of the modulation codes. 
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1. Introduction 

The Frequency Hopping code division multiple access (FH-CDMA) gives high data and security to the data by assigning one 

hit FH pattern to each user. In the frequency hopping code division multiple access (FH-CDMA) the narrow band signal is 

transmitted over a wider bandwidth for reducing the problems of multiple channel interference and multiple channel 

interference by assigning unique Frequency hopping pattern to each user. In Two levels FH CDMA, the data rate is increased 

by transmitting non-orthogonal sequences instead of data bits but in MFSK/FH-CDMA, the data rate is increased by 

transmitting symbols instead of data bits. In Two-level FH-CDMA scheme, the prime codes are used for generating the 

modulation codes and frequency hopping patterns for transmitting sequences instead of data bits. In Two-level FH-CDMA 

scheme, the length and weights of the modulation codes and frequency patterns need not to be same but in MFSK/FH-CDMA 

scheme the length and weights of the modulation codes and frequency hopping patterns must be same.so, In Two-level FH-

CDMA there is more flexibility in selection of modulation codes and frequency hopping patterns when compared with 

MFSK/FH-CDMA scheme. By assigning unique FH pattern to each user, channel capacity is also increased when compared 

with conventional MFSK/FH-CDMA. The prime/FH-CDMA or RS/FH-CDMA schemes supported high data rare when 

compare to MFSK/FH-CDMA. In this scheme, “one-hit “FH pattern was designed in order to reduce the multiple access 

interference (MAI). In MFSK/FH-CDMA  and prime/FH-CDMA or RS/FH-CDMA schemes, the lengths and weights of the 

modulation codes and FH patterns need to be same, restricting the choice of modulation codes a. But in two- level FH-CDMA 

do not need to have the same lengths and weights of the modulation codes and FH-patterns. The only requirement is that the 

weight of the FH-pattern must be equal to the length of the modulation codes because each element of the modulation codes is 

to be conveyed by an element of FH-pattern. Therefore two-level FH-CDMA is more flexible in the selection of modulation 

codes and FH patterns when compare to MFSK/FH-CMDA and prime/FH-CDMA or RS/FH-CDMA schemes. In this paper, 

the performance of the two-level FH-CDMA over Additive Gaussian noise (AWGN) is analysed algebraically. While 

previous analyses used a constant β0 in the analysis of FH-CDMA over additive White Gaussian Noise (AWGN) channels. 

The comparison of FH-CDMA and MFSK/FH-CDMA in terms of performance and spectral efficiency is proved 

mathematically. 
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2.  FH- CDMA Scheme Description 

Conventional frequency hopped(FH) CDMA is a digital multiple access system in which individual users select one of  Q 

frequencies with in a wideband channel as carrier frequency. The pseudorandom changes of the carrier frequencies randomize 

the occupancy of a specific band at any given time, thereby allowing for multiple accesses over a wide range of frequencies. 

In a conventional FH-CDMA system, the total hopping bandwidth W is divided into Q narrow bands each of bandwidth B, 

where B=W/Q. Each of the Q bands is defined as a spectral region with a central frequency called the carrier frequency. The 

set of all possible carrier frequencies is called “hop-set.” The bandwidth B of a band used in a hop set is called the 

instantaneous bandwidth. The bandwidth of the spectrum W over which the hopping occurs is called total hopping bandwidth. 

Information is sent by hopping the carrier frequency according to the pseudorandom law, which is known to the desired 

receiver. In each hop, a small set of code symbols is sent with conventional narrow band modulation before the carrier 

frequency hops again. The time duration between hops is called hop duration or hopping period and it is denoted by the time 

duration between transmissions of two consecutive symbols is T. 

 

Fig 1: uplink transmission of FH-CDMA 

Usually in FH-CDMA frequency shift keying (FSK) is used. If in FH-CDMA system q-FSK is used, then each of the Q bands 

is divided into q sub-bands and during each hop one or several of the carrier frequencies of the sub-band with in the band can 

be sent. We shall also call each frequencies of the sub-bands within the bands can be sent. We will also call each frequency 

sub-band the transmission channel. We denote the total number of Qq of transmission channels by M. if binary FSK is used, 

M=2Q and the pair of passible instantaneous frequencies changes with each hop. At the receiver side, after the frequency 

hopping has been removed from the received signal, the resulting signal is said to be de-hopped. Before demodulation, the de-

hopped signal is applied to a conventional receiver. If another transmit in the same band at the same time in a FH-CDMA 

system, a collision can occur. Frequency hopping can be classified as slow or fast. Slow frequency hopping occurs if one or 

more q-aryl symbols are transmitted in the interval between frequency hops. Thus slow frequency hopping implies that the 

symbol rate 1/T exceeds the hopping rate 1/Tc. Fast frequency hopping occurs if there is more than one frequency hop during 

one symbol transmission time. If other users occupied the same band in the same time, the probability of incorrect 

transmission of the corresponding information symbols would become high. Therefore, it is advisable to combine frequency 

hopping with interleaving and coding. 

 

3. Two-Level FH-CDMA Scheme Description 
 

In our two level FH-CDMA scheme, the transmission bandwidth is into H frequencies bands with M carrier frequencies in 

each band giving a total of M× H frequency carriers. The serial data bits are grouped together into symbols. The symbols in 

turn represented by a sequence of modulation codes of dimension M*L in first level of FH-CDMA scheme where M gives the 

number of carrier frequencies and L gives the number of time slots or code length 

Table 1: Twenty five (4× 5, 4, 0, 1) primes sequences organized into four Groups 

I2 Group 1 Group 2 Group 3 Group 3 Group 4 

 I1=0 I1=1 I1=2 I1=3 I1=4 

0 0000X 0123X 02X13 O31X2 0X321 

1 1111X 123X0 1320X 1X203 10X32 

2 2222X 23X01 2X130 203X1 21X03 

3 3333X 3X012 302X1 31X20 3210X 

4 4444X X0123 X1302 X2031 X3210 
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The number of data bits per symbol is depends on the number of available modulation codes. If there are 
mφ modulation codes, 

log ( mφ ) data bits are represented by each symbol. In second level of FH-CDMA scheme, each user is assigned by a FH 

pattern of dimension L× H where L represent the number of frequency band and H represents the time slot or pattern length. 

The elements in the modulation codes and FH pattern are present the carrier frequencies of the final FH-CDMA. The element 

of the modulation code represents the carrier frequency used in a particular frequency band and in time slot, an element of FH 

pattern represents the particular frequency band to be used. Prime codes are used as a modulation codes to illustrate the main 

concept of two levels FH CDMA scheme. The prime sequences are constructed in Galois field GF (p), where p represents the 

prime number. Galois field is a finite field. The prime sequences is given by ��,� � )(
12

lpp ii ⊗⊕  where l th
element gives the 

frequency in the lthposition. 

 

Fig.2. Encoding process of two-level FH-CDMA with three 

As a result the construction algorithm gives 25 prime sequences of weight w=4 and length l=5 with λ=1. The table shows 

twenty four (4× 5, 4, 0, 1) prime sequences where “x” denotes the drop of fifth element in order to have the modulation code 

weight of four. Using this prime sequences as modulation codes we can support twenty four symbols and each symbol 

represents four data bits of a particular user and also use (5× 7,5,0,1) prime sequences as the  one-hit FH-patterns. In the 

above figure, the shaded portion represents the frequencies bands and each frequency is contained four carrier frequencies. 

Each user transmits the symbol in particular carrier frequency by selecting particular frequency band. Let one –hit FH-pattern 

of three users at one time instant are H1=(0,2,4, x,1,3,x),H2=(0,4,1,x,2,x,3),and H3=(3,1,x,4,2,0,x).  if the data symbols of three 

user are ”3”, “12” and “6”,then modulation codes S3,0 =(0,3,1,x,2), S2,2=(2,x,1,3,0) and S1,1=(1,2,3,x,0) is chosen for each user, 

where each column of  S matrix represent the particular time slot of the user and reach row the carrier frequency used by the 

user. In fig.2, each frequency band contains four carrier frequencies. the carrier frequency used in ea is determined by super 

imposing all w=4 elements of SK on top of the first w non-“x” elements of Hk and the “x” elements of Sk produces non empty 

frequency bands in the final two-level FH-CDMA signal, where k=(1,2,3) i.e. number of users used to transmit the data. The 

shaded portion in transmission matrix Tk=(Tk,0,Tk,1,…..Tk,,i)=Sk ∆ (M× Hk), where Tk,I represent the carrier frequency used in 

the time slot and ∆ denotes the superimpose  operation. The two level FH-CDMA signal of the first user is found to be 

T1=(0+0.4,3+2.4,1+4.4,x,x,2+3.4,x)=(0,11,17,x,x,14,x) after superimposing. Similarly , the other two simultaneous  users  

have T2=(2,x,5,x,11,x12) and T3=(13,6,x,19,x,,0,x). In the receiver, the received matrix R is first hard-limited and the de-

hopped by user 1’s FH-pattern H1 to give a de-hopped signal R1 
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Of dimension 4× 5. The role of the de-hopping process simply brings the frequency bands in each time slot of R back to the 

baseband, according to the frequency bands specified by H1. The elements of R1 are compared with the elements of all 

modulation codes in use. The modulation code with the minimum distance from the shaded slots of R1 is chosen as the 

recovered symbol. 

4. Performance Analysis 

In FH-CDMA systems, MAI depends on the cross-correlation values of FH-patterns. In Two-level FH-CDMA scheme, this 

cross correlation values of the modulation codes impose additional symbol interference and need to be considered. Assume 

that one-hit FH patterns of dimension L× H are used and the bandwidth is divided into M H×  frequencies in which M 

frequencies are used to carry the modulation codes of weight w. The probability that a frequency of an interfere hits with one 

of w Frequencies of the desired user is given by 

Q= w/ (M× H× L)                  (1) 

The false alarm probability is the probability that a tone is detected in a receiver when none has been actually transmitted and 

it is given by 

)2/exp(
2

β−=p
f

                   (2) 

The deletion probability is the probability that a receiver missed a transmission tone.  For an AWGN channel, the deletion 

probability is given as  

))),(.((1
00

βwN
Q kEp bb

d
×−=

   (3) 

Where β
0

 denotes the actual threshold divided by root-mean squared receiver noise, kb is the number of bits per symbol. Q 

(a, b) is Marcum’s Q-function. 

To compare our partitioned two level FH-CDMA and Good-man’s MFSK/FH-CDMA schemes, 

SE= k
ML

kb ×                               (4) 

is another figure of merits, which considers the number of bits per symbol, number of time slots L as a whole for a given 

performance our goal is to get SE as large as possible for better system efficiency or utilization Consider a situation where a 

customer Alice would like to purchase a laptop from a computer shop owned by Bob. For this purpose, Alice and Bob can 

first exchange their ambiguous signatures via the Internet as follows. As the initial signer, Alice first chooses a keystone, and 

signs her payment instruction ambiguously to pay Bob the price of a laptop. Upon receiving Alice’s signature, Bob as the 

matching signer agrees this order by signing a receipt ambiguously that authorizes Alice to pick one up from Bob’s shop. 

Received matrices R1 
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However, to get the laptop from the shop physically, Alice has to show both Bob’s signature and the keystone, because Bob’s 

ambiguous signature alone can be forged by Alice easily. But the point is that once the keystone is released, both of the two 

ambiguous signatures become binding concurrently to Alice and Bob respectively. 

 

5. Simulation result 

 

After performing BPSK, modulation we had performed two times frequency hopping. By performing the multiple frequencies 

hopping the signal is spreads in the spectral spectrum with respect to signal 

 

In Two-level FH-CDMA, three users transmitted three symbols, which are again represented with different modulation codes 

S1=(0,3,1,x,2) , S2=(2,x,1,3,0)  and S3=(1,2,3,x,0) and FH-patterns H1=(0,2,4,x,1,3,x), H2=(0,4,1,x,2,x,3) and 

H3=(3,1,x,4,2,0,x)is taken for three users in FH-CDMA . By performing both Modulation Technique and hopping techniques 

for the users,the transmitted matrix of three users is determined as follows 
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Table 2: Transmission matrix 

The received matrix of three user after performing deletion probability and hard-limiting the received matrix can be given as 

 

Table 3: Received matrix 

6. Conclusion 

In this paper, we proposed basic FH-CDMA and Two levels FH-CDMA. The prime/FH-CDMA and RS/FH-CDMA schemes 

were special cases of our scheme. In summary, the new scheme offered more flexibility in the design of FH-CDMA system to 

meet different operating requirement. To strengthen the ambiguity of concurrent signatures, two perfect concurrent signatures 

are proposed. This paper successfully identified an attack against those two perfect concurrent signatures showing that both of 

those two schemes are actually not concurrent signatures. Consequently, those two schemes are unfair in fact. To avoid this 

attack, we presented effective improvements to achieve truly perfect concurrent signatures. 
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