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Abstract-In this paper we propose a protocol for service discovery in decentralized environments. Our 

protocol guarantees that service descriptions can be found by any node in the network. It is meant to be used by 

applications which cannot afford central components, e.g. due to ad-hoc formation. The protocol makes use of 

the structured overlay network Chord.However, traditional service discovery methods using centralized 

registries can easily suffer from problems such as performance bottleneck and vulnerability to failures in large 

scalable service networks, thus functioning abnormally. To address these problems, this paper proposes a peer-

to-peer based decentralized service discovery approach named Chord4S. Chord4S utilizes the data distribution 

and lookup capabilities of the popular Chord to distribute and discover services in a decentralized manner.The 

presented system supports complexqueries containing partial keywords and wildcards. Furthermore, it 

guarantees that all existing data elements matching a query will be found with bounded costs in terms of number 

of messages and number of nodes involved. 

 

 

1. Introduction 
 

In recent years the Web has changed from a rather consumer-oriented to a consumer and-producer 

environment. Providing a service is meanwhile understood nearly as usual as consuming a service due to the 

empowerment of the edge of the Internet. Services are offered by numerous nodes is decentralized way and 

service providers may join or leave at will. Examples cover peer-to-peer (P2P) file sharing systems in which 

every peer offers a service for downloading files to other peers, software agent systems which allow agents to be 

created at different places in order to serve users or other agents, and Web Services in which any node with an 

HTTP server running can create its own Web Service and offer it to other nodes in the Web.Web Service 

registries store information describing the Web Services produced by the service providers, and can be queried 

by the service requesters. These registries are critical to the ultimate utility of the Web Services and must 

support scalable, flexible and robust discovery mechanisms. Registries have traditionally had a centralized 

architecture (e.g. UDDI) consisting of multiple repositories that synchronize periodically. However as the 

number of Web Services grows and become more dynamic, such a centralized approach quickly becomes 

impractical. As a result, there are a number of decentralized approaches that have been proposed. These systems 

build on P2P Technologies and ontologies to publish and search forWeb Services descriptions. 

The Peer-to-Peer (P2P) technology provides a universal approach to improving reliability, scalability, and 

robustness of distributed systems by removing centralized infrastructures. In areas such as file sharing, Voice 

over Internet Protocol (VoIP), and video streaming, P2P has achieved great success. Very recently, innovative 

research has also been carried out in the SOC field to leverage P2P computing and web services for improved 

service discovery. In particular, structured P2P systems such as Chord, CAN, Pastry, and Tapestry, have some 

characteristics that are suitable for facilitating efficient decentralized service discovery. Based on Distributed 

Hashing Table (DHT), structured P2P systems can achieve even data distribution and efficient Query routing by 

controlling the topology and imposing constraints on the data distribution. 
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A. Discovery Service for Web Services 

 

In general, in a distributed computing system adiscovery service locates (or discovers) resources dispersed 

across the system in response to re- source discovery queries issued by the system entities. With Web Services, 

resources are the services Shared on the web. To be specific, a discovery service for Web Services is itself a 

web service that locates the service description document(s) of the service(s) that hit a service query. A service 

description document (e.g., a WSDL ¯ le) provides both abstract and concrete information required for proper 

invocation of a service. A service query characterizes a set of services with particular characteristics, such as 

name, abstract (or description), interface model, etc., to be located. 

 

B. Design Issues and Approaches for Discovery Service 

 
To be compatible with the fundamental features of the Web Services infrastructure (as discussed above), a 

discovery service should support the following requirements: 

1.Interoperability, to be integral with other web services, to support different service description standards, and 

to be portable to different platforms; 

2. Scalability, to grow to the web scales without being a performance bottleneck; 

3.Efficiency, to support the dynamic environment of the Web Services with frequent changes/updates of the 

location of the services and their description documents. 

4. Fault tolerance, to be resistant to unwanted breakdowns and malicious attacks. 

5. Semantic based discovery, to find a match based on the common conceptual space of service requesters and 

providers. 

 

 

 

 
 

2. Related Works 

 
Currents approaches to Web service discovery can be broadly classified as centralized or decentralized. The 

centralized approach includes UDDI, where central registries are used to store Web Service descriptions. The 

distributed approaches are based on P2P systems. Existing P2P systems developed for Web Service discovery 

include the Hypercube ontology-based P2P system that focuses on the discovery of Web Services in the 

Semantic Web, and the Speed-R system that makes use of ontologies to organize web service discovery 

registries and address scalability of the discovery process. 

 



IJRIT International Journal of Research in Information Technology, Volume 1, Issue 7, July 2014, Pg. 393-401 

D.Venkata koteswaramma, IJRIT  395 

 

2.1 Requirements On Discovery Services 

 
The requirements on a discovery service imposed by service providers and consumers can be divided into 

functional and non-functional requirements. Functional requirements of service providers comprise convenient 

methods and data structures to publish modify and unpublish their services. Service descriptions consist of 

(name, value) pairs describing the attributes of services to publish. Values of service descriptions may contain 

primitive data types like integer, string, etc., complex data types, or sets of one of these types. Complex data 

types are composed of (name, value) pairs just like service descriptions. A discovery service must therefore 

allow publishing, modifying, and un publishing tree-like complex data structures. There must not be any 

restriction on the number of attributes a service description can consist of.Service consumers querying a 

discovery service need methods to look up services and a convenient data structure to 

Describe templates for services which they are looking for. This data structure must be defined analogy to the 

one used for service descriptions. The discovery service must return all service descriptions matching a query 

giving service consumers the guarantee to find any available service. Further it should give users the possibility 

to specify an upper bound for the number. 

 

2.2 Decentralized Service Discovery 

 
Decentralized service discovery is considered as a promisingapproach to addressing the problems caused by 

centralized infrastructures. In particular, some preliminary research has been conducted to utilize P2P 

computing for service discovery. To name a few, Zhou et al.present ServiceIndex, an enhanced Skip Graph 

using WSDL-S as the semantic description language. Semantic attributes of web services are extracted as 

indexing keys to build the Skip Graph. To balance the load on peer nodes, a multilayer P2P 

Overlay network is constructed to aggregate similar indexing keys. Similar keys are inserted into the same 

Service Bag to enhance the ServiceIndex. In this way, the loss of a ServiceBag will lead to the missing of all the 

keys in the ServiceBag, severely jeopardizing the overall availability of the keys. Web Services Dynamic 

Discovery (WS-Discovery), a multicast discovery protocol to locate services on a local network, is developed by 

BEP Systems, Canon, Intel, Microsoft and WebMethods. In WS-Discovery, a client sends a request to the 

corresponding multicast group to locate a target service. A proxy-specific protocol is also defined and can be 

switched on if a discovery proxy is available on the network. WS-Discovery is becoming popular and is already 

being used by some software vendors, such as the “People near Me” contact location system in Microsoft’s 

Windows Vista operating system. Yet WS-Discovery is tailored for networks and there is no successful 

experience in applying WS-Discovery in large-scale SOC environments. Lakota et al. propose distributed web 

service discovery architecture based on the concept of distributed shared space and intelligent search among a 

subset of spaces. In its current implementation, the shared space—the core of architecture—is still centralized 

and no experimental evaluation is provided to evaluate the proposed architecture. 

 

2.3 Centralized Service Discovery 

 
The centralized client/server model has been adopted for service discovery since SOC emerged. UDDI has been 

recognized as the most popular discovery mechanism for web services. At present, several software vendors 

have included UDDI support as a key feature of their softwareproducts to provide comprehensive solution for 

application and service integration challenges. The software includes Windows Server 2003 from Microsoft, 

WebSphere Studio from IBM, Oracle Enterprise Manager from Oracle, SAP Web Application Server from SAP, 

etc. However, as briefly discussed centralized infrastructures inherently suffer from poor performance in an 

open SOC environment that demands high scalability. Measurements have been taken to tackle the problem by 

employing distributed UDDI registries. Romp thong and Senivongse propose a federation ®of UDDI registries 

to enlarge the search space for service queries. Although a UDDI Federation Agent is added as an extension to a 

standard UDDI registry to forward queries to other federating nodes, the authors did not provide any 

experimental evaluation. Wu et al. describe an interoperablemodel of distributed UDDI which divides UDDI 

servers into three types: root server, super domain server, and normal server. The authors adopt the philosophy 

of Domain Name System (DNS). Super domain servers, managed by a root server, are used to maintain normal 

servers. Since the model imitates DNS, it is still exposed to the same threats that DNS faces, e.g., Distributed 

Denial of Service (Dodos) attack.  

 

3 System Architecture and Design 

 
The architecture of the presented P2P indexing system is similar to data-lookup systems and essentially 

implements an Internet-scale distributed hash table. The architecture consists of the following components a 

locality preserving mapping that maps data elements to indices, an overlay network topology, a mapping from 
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indices to nodes in the overlay network, load balancing mechanisms, and a query engine for routing and 

efficiently resolving keyword queries using successive refinements and pruning. 

 

3.1 Design Of The Discovery Service 

 
The design of the proposed P2P discovery service is coveredin this section. This service consists of three layers 

on top of which an application may be built. The first and lowest layer is the transport layer on top of which the 

second layer, the P2POverlay network Chord, resides. The third which is implemented above the ChordLayer. 

This layer provides methods to publish, unpublished, modify, and query service descriptions. It also maintains a 

local data structure which stores all service descriptions that have been published by the local node. Parts of the 

service discovery layer rely directly on the transport layer for direct communication with other nodes of which 

the addresses are already known by the service discovery layer. Finally, an application may be built on top of 

the service discovery layer. 

The architecture is shown in  

 

 
 

Fig: Architecture of the P2P discovery service 

 

These layers are intended to be implemented on every node in the discovery service network. Hence, every 

participating peer can publish, unpublished, and modify service descriptions that it wants to provide to and 

query service descriptions provided by other peers. Alternatively, it is possible that services can be provided to 

(and provided by) nodes not directly participating in the P2P discovery service. This is done by connecting to 

one or more nodes which are part ofthe discovery service. The following sections show how service descriptions 

are published, unpublished, modified, and queried with help of the provided architecture. 

 

3.2 Publishing service descriptions 

 
The service discovery layer includes a data structure for representing a service description. Within this data 

structure various attributes describing a service can be set. These attributes consist of (name, value) pairs. 

Values can be primitive or complex types, or sets of one primitive or complex type Primitive types include 

integer, string, etc. Complex types may contain primitive or complex types as well as sets of them as subtypes. 

In this way a tree-like structure of types can be built. 

(type = ticket service; 

url = ( protocol = http; 

host = 81.200.194.40; 

port = 8080;); 

      owner = DB; 

      languages = {german, english, french}; 

) 

 

3.3Traditional Approach in Chord 
 

In Chord, data distribution is based on DHT. The basic principle is to store the data or the pointer to the data at 

the first node whose identifier is equal to or follows the identifier of the data in the identifier space. Chord uses 

SHA-1 as its hashing function to generate identifiers for the data and nodes. Chord organizes all the nodes into a 

circle modulo 2m, with m being the length of the identifiers. Along the circle the routing of query is performed. 

The generic primitives used in Chord are as follows: 
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The put function will store the data or the pointer to the data at the successor node whose identifier is equal to or 

follows the parameter identifier, while the lookup functionwill yield the IP address of the node responsible for 

the required identifier. To enable decentralized service discovery, information about available services, i.e., 

service description, needs to be distributed at different nodes. 

 

 

4. Service Query 

 
This section presents how routing of query messages is performed in Chord4S based on the service publication. 

 

4.1 Query Types 

 
Chord4S supports two types of query: service-specific queries and queries with wildcard(s). 

 

4.1.1 Service-Specific Query 

A service-specific query contains complete details of a service description and is used to look up a specific 

service. In a system that allows four-layered function bits in the service descriptions, “Multimedia Video. 

Encoder.AVI2RM” is a typical example of service-specific query. 

To initiate a service-specific query, the service consumer needs to fill in all the layers that compose the query 

withexplicit service information. Then each of those layers willbe hashed and the results will be connected to 

generate the function bits of the target service identifier. Since the objective of using service-specific queries is 

usually to look up a group of functionally equivalent services provided by different service providers, the 

provider bits of the query will be stuffed with 0s instead of being explicitly specified. The generation of target 

service identifier for query “Multimedia.Video.Encoder.AVI2RM” 

 

4.1.2 Query with Wildcard(s) Sometimes service consumers need to search for categories of services. For 

example, an amplifier service that amplifies the audio of an RM movie file can be composed using three 

component services which correspond to three specific steps: audio extraction, audio amplification, and 

video/audio combination. Therefore, the service consumer needs to find the component services from three 

categories: “Multimedia. Video.AudioExtractor,” “Multimedia.Audio.Amplifier,” and “Multimedia.Combiner,” 

and select the ones whose inputs and outputs match. In such cases, service queries using wildcard(s) are 

necessary, e.g., “Multimedia.Video. Audio Extractor.*”, “Multimedia. Audio. Amplifier.” and “Multimedia. 

Combiner”. When solving a query with wildcard(s), it is actually looking up a virtual segment composed by 

nodes succeeding service descriptions that fall into the target service category.  

 

4.2 Querying service descriptions 

 
In order to search for a service, a node has to know the schema—the tree-like hierarchy of attribute names—of 

the service description of the service it is looking for and at least one value of a service attribute. The attribute 

types may beprimitive or complex types as well as sets of these, comparableto publishing of services. In order to 

permit multi-attribute queries, templates are used which incorporate all attributes belonging to one query. An 

example of a service template suitable for retrieving the service description 

( type = ticketservice; 

url = ( protocol = http; ); 

owner = DB; 

) 

Querying for all services matching a given template is done by choosing one of the attributes by random, 

calculating its hash key, and looking up all available service references for it in the Chord layer. Performance 

can be improved, if only the service references for the least frequent key are queried which requires an 

additional data structure maintaining keyword frequency. The node addresses of the returned service references 

are then used to retrieve the complete service descriptions.  
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4.3.Modifying and publishingservice descriptions 

 
Sometimes it may occur that a previously published service description has to be modified. Therefore the 

attributes whichhave changed or have become obsolete are removed from the Chord layer and attributes which 

are new or have changed are added to it. This is done by calculating the keys for the affected attributes and 

delegating the addition or removal of service references to the Chord layer. Since the content of the service 

references stays the same, unchanged attributes are not affected by the modification. This procedure ensures that 

there is only network traffic generated for changed attributes. 

If a service description has to be unpublished, the service references belonging to the affected service have to be 

deleted. Therefore the keys of all service attributes are generated and passed to the Chord layer for removal. 

Further, the service description is removed from the local service description data structure. 

 

5.  Experimental Evaluation 

 
To evaluate the performance of Chord4S, a Chordsimulator is extended to support Chord4S topology control, 

data distribution and routing protocol. As the configuration and operation of the underlying overlay network is 

based on Chord, Chord4S inherits good scalability with low communication cost and state maintenance cost for 

service discovery, as demonstrated in. Data availability and routing performance were evaluated particularly 

because they are of great importance in Chord4S. Simulations were performed in overlay networks consisting of 

27ð128Þ, 211ð2; 048Þ, and 215ð32; 768Þnodes, in order to evaluate the performance of Chord4S in 

environments on different scales. 

 

5.1 Evaluating the Query Engine 

 

The overlay network used to evaluate the query engine consists of 1000 to 5400 nodes. 2-dimensional (2D), 

anda 3-dimensional (3D) keyword spaces are used in this evaluation. Finally, we use up to 10k keys (unique 

keyword combinations) in the system, each of which could be associated with one or more data elements. We 

measure the following: 

Number of routing nodes: the nodes that route the query. Some of them also process the query. 

Number of processing nodes: the nodes that actually process the query, refine it, and search for matches. The 

goal is to restrict processing only to those nodes that store matching data elements. 

Number of data nodes: the nodes that have data elements matching the query. 

 

5.1.1 Evaluating a 2-dimensional keyword space 

 

This experiment represents a P2P indexing system where the number of keys and data elements in the system 

increases as the number of nodes increases. The system size increases from 1000 nodes to 5400 nodes, and the 

number of stored keys increases from 2*10l to 10k. The results for experiments using six different type Q1 

queries (query1 - query6) are plotted in. Each query resulted in a different number of matches. 
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5.2 Data Availability 
 

A unique feature, and also a main design goal of Chord4S is the high data availability in volatile environments. 

To set up the volatile environments, we randomly select a fraction of nodes participating in the network to fail in 

each experiment, increasing from 5 to 60 present by steps of 5 present. Then the remaining nodes were 

randomly selected to send queries for services. The number of required functionally equivalent services in each 

query is randomly picked from the interval. To evaluate the data availability, we measured the fraction of the 

failed queries. We conducted two sets of experiments, one with Chord and the other with Chord4S. Fig. 10 

compares the results from the two sets of experiments, where the Chord4S curves always start at a much lower 

point and continue to stay at lower points compared to Chord. It can be observed that the fractions of failed 

queries are higher than the fraction of failed nodes. 

This result indicates that other than the service descriptions loss along the failed nodes something else also 

caused failed queries. The reason is that without stabilization some entries in existing nodes’ finger tables 

became invalid. Those invalid entries yielded some failed queries and decreased the data availability in both 

cases of Chord and Chord4S because some queries could not be forwarded correctly.  

 

 

 
Fig: In network consisting of 2� nodes 



IJRIT International Journal of Research in Information Technology, Volume 1, Issue 7, July 2014, Pg. 393-401 

D.Venkata koteswaramma, IJRIT  400 

 
Fig: In network consisting of 2�� nodes 

 

5.3 Routing Performance 

 

To evaluate the routing performance of Chord4S, theaverage number of hops needed for a query of a certain 

number of functionally equivalent services was measured. The number of required services per query is 

randomly picked from the interval. Note that when only one service is required, the discovery process equals to 

that of Chord and the routing completes when the first matched service is found. In the experiments, nodes were 

selected randomly to send queries for service.  The average number of hops increases proportionally to the 

number of required services without significant performance degradation. When a set of descriptions of 

functionally equivalent services are evenly distributed within a virtual segment, it often takes only one more hop 

to find another matched service because they are distributed next to each other. It is clear that with such 

reasonable extra hops, multiple functionally equivalent servicescan befound with data availability maintained at 

a higher level than Chord. This feature makes Chord4S more feasible for applications in a dynamic and open 

SOC environment. 

 

 
 

Fig: Routing performance for service-specific queries. 

 

To assess the routing performance of Chord4S for QoS aware service discovery, we also conducted three sets of 

experiments. In these experiments, the services to be requested have two QoS attributes: price and process time. 

The service providers’ capacities for providing QoS comply with predefined normal distribution. The service 

consumers issued queries with different QoS requirements. The values of the required QoS attributes are 

randomly selected from the normal distribution used to generate the service providers’ capacities for providing 
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QoS. Based on the above experimental configuration, the routing performance of Chord4S for Quos-aware 

service discovery. 

 

6. Conclusion and Future Work 

 
In this paper we proposed a protocol for decentralizedservice discovery with guarantees. We used a P2P 

network based on a distributed hashtable that providesstructuredoverlay network in order to avoid flooding the 

whole network.Service descriptions are decomposed into portions which can be efficiently distributed and 

retrieved. The implementation of the discovery and Chord layer will be made available over the internet as open 

source after they have been tested and evaluated more extensively. 

Currently we are working on simulating our protocol. Simulation is one possible method to evaluate its 

performance in comparison to other protocols, i.e. those which are not based on structured P2P networks such as 

distributed hashtables. A protocol suitable for comparison must fulfil the same functional requirements as we 

stated above. This includes publishing service descriptions as well as sending queries containing service 

templates which are guaranteed to be answered by all matching services in the network. Therefore we assume a 

Gnutella-like network in which service descriptions are stored locally at each node and queries are sent through 

the network by flooding in order to achieve the same guarantees as our protocol does. The definitive 

disadvantage of this approach is that flooding is inherently inefficient.Chord4S is scalable, reliable, and robust 

due to the enhanced peer-to-peer architecture. Experimental results demonstrate that Chord4S can achieve high 

data availability and efficient query of multiple functionally equivalent services with reasonable overhead. 
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