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Abstract 

Together with an incredible growth of the mobile applications and integration of cloud computing concept, mobile 
cloud computing (MCC) has been introduced to be a potential technology for mobile services. MCC integrates the 
cloud computing into the mobile environment and overcomes obstacles related to the performance (e.g., battery life, 
storage, and bandwidth), environment (e.g., heterogeneity, scalability, and availability), and security (e.g., reliability 
and privacy) discussed in mobile computing.  
 
As the technology advances new inventions are emerging each day. The most recent development in IT is the use of 
cloud computing. Cloud computing involves delivery of computing solution/services over the internet as compared 
to the earlier used delivery of product. When using cloud computing it is easy to access shared resources and other 
facility over the internet. Cloud computing has evolved and it is now being used to develop mobile application. 
 
Mobile computing is also an emerging trend in the CIT sector with many software engineers switching to 
developing Android mobile application softwares. Mobile application softwares are application softwares embedded 
on mobile phones. There are many cloud computing-best applications for android and developers and consumers 
should have information about them. 
 
Mobile cloud computing involves the introduction of cloud computing in a mobile phone environment. It provides a 
situation where data processing and storage happen outside a mobile device. 
 
This paper gives a survey of MCC, which helps general readers have an overview of the MCC including the 
definition, architecture, and applications of mobile computing and cloud computing. The issues, existing solutions 
and approaches are presented. In addition, the future research directions of MCC and cloud computing are discussed. 
 
 
Keywords: mobile computing, cloud computing, mobile cloud computing, processing, storage, mobile 
connectivity. 
 
I. Introduction  
 
In recent research on cloud computing, one of the most important issues have been identified that how to sweep up 
data and programs from desktop PCs and install them in the compute cloud. Cloud computing refers to applications 
delivered as services over the Internet and also the hardware and systems software in the data centers that provide 
those services. However, whether it is called cloud computing or on-demand computing, Software as a Service 
(SaaS) or Internet as platform, the overriding idea is a shift in the geography of computation. 
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In general, cloud computing is web-based processing, whereby shared resources, software, and information are 
provided on demand to computers, Smartphone, and other similar devices. Cloud computing is also a new style of 
computing in which dynamically scalable resources are provided as virtualized services. This allows service 
providers and users to adjust their computing capacity depending on how much is needed at a given time or for a 
given task. 
 
Mobile computing means using portable devices to run stand-alone applications and/or accessing remote 
applications via wireless networks. 
 
Increasing the number of mobile applications demands greater resources and improved interactivity for better 
experience. Resources in cloud platforms such as Amazon EC2, Microsoft Azure and Google AppEngine can 
remedy the lack of resources in mobile devices. But what does mobile cloud computing really mean? Different 
people hold different views, and there are several existing definitions of mobile cloud computing. 
 
Mobile cloud computing was first referred to as an infrastructure where data storage and processing could happen 
outside the mobile device, enabling a new class of applications-especially context-aware mobile social networks. 
Mobile cloud applications move computing power and data storage away from mobile phones and into the cloud. 
This brings mobile applications and computing not just to smart phone users but to a broad range of mobile 
subscribers. 
 
In terms of services, mobile cloud computing extends processing and storage beyond devices and seamlessly 
integrates with other services and sensor data to open up new classes of application. 
 
Mobile cloud computing is defined as an extension of cloud computing in which foundation hardware consists at 
least partly of mobile devices. This definition recognizes the opportunity to harness collective sensing, storage, and 
computational capabilities of multiple networked wireless devices to create a distributed infrastructure that supports 
a wealth of new applications. 
 
Therefore, our goal in this survey is to eliminate confusion by clarifying the terms and concepts, predicting state-of-
the-art mobile cloud computing, discussing future trends, and identifying technical and non-technical obstacles and 
opportunities. 

 
I.a. Sources of Information 
 

I.a.i. Books 
• Mobile cloud computing: By Mitchell Shanklin 
Cloud computing is the trend in which resources are provided to a local client on an on-demand basis, usually 
by means of the internet. Mobile cloud computing (MCC) is simply cloud computing in which at least some of 
the devices involved are mobile. This paper[12] goes over multiple techniques and methods for mobile cloud 
computing. It explores both general-purpose mobile cloud computing solutions and application-specific 
solutions. It also discusses instances of mobile cloud computing where mobile devices serve as the cloud rather 
than the client. Finally it discusses some issues raised by this technology such as privacy and data ownership. 

 

• Applications and Trends in Mobile Cloud Computing: By C.Costea 
Mobile devices are facing several challenges like frequent disconnections and limited resources like processor 
power, available memory, and energy consumption. Mobile cloud computing can improve user experiences by 
executing applications on resource providers external to the mobile device. In this paper, we discuss recent 
mobile application models related to cloud computing technologies[13]. 
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I.a.ii. Journals 
• Journal of Mobile cloud computing: state of art and outlook 
Basically  cloud computing is focused on pooling of resources, mobile technology is focused on pooling and 
sharing of resources locally enabling alternative use cases for mobile infrastructure, platforms and service 
delivery. The paper discusses relevant concepts and offers examples of use cases. The value of mobile cloud 
solutions is not yet explicit, but needs further attention. Research should focus on the relation between mobile 
cloud computing, platforms and eco systems. From a user perspective the willingness to share pooled resources 
needs further attention.  

Mobile cloud computing offers the possibility that disruptive applications might impact the mobile eco system; 
reinforcing or weakening business models of core players like handset providers, telecom operators, and service 
providers.  

• Journal of Mobile Cloud Computing: The Future of Cloud 
Mobile Cloud Computing (MCC) has revolutionized the way in which mobile subscribers across the globe 
leverage services on the go. The mobile devices have evolved from mere devices that enabled voice calls only a 
few years back to smart devices that enable the user to access value added services anytime, anywhere. MCC 
integrates cloud computing into the mobile environment and overcomes obstacles related to performance (e.g. 
battery life, storage, and bandwidth), environment (e.g. heterogeneity, scalability, availability) and security (e.g. 
reliability and privacy). 

 

• Journal of Security considerations for Public Mobile Cloud Computing 
 Mobile cloud computing refers to the incorporation of the elements of mobile networks and cloud computing 
that offers optimal services for mobile users. It offers on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be 
rapidly provisioned and released with minimal management effort or service provider interaction. The more and 
more information is placed into the cloud by individuals and enterprises, security issues begins to grow and 
raised. This paper discusses the different security issues that arise about how safe the mobile cloud computing 
environment is. The list of considerations for cloud computing security are identified and discussed which needs 
to be understood and assess the risks associated. 

 
I.a.iii. Web links 

• Wikipedia: http://en.wikipedia.org/wiki/Cloud_computing  
• Wikipedia: http://en.wikipedia.org/wiki/Mobile_computing 
• Wikipedia: http://en.wikipedia.org/wiki/Mobile_cloud_computing 
• A  survey on MCC: http://www.eecis.udel.edu/~cshen/367/papers/ 
• Cloud Times: http://markusklems.wordpress.com/2008/07/10/classification-cloud-computing/  
• Cloud computing:  http://wwwen.zte.com.cn/endata/magazine/ztecommunications /2010Year /no1/articles/ 
• Research on MCC: http://arxiv.org/ftp/arxiv/papers/1206/ 
• Cloud Computing Technology: http://www.oncloudcomputing.com/en/2009/09 /cloud-computing-

architecture-cloud-computing-technology/  
• IEEE mobile cloud 2013: http://www.engr.sjsu.edu/gaojerry/IEEEMobileCloud 2013/ 

 

I.b. Problem definition 
Mobile cloud computing is the usage of cloud computing in combination with mobile devices. Cloud computing 
exists when tasks and data are kept on the Internet rather than on individual devices, providing on-demand access. 
Applications are run on a remote server and then sent to the user. Because of the   advanced improvement in mobile 
browsers thanks to Apple and Google over the past couple of years, nearly every mobile should have a suitable 
browser. This means developers will have a much wider market and they can bypass the restrictions created by 
mobile operating systems. 
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II. Mobile computing 
Mobile computing is the discipline for creating an information management platform, which is free from spatial and 
temporal constraints. The freedom from these constraints allows its users to access and process desired information 
from anywhere in the space. The state of the user, static or mobile, does not affect the information management 
capability of the mobile platform. A user can continue to access and manipulate desired data while traveling on 
plane, in car, on ship, etc. Thus, the discipline creates an illusion that the desired data and sufficient processing 
power are available on the spot, where as in reality they may be located far away.  

The discipline of mobile computing has its origin in Personal Communications Services (PCS). PCS refers to a wide 
variety of wireless access and personal mobility services provided through a small terminal (e.g., cell phone), with 
the goal of enabling communications at any time, at any place, and in any form. PCS are connected to Public 
Switched Telephone Network (PSTN) to provide access to wired telephones. PCS include high-tier digital cellular 
systems for widespread vehicular and pedestrian services and low-tier telecommunication system standards for 
residential, business, and public cordless access applications. 

High-tier digital cellular systems[13] include  

• Global System for Mobile Communications (GSM)  
• IS-136 TDMA based Digital Advanced Mobile Phone Services (DAMPS)  
• Personal Digital Cellular (PDC)  
• IS-95 CDMA-based cdmaOne System  

Low-tier telecommunication systems include  

• Cordless Telephone 2 (CT2)  
• Digital Enhanced Cordless Telephone (DECT)  
• Personal Access Communication Systems (PACS)  
• Personal Handy Phone Systems (PHS)  

Several wideband wireless systems and special data systems have been developed to accommodate internet and 
multimedia services.  

In mobile computing platform information between processing units flows through wireless channels. The 
processing units (client in client/server paradigm) are free from temporal and spatial constraints. That is, a 
processing unit (client) is free to move about in the space while being connected to the server. This temporal and 
spatial freedom provides a powerful facility allowing users to reach the data site (site where the desired data is 
stored) and the processing site (the geographical location where a processing must be performed) from anywhere. 
This capability allows organizations to set their offices at any location.  

To facilitate the data management activities, users can carry Personal Digital Assistant (PDA), laptop, cell phones, 
etc. At present the current technology only provides limited transaction processing capabilities but soon such 
facilities will be available on all mobile devices such as cell phones, laptops, palmtops, etc. This discipline allows us 
to define a connectivity mode, which we refer to as "Mobile Connectivity". We define mobile connectivity mode as 
follows:  

Mobile connectivity: The mobile connectivity between two nodes exists if they are continuously connected 
through wireless channel, and can utilize the channel without being subjected to spatial and temporal constraints.  
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Figure1: A nearly fully connected information space. 

Figure 1 illustrates the concept of a fully connected information space created through mobile connectivity mode 
where every unit can communicate to any other unit through wireless channel. The power of mobile connectivity has 
been recognized by the research community and also by the market. To fully exploit its inherent power the following 
challenges must be met:  

1. Revising the technical architecture: Mobile users are demanding. They are important to the business 
world. To provide complete connectivity among users the current communication technology must be revised to 
incorporate mobile connectivity. Additionally, application and data architectures must also be revised to support 
the demands put upon them by the mobile connectivity.  

2. Reliability, coverage, capacity, and cost: At present wireless network is less reliable, have less 
geographic coverage and reduced bandwidth, are slower, and cost more than the wired-line network services. It 
is important to find ways to use this new resource more efficiently by designing innovative applications.  

3. Integration with legacy mainframe and emerging client/server applications: Application 
development paradigms are changing. As a result of the IT industry's original focus on mainframes, a huge 
inventory of applications using communications interfaces that are basically incompatible with mobile 
connectivity have been accumulated. Still the application development trend is geared towards wired network 
platform and little thought has been given to applications necessary for mobile platform. This practice must 
change for successful integration of mobile connectivity.  

4. End-to-end design and performance: Since mobile computing involves multiple networks (including 
wired) and multiple application server platforms, end-to-end technical compatibility, server capacity design, and 
network response time estimates are difficult to achieve.  

5. Security: Wireless networks have relatively more security requirements than wired network. A number of 
approaches have been suggested and also the use of encryption has been proposed.  

In addition to these technical challenges, mobile computing also faces business challenges. This is due to the lack of 
trained professionals to bring the mobile technology to the general people and development of pilot projects for 
testing its capabilities. 

To facilitate the data management activities, users can carry Personal Digital Assistant (PDA), laptop, cell phones, 
etc. At present the current technology only provides limited transaction processing capabilities but soon such 
facilities will be available on all mobile devices such as cell phones, laptops, palmtops, etc. Figure 1 illustrates the 
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concept of a fully connected information space where every unit is fully connected to other units in the information 
space.  

We will see that this form of information processing has enormous applicability when we add some remote storage 
facility to it. In fact it is not incorrect to say that the mobile computing is one of the main components of today's 
information technology such as e-commerce, web, and etc. But it has its own significance.    

III. Cloud computing 
Cloud Computing is a technology that uses the internet and central remote servers to maintain data and applications. 
Cloud computing allows consumers and businesses to use applications without installation and access their personal 
files at any computer with internet access. This technology allows for much more efficient computing by 
centralizing data storage, processing and bandwidth.  

A simple example of cloud computing is Yahoo email, Gmail, or Hotmail etc. All your need is just an internet 
connection and you can start sending emails. The server and email management software is all on the cloud 
(internet) and is totally managed by the cloud service provider Yahoo, Google etc. The consumer gets to use the 
software alone and enjoy the benefits. The analogy is, 'If you need milk, would you buy a cow?' All the users or 
consumers need is to get the benefits of using the software or hardware of the computer like sending emails etc. Just 
to get this benefit (milk) why should a consumer buy a (cow) software /hardware?  

Cloud computing is broken down into three segments: "application" "storage" and "connectivity." Each segment 
serves a different purpose and offers different products for businesses and individuals around the world. In June 
2011, a study conducted by Version One found that 91% of senior IT professionals actually don't know what cloud 
computing is and two-thirds of senior finance professionals are clear by the concept, [1] highlighting the young nature 
of the technology. In Sept 2011, an Aberdeen Group study found that disciplined companies achieved on average a 
68% increase in their IT expense because cloud computing and only a 10% reduction in data center power costs. [2]  

Cloud computing is a technology which uses internet and one remote server to maintain data and various 
applications. Cloud computing provides significant cost effective IT resources as cost on demand IT based on the 
actual usage of the customer. Due to rapid growth, many companies are unable to handle their IT requirement even 
after having an in-house datacenter. Cloud services helps to improve IT capabilities without investing large amounts 
in new datacenters. This technology helps companies with much more efficient computing by centralizing storage, 
memory, processing and bandwidth. 

 

Fig. 2. Cloud Computing. 
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III.a Cloud Computing Deployment Models and Concepts  
Community Cloud [3] 
Community cloud shares infrastructure between several organizations from a specific community with common 
concerns, whether managed internally or by a third-party and hosted internally or externally. The costs are spread 
over fewer users than a public cloud (but more than that of a private) to realize its cost saving potential.  

Public Cloud 
A public cloud is established where several organizations have similar requirements and seek to share infrastructure 
so as to appliance. In addition, it can be economically attractive as the resources (storage, workstations) utilized and 
shared in the community are already exploited.  

This is the cloud computing model where service providers make their computing resources available online for the 
public. It allows the users to access various important resources on cloud, such as: Software, Applications or Stored 
data. One of the prime benefits of using public cloud is that the users are emancipated from performing certain 
important tasks on their computing machines that they cannot get away with otherwise, these include: Installation of 
resources, their configuration; and Storage.  

Advantages of using Public Cloud [4] 
For obvious reasons, public cloud is bound to offer a multitude of benefits for its users, which can be sensed by its 
ubiquitous demand. Some of the most important ones are mentioned here:  

1. Efficient storage and computing services  
2. Inexpensive, since all the virtual resources whether application, hardware or data are covered by the service 

provider.  
3. Allow for easy connectivity to servers and information sharing.  
4. Assures appropriate use of resources as the users are required to pay only for the services they require.  
5. Highly reliable and redundant.  
6. Widespread availability irrespective of geographical precincts.  
7. Sets the business people free from the hassles of buying, managing and maintaining all the virtual resources at 

their own end, the cloud server does it all.  
8. Public cloud, in today’s advanced workplace, empowers employees and enables them to become productive 

even when outside the office. The SaaS model ensures that corporations save on IT expenditures while 
delivering the flexibility of productivity software on the cloud.  

Private cloud: 
iCylanAPP[5] enables you to remote access the sensitive applications of enterprises by smartphones or tablet device 
anywhere and anytime. The cloud-based resources are delivered to one platform, which providing high performance, 
security, and user experience. You can access the desktop, run applications, change settings, and access data exactly 
as you are sitting in front of the local PC, using its keyboard and mouse.  
 
iCylanAPP has three versions, such as Standard Edition, Advanced Edition, Enterprise Edition, which providing 
proven security of different class. It can connect to any Windows applications running an iCylanAPP Client on 
smartphones or tablets devices. Nowadays, it supports the current systems, such as Google Android, Mac iOS, 
windows Phone 7 or BlackBerry.  

III.b Shift towards Cloud Computing  
A paradigm shift to cloud computing[11] will affect many different sub-categories in computer industry such as 
software companies, internet service providers (ISPs) and hardware manufacturers. While it is relatively easy to see 
how the main software and internet companies will be affected by such a shift in Ginger's chunky nuggets, it is more 
difficult to predict how companies in the internet and hardware sectors will be affected. Most of the major 
companies have launched their product. IBM launched their new SmartCloud data center in Japan in 2011.  
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Security: 
The biggest question most have with Cloud Computing is will it be Safe? 
Answer: No 
Reason why is everything that Cloud Computing is based on is mechanical, although it seems virtual. The Safety of 
the data (information) is only as safe as the will and determination of the individual that wants to have at it. 

Disaster Recovery: 
Cloud Computing ideal as a Disaster Recovery solution? [6] 
Answer: Yes 
As with any Disaster Recovery solution for a business (small to enterprise) you should have both an onsite and 
offsite backup. 
(Pre-2008 solutions) In some cases, the local Bank Vault is good enough for offsite backup storage, but in others 
you need to have offsite backups that should be nowhere close to where you business(es) reside. In that case either 
employing a Data-Recovery service that does a FTP strip of NTBackup plan or allows you to upload a more 
complex backup solution to their FTP site where they then take the data and back it up onto their tapes. (Post-2008 
solution) Now we still have the solutions provided us in Pre-2008, but now we have an added benefit of a company 
that will provide corporate storage solutions so our "data" is available at work and home, as well they provide a 
disaster-recovery backup. Most of the companies that are providing Cloud Computing solutions will in most cases 
have at least 3 data-center sites that are farmed out so the data is not 100% at one site location but instead mirrored 
to 2 other sites for redundancy and then those sites are individually backed up. 

IV. Cloud Computing for Mobile 
Mobile cloud computing is the usage of cloud computing in combination with mobile devices. Cloud computing 
exists when tasks and data are kept on the Internet rather than on individual devices, providing on-demand access. 

Applications are run on a remote server and then sent to the user. Because of the   advanced improvement in mobile 
browsers thanks to Apple and Google over the past couple of years, nearly every mobile should have a suitable 
browser. This means developers will have a much wider market and they can bypass the restrictions created by 
mobile operating systems. Mobile cloud computing gives new company chances for mobile network providers. 
Several operators such as Vodafone, Orange and Verizon have started to offer cloud computing services for 
companies. 
Mobile devices (e.g., smartphone, tablet pcs, etc) are increasingly becoming an essential part of human life as the 
most effective and convenient communication tools not bounded by time and place. Mobile users accumulate rich 
experience of various services from mobile applications (e.g., iPhone apps, Google apps, etc), which run on the 
devices and/or on remote servers via wireless networks. The rapid progress of mobile computing (MC) becomes a 
powerful trend in the development of IT technology as well as commerce and industry fields. However, the mobile 
devices are facing many challenges in their resources (e.g., battery life, storage, and bandwidth) and 
communications (e.g., mobility and security). The limited resources significantly impede the improvement of service 
qualities. 

Cloud computing (CC) has been widely recognized as the next generation’s computing infrastructure. CC offers 
some advantages by allowing users to use infrastructure    (e.g., servers, networks, and storages), platforms (e.g., 
middleware services and operating systems), and softwares (e.g., application programs) provided by cloud providers 
(e.g., Google, Amazon, and Salesforce) at low cost. In addition, CC enables users to elastically utilize resources in 
an on-demand fashion. As a result, mobile applications can be rapidly provisioned and released with the minimal 
management efforts or service provider’s interactions. With the explosion of mobile applications and the support of 
CC for a variety of services for mobile users, cloud computing for mobile (CCM) is introduced as an integration of 
cloud computing into the mobile environment. Mobile cloud computing brings new types of services and facilities 
for mobile users to take full advantages of cloud computing. 

The largest benefit of cloud computing for developers is access to a broader audience of a wide range of mobile 
subscribers. Since cloud computing applications go through a browser, the end user’s mobile operating system does 
not have any impact on the application. 
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Along with the plethora of benefits, there are a large number of issues to be addressed and unsolved problems to be 
solved. Several challenges such as the dependency on continuous network connections, data sharing applications 
and collaboration, and security Another key challenge for Mobile Cloud Computing is network availability and 
intermittency. Also Mobile Cloud Computing concepts rely on an always-on connectivity and will need to provide a 
scalable and high quality mobile access. 
 
MCC can be defined as a combination of mobile web and cloud computing, which is the most popular tool for 
mobile users to access applications and services on the Internet. 
Briefly, MCC provides mobile users with the data processing and storage services in clouds. The mobile devices do 
not need a powerful configuration (e.g., CPU speed and memory capacity) since all the complicated computing 
modules can be processed in the clouds. 

IV.a Architectures of Mobile Cloud Computing 
From the concept of  CCM, the general architecture of CCM can be shown in Fig. 3. In Fig. 3, mobile devices are 
connected to the mobile networks via base stations (e.g., base transceiver station (BTS), access point, or satellite) 
that establish and control the connections (air links) and functional interfaces between the networks and mobile 
devices. Mobile users’ requests and information (e.g., ID and location) are transmitted to the central processors that 
are connected to servers providing mobile network services. Here, mobile network operators can provide services to 
mobile users as AAA (for authentication, authorization, and accounting) based on the home agent (HA) and 
subscribers’ data stored in databases. After that, the subscribers’ requests are delivered to a cloud through the 
Internet. In the cloud, cloud controllers process the requests to provide mobile users with the corresponding cloud 
services. These services are developed with the concepts of utility computing, virtualization, and service-oriented 
architecture (e.g., web, application, and database servers). 

The details of cloud architecture could be different in different contexts. Alternatively, service oriented architecture, 
called Aneka, and is introduced to enable developers to build .NET applications with the supports of application 
programming interfaces (APIs) and multiple programming models present an architecture for creating market-
oriented clouds, and proposes an architecture for web delivered business services. In this paper, we focus on a 
layered architecture of cloud computing. This architecture is commonly used to demonstrate the effectiveness of the 
cloud computing model in terms of meeting the user’s requirements. 

 
Fig. 3. Mobile Cloud Computing (MCC) architecture. 
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IV.b  Advantages of  Mobile Cloud Computing  
Cloud computing is known to be a promising solution for mobile computing due to many reasons (e.g., mobility, 
communication, and portability)[9]. In the following, we describe how the cloud can be used to overcome obstacles 
in mobile computing, thereby pointing out advantages of MCC.  
 
1. Extending battery lifetime   
Battery is one of the main concerns for mobile devices. Several solutions have been proposed to enhance the CPU 
performance and to manage the disk and screen in an intelligent manner to reduce power consumption. However, 
these solutions require changes in the structure of mobile devices, or they require a new hardware that results in an 
increase of cost and may not be feasible for all mobile devices. Computation offloading technique is proposed with 
the objective to migrate the large computations and complex processing from resource-limited devices (i.e. mobile 
devices) to resourceful machines (i.e., servers in clouds). This avoids taking a long application execution time on 
mobile devices which results in large amount of power consumption. 
 
We can evaluate the effectiveness of offloading techniques through several experiments. The results demonstrate 
that the remote application execution can save energy significantly. Especially, some techniques evaluate large-scale 
numerical computations and shows that up to 45% of energy consumption can be reduced for large matrix 
calculation. In addition, many mobile applications take advantages from task migration and remote processing. For 
example, offloading a compiler optimization for image processing can reduce 41% for energy consumption of a 
mobile device. Also, using memory arithmetic unit and interface (MAUI) to migrate mobile game components to 
servers in the cloud can save 27% of energy consumption for computer games and 45% for the chess game. 
 
2.Improving data storage capacity and processing power 
Storage capacity is also a constraint for mobile devices. MCC is developed to enable mobile users to store/access the 
large data on the cloud through wireless networks. First example is the Amazon Simple Storage Service (Amazon 
S3) which supports file storage service. Another example is Image Exchange which utilizes the large storage space 
in clouds for mobile users. This mobile photo sharing service enables mobile users to upload images to the clouds 
immediately after capturing. Users may access all images from any devices. With cloud, the users can save 
considerable amount of energy and storage space on their mobile devices since all images are sent and processed on 
the clouds. Flickr and ShoZu are also the successful mobile photo sharing applications based on MCC. Facebook is 
the most successful social network application today, and it is also a typical example of using cloud in sharing 
images. 
 
MCC also helps reducing the running cost for compute-intensive applications that take long time and large amount 
of energy when performed on the limited-resource devices. Cloud computing can efficiently support various tasks 
for data warehousing, managing and synchronizing multiple documents online. For example, clouds can be used for 
transcoding, playing chess or broadcasting multimedia services to mobile devices. In these cases, all the complex 
calculations for transcoding or offering an optimal chess move that take a long time when perform on mobile 
devices will be processed quickly on the cloud. Mobile applications also are not constrained by storage capacity on 
the devices because their data now is stored on the cloud. 
 
3. Improving reliability 
Storing data or running applications on clouds is an effective way to improve the reliability since the data and 
application are stored and backed up on a number of computers. This reduces the chance of data and application lost 
on the mobile devices. In addition, MCC can be designed as a comprehensive data security model for both service 
providers and users. For example, the cloud can be used to protect copyrighted digital contents (e.g., video, clip, and 
music) from being abused and unauthorized distribution. Also, the cloud can remotely provide to mobile users with 
security services such as virus scanning, malicious code detection, and authentication. Also, such cloud-based 
security services can make efficient use of the collected record from different users to improve the effectiveness of 
the services. 
 
In addition, MCC also inherits some advantages of clouds for mobile services as follows:  
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a. Dynamic provisioning: Dynamic on-demand provisioning of resources on a fine-grained, self-service 
basis is a flexible way for service providers and mobile users to run their applications without advanced 
reservation of resources. 

 
b. Scalability: The deployment of mobile applications can be performed and scaled to meet the unpredictable 

user demands due to flexible resource provisioning. Service providers can easily add and expand an application 
and service without or with little constraint on the resource usage. 

 
c. Multi-tenancy: Service providers (e.g., network operator and data center owner) can share the resources and 

costs to support a variety of applications and large number of users. 
 
d. Ease of Integration: Multiple services from different service providers can be integrated easily through the 

cloud and the Internet to meet the users’ demands. 
 

IV.c Future of MCC 
Latest advances in mobile technology communication networks and increasing penetration of smart phones are 
transforming the mobile Internet and empowering end users with rich mobile experience. However, the limited 
computing and information/ energy storage capabilities of mobile devices are hampering their abilities to support 
increasingly sophisticated applications demanded by users. The emerging cloud computing technology offers a 
natural solution to extend the limited capabilities of mobile devices[10]. The resulting new paradigm of mobile cloud 
computing is being embraced by researchers and practitioners as an exciting new way to extend the capabilities of 
mobile platforms, which has the potential for profound impacts on the business environment and people’s daily life.   

Empowered by mobile cloud computing, previously infeasible mobile applications are finding their ways into 
mobile devices. These emerging applications range from mobile storage and synchronization, fast content delivery, 
audio/video streaming, to interactive rich media services. Nevertheless, the implementation and wide deployment of 
these applications are completed by various technical challenges across different layers in wireless networks. For 
example, there is a need to better understand the gaps between the quality of service (QoS) requirements of cloud-
based applications and the variable performance of wireless networks due to the dynamic channel environments, and 
to develop novel solutions to overcome these gaps. Moreover, the design and operations of mobile cloud computing 
should also be sensitive to the limited energy supply in the limited energy supply in the mobile devices and system-
wide energy conservation in general. As a result, advanced cognitive and adaptive techniques are highly demanded 
for mobile cloud computing. Moreover, new perspectives can be taken by both academic researchers and 
practitioners to demystify the technical challenges and propose ground-breaking solutions. 

Wireless and mobile computing technologies provide more possibilities for accessing services conveniently. Mobile 
devices will be improved in terms of power, CPU, and storage. Mobile cloud computing has emerged as a new 
paradigm and extension of cloud computing.  
 
In this survey, terminologies and concepts are clarified, and a definition of mobile cloud computing is provided 
based on an understanding of underlying technologies and applications. Existing work has also been surveyed and 
two classes of architecture framework are described for mobile cloud computing.  
 
For future research, there are still some challenging issues related to the models of mobile cloud computing and 
services. They are:  
 
i. Mobile devices are constrained in storage and processing capacity. How can efficient use be made of the limited 

resources for cloud computing? 
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ii.  There are several operating systems for mobile devices, especially mobile smartphones. These include Android, 
Symbian, iOS [7], Chrome, and MeeGo [8]. Is it possible to provide a general access platform for mobile cloud 
computing on top of these various OS platforms? 

iii.  From Hyrax and Cloudlet, mobile devices act not only as clients but also as components of clouds. What is the 
impact of mobility of mobile devices on performance of the cloud? What are the benefits and disadvantages? 

iv. Users in mobile clouds are still exposed to security threats both inside and outside the cloud. What is the best 
solution for such a mobile environment? 

Demand and applications of mobile cloud computing will grow rapidly, and researchers and developers should pay 
more attention to this area of cloud computing research and development. 
 

IV.d Scope of contributions      
This special issue aims to explore recent advances and disseminate state-of–the-art research on designing, building 
novel services and technologies to enable Mobile Cloud Computing. The topics of interest for special issue include, 
but are not limited to: 

1. Multi-technology and multi-device access to mobile cloud computing[14] 
a. Cognitive and ubiquitous access control for mobile cloud computing 
b. Access and communication schemes for cloud computing in mobile environment 
c. Flexible architecture of mobile technologies for supporting cloud computing   

2. Cloud computing to enable mobile rich media 
a. Cloud-based mobile audio/video streaming techniques 
b. Cloud-assisted 3D/multiview rending for mobile users 
c. Performance evaluation of rich media service supported by mobile cloud computing 
d. Quality of Experience(QoE) studies and improvements for mobile cloud computing 

3. Green Mobile Cloud Computing  
a. Dynamic allocation algorithms of computing load and networking load for mobile devices  
b. Energy-efficient multimedia service in mobile cloud computing  
c. Energy consumption measurement and profiling of mobile devices for cloud   computing 
d. Power efficiency in datacenter  for mobile cloud applications 
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