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 Abstract 
 Skype is beyond any doubt the VoIP application in the current Internet application spectrum. Its amazing 

success has drawn the attention of telecom operators and the research community both interested in knowing its 

internal mechanisms, characterizing its traffic, understanding its users’ behaviour. Our approach is twofold, as 

we make use of both active and passive measurement techniques to gather a deep understanding on the traffic 

Skype generates.In this paper we also investigates how Skype Video behaves when sharing the Internet with 

other TCP and Skype Video flows. The goal is to determine the responsiveness of Skype Video to the 

unpredictable time-varying Internet bandwidth in terms of transient times needed to match the available 

bandwidth and fairness with respect to coexisting TCP and Skype flows. To the purpose, we have set up a local 

area network test bed in which it is possible to emulate wide area networks delays and set different traffic  

conditions, bottleneck capacities and queue size. 

 The remaining paper deals with these sections: section 1 we deals with the introduction of the paper; Section 2 

we summarize the related work; in Section 3 we give the analysis to the people on the adaptive video codec used 

by Skype in Section 4 we  see about the experimental test bed and the tools we have developed in order to carry 

out the experiments; in Section 5 we present and discuss the experimental results. Finally, Section 6  deals with 

conclusion of the paper. 
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1. Introduction 

The last few years witnessed VoIP telephony gaining a tremendous popularity, as testified by the increasing 

number of operators that are offering VoIP-based phone services Skype is beyond doubt the most amazing 

example of this new phenomenon: developed in 2002 by the creators. Being the most popular and successful 

VoIP application, Skype is attracting the attention of the research community and of the telecom operator as 

well. The TCP/IP stack has been extremely successful for reliable delivery of best-effort, time insensitive elastic 

type traffic. Nowadays, the Internet is rapidly evolving to become an efficient platform for multimedia content 

delivery. A key difference between time-insensitive data traffic and time-sensitive traffic generated by 

applications such as VoIP or real-time video is that, while a data sending rate can be modulated to match the 

network available bandwidth, a real-time audio/video sending rate must follow the source rate. Skype 

implements a number of techniques to circumvent NAT and firewall limitations. which add further complexity 

to an already blurred picture. 

we devised a methodology that success fully tackles the problem of Skype voice traffic identification.We extend 

here the methodology to identify also video-calls and voice calls generated by the newly deployed SVOPC 

Codec. we complete the characterization of Skype voice Codecs, and add several details to both the signalling 

traffic study, and users’ behavior measurement. Skype as an example of application: little results are therefore 

presented about Skype source characterization. Lacking a  reliable Skype classification engine, authors are 

forced to limit the scope to relayed sessions, and they restrict furthermore their attention to the case of UDP 

transport layer only. The main difference between Skype and other VoIP clients is  that Skype is based on a P2P 

architecture, rather than a more traditional client-server model. This work investigates how Skype Video 

behaves when sharing the Internet with other TCP and Skype Video flows. To the purpose, we have set up a 

local area network test bed in which it is possible to emulate wide area networks delays and set different traffic 

conditions, bottleneck capacities and queue size. 

 

 
   Table 1 Nominal Characteristics of Skype CODECS 
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2. Related Work 

 It is well-known that the best-effort Internet cannot provide guaranteed resources for real-time multimedia 

applications. The first attempt to address the problem is described where authors show the benefit of 

implementing  a very basic congestion control scheme in conjunction with the adaptive video codec H.261 in a 

video conferencing system. Only user’s authentication is performed under the classical client-server model, 

using public key mechanisms. Skype offers end users several services: i) voice communication, 

ii) video communication, iii) file transfer, and iv) chat services. The communication between users is established 

using a traditional end-to-end IP paradigm, but Skype can also route calls through a super node to ease the 

traversal of symmetric NATs and firewalls. we denote by End-to-End (E2E) any voice/video call between two 

Skype clients, and by End-to-Out (E2O) any call involving a Skype peer and a PSTN terminal. One of the most 

prominent applications which implements real-time audio/video transmission over the Internet is Skype. 

Other relevant papers on Skype can be grouped in the following categories: i) P2P network characterization; ii) 

perceived quality of the Skype VoIP flows; iii) identification of Skype flows. Though Skype may rely on either 

TCP or UDP at the transport layer both signaling and communication data are preferentially carried over UDP. 

The supported Codec name, nominal frame size and bit rate are reported in Table I, where Wide-band Codec 

(offering 8 kHz bandwidth) are labeled by a “* ” symbol. Skype adopts True Motion VP7 Codec, a proprietary 

solution of On2, which provides a variable bit rate stream with minimum bandwidth of 20 kbps. First papers on 

Skype mainly focused on the characterization of the P2P network built by Skype in order to enlight, at least 

partially, interesting details on its architecture and on the NAT traversal techniques. Another relevant aspect 

addressed in the literature is the detection of Skype _flows, which is very important from the Internet Service 

Providers' point of view. Recently, it has been proposed a method to identify Skype traffic which uses two 

classiffiers: one, which is based on applying the Chi- Square test to the payload of passively sniffed traffic, and 

the other one that is based on packet size and inter packet gap. 

 

3.Video Codec Charecterisation By Skype 

In order to derive a source model, we performed several experiments in a controlled environment: the test bed 

involved several PCs connected by a Linux NAT/Firewall/Router/Traffic-Analyzer box. Several network 

scenarios were  emulated by the Linux router using NIST Net  to enforce various combinations of delay, packet 
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loss and bottleneck  bandwidth, and to observe how Skype reacts to different network A subset of the above test 

bed traffic is made available to the research community. 

 A flow starts when a packet with the flow tuple is first observed, and ends when an inactivity timeout expiresor, 

in case of TCP, by observing the connection tear-down sequence. Flow characterization is provided by the 

following  measurement indexes. 

• Bit rate(B) : amount of bits generated at application layer in a time interval of 1 s.                                           

• Inter-Packet-Gap (IPG): time between two consecutive packets belonging to the same flow.                                                             

• Payload length(L) : number of bytes transported in the TCP or UDP payload; the corresponding IP packet size 

can be determined by adding the transport and network layer overheads.                                                                                         

codec supports real-time video encoding and decoding using and number of frame per seconds to adapt to                               

bandwidth variations. Moreover, the white paper states that  a model of the client  level is employed in order to  

control those variables, but no further details are provided. Regarding the bitrates produced by VP7,                                   

On2 claims to provide video transport starting from bitrates as low as 20 kbps;they do not provide any 

information. 

 

                     figure 2a) Bit rate versus time figure 2b) IPG versus time 

                                               

                                    

                                                                               

 

 

 

 

figure 2c) Traces versus time 
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4. Skype Video And User Charecterisation 

In order to investigate how Skype Audio/Video connections behave when network bandwidth changes over 

time, we have developed a measurement tool that allows real network  experiments be deployed over one or 

more hosts. The throughput is defined as ∆sent/∆T,the loss rate as ∆loss=∆T and the good put as 

(∆sent∆loss)=∆T, where ∆sent is the number of bits sent in the period ∆T, ∆loss  is the number of bits lost in the   

same period. We have considered ∆T = 0:4 s in our measurements. In particular we have modified the 

GStreamer plug-in gst-fakevideo  which generates a fake /dev/video device that simulates a video source (like a 

webcam) using a technique similar to the one employed by Skype Audio Dsp Hijacker. The experiments have 

been run using the Linux Skype client version 2.0.0.27 and the standard Foreman YUV test sequence. The audio 

input has been muted in order to analyze only the network traffic generated by video _flows. the RTT of the 

connection is set at 50 ms and the queue size at the two hosts is set equal to the bandwidth delay product unless 

otherwise specified. More than 7000 different hosts are present in the campus LAN, which is used by both 

students and staff members. The total number of flows that were identified are 17595, 9136, 1393, and 1145 

considering UDP  E2E, TCP E2E, UDP E2O voice and UDP video calls, respectively. Notice that most of the 

calls are “free” E2E voice calls, with video enabled in only 6% of cases. 

 

Service Usage Workload 

  The total peak number of calls accounts about 75 Skype calls per hour. Asymmetry is due to the fact that the 

two directions of the same call can use different transport layer protocols: this happens in about 15% of the 

cases.Skype is forced to rely on TCP, as can be gathered by the smaller number of UDP E2E incoming flows 

with respect to the outgoing ones. 

 

Call Destination and Duration 

  Recalls that E2O calls are subject to a (low) connection fee. The right pie shows that the E2O service is 

competitive with traditional phone services only  when international calls are considered. 

 

 

figure 3a) E2E calls destination in Italy figure 3b) E2O calls destination countries 
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5. Signalling  Results 

The main goal of this investigation is to show how Skype Video flows throttle their sending rates when step-like 

changes of available bandwidth occur and how Skype flows behave when concurrent TCP _flows share the 

bottleneck. It is worth noticing that we consider step-like bandwidths because this is a simple and efficient 

practice in control theory when testing the dynamic behaviour of a system. It is reasonable to conjecture that the 

feedback variables used to throttle q(t), s(t) and f(t) are available bandwidth, loss rate l(t) and jitter j(t). 

 Signaling Overhead 

The average signaling bitrate, evaluated as the total signaling bits transmitted by a client during its whole 

lifetime, is very low: it is less than 100 bps in 95% of cases (and less than 10 bps in 50% of cases), while only 

very few nodes,that are possibly super nodes, use more than 1 kbps for signaling .Since the signaling bitrate is 

exiguous, its relative importance vanishes if weighted on the ground of VoIP call traffic: for about5% of the 

Skype clients, signaling accounts only for 5% of the total (including voice and video calls) Skype traffic. At the 

same time, since clients may be left running for long periods without VoIP services being actively accessed, the 

signaling traffic portion is dominting in 80% of the cases. 

 

 Signaling Flow Classification 

We are now interested in observing the signaling traffic a Skype client exchanges. The semantic of the signaling 

activity cannot be inferred from purely passive measurement, but the form of signaling activity can be further 

differentiated. Let us observe the amount of data sent by the source (in packets) and its corresponding duration 

(in seconds). The complementary distribution functions (1-CDF) are reported in Fig. 17 using a log/log scale. 

About 80% of the signaling flows consists of single packet probes, and 99% of the flows is shorter than six 

packets. These observations suggest the existence of two types of signaling flows, which we classify as follows• 

Probe: any packet sent toward an unknown peer, to which a single reply packet possibly follows, but no further 

packet is exchanged between the peer pair; 

• Non-Probe: any flow constituted by more than one packet,including periodically exchanged probes. 

  Geolocation of Peers 

We now consider the geographical location of contacted peers. In the dataset we consider, we observed 304 690 

external peers, corresponding to 263 886 different IP addresses.HostIP was used again to perform the 

geolocation of IP addresses. Fig. 19 reports results for the subset of about 10 kpeers (out of the about 264 k 

queries) for which longitude and latitude information were available. From the picture, it is easy to recognize the 

shape of continents, especially Europe and North America. A white landmark helps in locating Torino is our 

vantage point. 

 

Peer Selection Criterion 

The latency of probing traffic is lower than that of other traffic. From Torino, RT smaller than 100 ms are 

typical of nodes within the Europe,while RTT larger than 100 ms are typical of nodes outside it.Measurement 

results allow us to conjecture that the probing mechanism is latency driven: Skype client probes peers based on 

the information received by other peers so that low latency peers are more likely selected than high latency ones. 
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Skype Response To Bandwidth 

In this scenario we aim at investigating how a Skype Video flow adapts to small step-like increment/decrement 

decreases of available bandwidth. To the purpose we start by allowing the available bandwidth to vary in the 

range [160; 1000] kbps. By using the knowledge on transient times that we have gathered in the previous 

scenario, we set bandwidth variations to occur every 100 s in order to let sending rates to extinguish their 

transients. In particular, in the first half of the experiment, the available bandwidth increases every 100 s of 168 

kbps, whereas, in the second half, it decreases of the same amount every 100 s. 

 

Fig: 4.Response of two skype video calls to available bandwidth 

 6. Conclusion  

We have carried out an experimental investigation of Skype Video flows behaviour in the presence of time 

varying network conditions and TCP traffic. We have found that a Skype Video call uses the frame rate, the 

packet size and the video resolution in order to throttle its sending rate to match the network available 

bandwidth. The obtained results have shown that a Skype Video call roughly requires a minimum of 40 kbps 

available bandwidth to start and it is able to fill in a bandwidth up to 450 kbps.                                                                         

This paper also focused on the characterization of Skype traffic, the most popular VoIP application nowadays. 

Our contribution is twofold. First, from extensive testbed experiments we investigated several aspects of the 

Skype source, considering different service types (i.e., Skype Out, End2End voice and video calls), transport 

protocols (i.e., TCP, UDP), and network conditions(i.e., loss rate and available bandwidth). Testbed 

measurements refined the picture on the Skype source model, enlightening the mechanisms and triggering 

conditions that Skype uses to adapt to network conditions: specifically, when UDP is used at the transport layer, 

Skype distinguishes and differently reacts to path losses and network congestion. 
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