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Abstract 

 
E-signatures provide security for the transactions with authenticity and integrity characteristics that make non-

repudiation of the transactions possible. Different technologies and infrastructures are used to implement Mobile signature 
processes. Some are based on the SIM card, middleware of the mobile device and cryptographic providers. There are already 
some frameworks which are independent of specific mobile device technologies and make mobile signatures available to 
application providers. From this analysis we will obtain a global view of the current and future tendencies of mobile signature 
and thus help to provide mobile signature solutions. This article describes the mechanisms that can be used as digital signatures 
and certification to obtain the electronic security in mobile devices. We propose a real platform for the implementation of the 
digital signature in mobile terminals. 
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1. Introduction: 

An electronic signature (e-signature) is obtained by applying a series of cryptographic operations on the 
document to sign. Usually, these operations are based on the use of asymmetric cryptography and hash functions. 
The purpose of an electronic signature is to guarantee authentication and integrity in the information signed. For this 
reason an electronic signature satisfies three properties. Firstly, it is bound to a document or message and it is not 
valid for any other message or document. Secondly, it is associated to the signer’s identity and only that signer can 
generate it. Thirdly, it is publicly verifiable, and therefore it is possible to detect any later change in the signed data. 
In electronic signature, the element that is used to identify a signer is the digital certificate. In the digital world, this 
certificate is equivalent to a personal identification document (identity card, passport, etc) and it associates a key to 
an identity. Thus, the certificate can be used to verify that the key used to sign a document or message belongs to an 
identity. This e-signature in some circumstances may be even legally equivalent to handwritten signatures and 
therefore, the information signed could be used in legal proceedings.  

An e-signature is considered advanced if it complies with four requirements. First, “it is uniquely linked to 
the signature”. Second, “it is capable of identifying the signature”. Third, “it is created using means that the 
signatory can maintain under his sole control”. Finally, “it is linked to the data to which it relates in such manner 
that any subsequent change of the data is detectable”. With these conditions in mind an electronic signature is, 
basically, considered advanced, if it was generated using a Secure Signature Creation Device (SSCD). In the first 
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generation of mobile devices it was impossible to think of generating these advanced signatures due to the limited 
cryptographic and computational capabilities of these devices. 

 However, currently the mobile devices are able to generate electronic signatures based on asymmetric 
cryptography or even based on elliptic curve cryptography. As a consequence of these improvements, several 
solutions have appeared to provide e-signature in these devices. The present paper presents a survey of the different 
technologies that have appeared over the years to provide these signatures. The survey describes them and analyzes 
them from the security point of view as well as examining whether the solution evaluated can be considered 
equivalent to a handwritten signature, that is, if it is a qualified signature as was previously defined. The rest of this 
paper is organized as follows. Section 2 establishes the comparison criteria that are used to analyze the electronic 
signature solutions for mobile devices. Section 3 classifies the different solutions taking into account different points 
of view. Then, in section 4 we analyze the technologies based on SIM card. Thus, in section 8 we present a 
comparison of the different solutions based on the criteria and classifications established in sections 2 and 3. Finally, 
we conclude the paper and we introduce some open issues. 
 
2. Comparison 

E-signature has to satisfy some requirements that were commented in the introduction. Therefore, the most 
important comparison criterion between different mobile signature solutions is whether e-signature generated is 
legally equivalent to handwritten signature. In order to satisfy this criterion, we have to accomplish with other 
smaller criteria. 
These are: 
• The solution should be based on asymmetric cryptography or in elliptic curve cryptography (ECC). 
• The signature should be generated in a Secure Signature Creation Device (SSCD). As a consequence, the solution 
should support the generation of private keys and these keys cannot be exported. 
• The solution should provide qualified signature. It should be possible to obtain certificates from a qualified 
certification authority. 
Other interesting criteria are: 
• The format signature should be according to a standard format like PKCS#1 or PKCS#7/CMS. Thus, the signature 
could be easily verified by using the different cryptographic suites already existing. 
• With the purpose of having a solution that can be used in any mobile device, the e-signature solution should be 
independent of the operating system. 
• A user can have more than one identity. Therefore, it should be interesting that the solution could manage the keys 
and the certificates of the different user’s identities. 
 
3. Classification of electronic signature solutions 

There exists different ways of classifying the electronic signature solutions for mobile devices. We can classify them 
according to several criteria such as signature platforms, technologies, standards and features supported. 

We can classify them into four main groups. The first group involves electronic signature solutions based 
on SIM card. All these solutions have the common characteristic of achieving the signature process inside the SIM 
card of the mobile device, through its own cryptographic processor. The second group includes all the solutions 
based on handheld sets the third group covers hybrid solutions between the two previous groups. Therefore, this sort 
of solutions needs collaboration between the SIM card and the mobile devices for performing the different tasks of 
the e-signature process. The last group is focused on some high level services that are independent of the mobile 
device’s specific signature technology from the point of view of the application provider. 

 
3.1. SIM card 
 

SIM cards are multi-application cards, in which different services are working at the same time .A SIM 
card usually has two different kinds of memory. In ROM memory you can find the physical layer that includes the 
SIM card operative system, the memory management and the input/output interface. Next, on top of it, you can see 
the Java Card Virtual Machine that interprets the applications, the card manager that manages the life cycle of each 
application, the SIM Toolkit Security that adds security headers to the short messages and different APIs for 
developers. In this memory zone, you can also see the GSM application that is stamped by the manufacturer and 
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cannot be removed from the SIM card. In EEPROM memory you find the different applications. This memory zone 
can be modified in the life cycle of the SIM card by the card manager. The GSM application controls 
communication over GSM networks and stores the GSM files inside EEPROM memory. These files contain the 
GSM keys, the address book, the short messages, and so on. The USAT applets are applications developed with SIM 
Application Toolkit technology, like USAT interpreter. The WIM application enables the possibility of performing 
cryptographic operations inside the SIM card. In this section we are going to describe and analyze these different 
technologies that facilitate the performing of electronic signature processes on a SIM card application. 

 

Figure 1: Multi-application SIM card architecture 

3.2. Technologies based on handheld  
The cryptographic capability of mobile devices is ever greater. There are different mobile technologies like 

Symbian OS, Windows Mobile OS and Java ME that let us perform electronic signature processes on a handheld 
device Windows Mobile Operating System (Windows Mobile OS) is the operating system developed by Microsoft 
for handheld devices. This OS constitutes the base for the development of two main kinds of platforms: Pocket PC 
and Smartphone. A Pocket PC, also called PDA (Personal Digital Assistant), is a handheld-sized computer and a 
Smartphone is more oriented towards mobile phone capability, although it has advanced data functionality too. 
Microsoft’s cryptographic system basically consists of several components; applications, operating system, and 
Some Cryptographic Service Provides (CSP). Applications communicate with the OS through the cryptographic 
API, called CryptoAPI (CAPI), and the OS communicates with CSPs through the Cryptographic Service Provider 
Interface 
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The cryptographic API works with a number of Cryptographic Service Providers (CSPs). A CSP (Cryptographic 
Service Provider) is an independent module that contains cryptographic implementations of diverse algorithms and 
standards for authentication, encoding, encryption, key storage, and digital signature. Within the Crypto API points 
out the following functions: the generation and exchange keys, data encryption and decryption, encoding and 
decoding certificates, management and enhancement of the security of certificates, creation and verification of 
digital signatures and computing hash. 

 
3.3. Hybrid Technologies 

There are a large number of services that are not possible to implement completely in the SIM card side or 
in the device side. These services usually need to take advantage of the device characteristics (rich user interface and 
high processing capabilities) and the security of the SIM card. 
 
3.3.1. WMLScript / XHTMLScript 
 

This section describes how the Web applications developed for mobile devices can make use of the 
cryptographic features of the WIM application in the SIM card. At present, the most extended languages for mobile 
Web applications are Wireless Markup Language (WML) and eXtensible Hypertext Markup Language (XHTML). 
Both languages have script libraries for developing asymmetric processes on the client side. One of the libraries of 
these languages is the Crypto library, which is included in the browsers that support WMLScript (for WML 
language) or XHTMLScript (for XHTML) and it is equivalent to the use of JavaScript in HTML. The Crypto library 
has only one function called Sign Text which carries out e-signature processes from plain text. When this function is 
invoked, the WIM application contained in the SIM card is responsible for performing the signature operation and 
returning that signature according to the PKCS#7/CMS format. 
 

3.4. Independent-handheld solutions 

3.4.1. Server-based Signatures 
Initially the mobile devices had very limited cryptographic capabilities. This fact meant that the mobile 

devices were not able to sign information using asymmetric cryptography. In order to overcome this situation, the 
solution proposed was to introduce a server with the responsibility of possessing the information needed to create 
electronic signatures on behalf of the user. This server was placed in the mobile network infrastructure. Thus, the 
application provider requests the signatures from the server instead of the user. Next, the server creates the 
electronic signature form the keys and the certificates stored by the client. 

 

Process of e-signature generation in server-based solution Mobile Signature Service: 

1. The end-user accesses the services provided by an application provider. Then, in order to access to a specific 
service or to make a transaction the end-user confirms it. 
2. The AP informs the end-user that his mobile signature application is going to be invoked in order to confirm the 
transaction. 
3. The AP sends a signature request to the MSSP in order to indicate that he wants a particular user to sign some 
data related with the transaction. 
4. The MSPP processes the request and sends it to the end-user. 
5. The data of the transaction is shown in the mobile device. Next, if the end-user agrees to the transaction, he/she is 
asked to introduce his/her signing-PIN in order to compute the electronic signature. 
6. The electronic signature is returned to the MSSP. 
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7. The MSSP processes the response, makes some added-value services (if required) and returns it to the AP. 
8. The AP processes the response and sends a transaction confirmation to the end-user. 
9. The transaction or the service is provided by the AP to the end-user. 

 

Mobile Signature Service Framework 

4. Comparision 
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Notes: 
X1 – Only if the device SO has Java ME support. 
X2 – It depends on the device side technology.

 

5.Conclusions 
 

Electronic signature is essential to provide non-repudiation services which make secure e-commerce 
possible. At the moment, the use of e-signature in e-commerce solutions is a mature and broadly extended 
technology. We also made a comparison between the different solutions so as to a developer or a researcher can 
decide which solutions suit best his purpose. As conclusion, we can say that we have identified which solutions 
provide a qualified signature, that is, WIM, USAT-i, Windows Mobile, Symbian, JavaME, WMLScript, SATSA and 
MSS; being SATSA the most interesting technology for this purpose. As a result of this study, we can also conclude 
that there are still some open issues related to e-signature in mobile devices. At the moment, all the efforts of the 
solutions introduced are centered on providing the necessary technology to make the processes of creating and 
verifying e-signatures. We need to build a certificate chain to a trusted point and, next to validate all the certificates 
in that chain. More details can be found in. Thus, this process must be covered with similar solutions to the mobile 
service signature framework, but now, applied to verify the status of certificate involved in a transaction. In fact, it 
could be provided as an extension of that framework. 
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