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Abstract 

 
In order to reduce security and privacy risks data can be stored on data storage servers and mail servers in encrypted format. But 
this usually implies that one has to sacrifice functionality for security. For example, if a client wishes to retrieve only documents 
containing certain words, it was not previously known how to let the data storage server perform the search and answer the query 
without loss of data confidentiality. We describe a cryptographic scheme for the problem of searching on encrypted data. Our 
scheme has a number of crucial advantages. They are provably secure, provide query isolation, control searching and support 
hidden queries.  

1. Introduction  
 

Data can be stored in encrypted file systems in secure mail servers. The problem is that moving the 
computation to the data storage becomes difficult when data is encrypted. In this paper we present a cryptographic 
scheme which support searching functionality without any loss of data confidentiality. Our schemes do not have any 
space and communication overhead. They can be extended to support more advance searches. We introduced one 
method to search in constant time whether a word is present in document.  
Our scheme has four advantages.  
 

• Provably secure. The untrusted server cannot learn anything about the plaintext given only the cipher text.  

• Controlled searching: The untrusted server cannot search for a word without the user’s authorization.  

• Hidden queries: The user may ask the untrusted server to search for a secret word without revealing the 
word to the server.  

• Query isolation: The untrusted server learns nothing more than the search result about the plaintext.  
 

The paper is structured as follows. In third section we explain some related work done by others previously 
and their limitations. In fourth section we provide our contribution in this area. In the fifth section we give detailed 
description about our scheme and various extensions. In the sixth section we provide detailed analysis on our 
scheme. In the seventh section we compare our results with already existing schemes. In the eight sections we give 
our conclusion.  
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2. Related work  
 

Dawn Xiaodong Song, David Wagner and Adrian Perrig published a paper “Practical Techniques for 
Searches on Encrypted Data” In that paper they explained some fundamental schemes like The Basic Scheme, 
Controlled Search Scheme, and Support for hidden search scheme.  
3. Our contribution  
 

We introduced a scheme which supports provably secrecy, query isolation, control searching and support 
hidden queries. This can bring back the plain text from cypher text unlike hidden search scheme. User can find 
whether a document contain a specific word or find the positions of a word in a document without leaking the 
positions of the word in the document to the server. Even we described a technique to search a word in O(1) using 
bloom filter data structure.  
 

4. The proposal  

• In the proposed scheme, for each word Wi we compute pre-encrypted word Xi =Ek’’(Wi). The pre 
encrypted word Xi is split into <Li,Ri> where Li denotes the first n-m bits of Xi and Ri denotes the last m 
bits of Xi. Alice wants to encrypt a document which contains the sequence of words W1,….,Wl. The 
scheme works by computing the bitwise exclusive or (XOR) of the clear-text with a sequence of 
pseudorandom bits which have a special structure. This structure will allow to search on the data without 
revealing anything else about the clear text. Alice generates a sequence of pseudorandom values S1,….,Sl 
using stream cipher, the pseudorandom generator G, where each Si is n-m bits long. To encrypt an n-bit 
word Wi that appears in position i, Alice takes the pseudorandom bits Si ,sets Ti= <Si,FKi(Si)> and outputs 
the cipher text Ci :=Xi ⊕ Ti. Note that only Alice can generate the pseudorandom stream S1,….,Sl. So no 
one else can decrypt. There is some flexibility in how the keys Ki may be chosen one possibility is to use 
same key K at every position in the document. Another alternative is to choose a new key Ki for each 
position independent of all other keys. Alice can either (a) choose Ki to be the same as some previous Kj (j 
< i) or (b) choose Ki independently of all the previous keys. In this scheme Ki is computed as Ki = fk' ( Li ) 
where k' is random key .  

• Alice can generate Si using the pseudorandom generator (since Alice knows the seed), and with Si she can 
recover Li by XORing Si against the first n-m bits of Ci. Finally, knowledge of Li Li allows Alice to 
compute ki and thus finish the decryption.  

 
• The basic scheme supports searches over the cipher text in the following way: if Alice wants to search the 

word W she will compute corresponding pre-encrypted word X and K (as fk' (L)) which are sent to Bob . 
Bob computes Ci ⊕ X for each Ci . If the result is in form of <S,FK(S)> for some S, it means that required 
word W is equal to Wi. Bob stores location i where word has occurred and would continue search with next 
Ci . Such a search can be performed in linear time. After covering all Ci's Bob would sent back all locations 
where it has found W to Alice. At the positions where Bob does not get <S,FK(S)> form Bob learns 
nothing about the plaintext.  
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• This technique is provably secure as server (Bob) only knows cipher text and cannot get any information 

about plain text without authorisation from Alice. It also provides controlled searching as Bob is informed 
only key K ( which is directly derived from Li )  instead of informing all keys Ki due to which Bob cannot 
search his own desired word . It also provides hidden searching as Bob is revealed pre-encrypted form of 
word (X) instead of original word (W). It also provides query isolation as un-trusted server (Bob) learns 
nothing more than the search result about the plain text.  
 

Symmetric-Key based Search Scheme on Encrypted Text Data using Indexing:  
 

• Consider a data owner Alice who wishes to store a collection of documents with Bob (the service provider). 
Alice encrypts each document D prior to storing it with Bob. In addition, Alice creates a secure index, I(D), 
which is stored at the service provider that will help her perform keyword search. The secure index is such 
that it reveals no information about its content to the adversary.  

 
• The secure index is created over the keywords in D as follows. Let document D consist of the sequence of 

words W1,….,Wl. The index is created by computing the bitwise XOR (denoted by the symbol ⊕) of the 
clear-text with a sequence of pseudo-random bits that Alice generates using a stream cipher. Alice first 
generates a sequence of pseudo-random values S1,….,Sl using a stream cipher, where each Si is n-m bit 
long. For each pseudo-random sequence Si, Alice computes a pseudo-random function Fkc (Si) seeded on 
key kc which generates a random m-bit sequence. Using the result of Fk(si), Alice computes a n-bit 
sequence ti :=<Si; Fk(si)>, where < a,b > denotes concatenation of the string a and b). Now to encrypt the 
n-bit word wi, Alice computes the XOR of wi with ti, i.e., ciphertext ci := wi⊕ti. Since, only Alice 
generates the pseudo-random stream t1,....,tl so no one else can decrypt ci.  

 
• A simple strategy to prevent server from knowing the exact search word is to pre-encrypt each word w of 

the clear text separately using a deterministic encryption algorithm Ekp , where the key kp is a private key 
which is kept hidden from the adversary. After this pre-encryption phase, the user has a sequence of E-
encrypted words x1,.....,xl. Now he post-encrypts that sequence using the stream cipher construction as 
before to obtain ci := xi⊕ ti, where xi = Ekp (wi) and ti =< si; Fkc (xi) >. During search, the client, instead 
of revealing the keyword to be searched, Computes Ekp (wi) with the server. The proposed  scheme is 
secure and ensures that the adversary does not learn document content from query logs. The scheme is 
formalized below.  

 
• kp: Denotes the private-key of the user. kp∈{0,1}s which is kept a secret by the user.  

• kc: Denotes a key called the collection key of the user. kc ∈{0,1}s and is publicly known  
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• Pseudo-Random Function: F :{0,1}s × :{0,1}n-m ->:{0,1}m is a pseudo-random function that takes a n-m 
bit string, a s-bit key and maps it to a random m-bit string. F is publicly known.  

• Trapdoor function: Let T denote a trapdoor function which takes as input, a private-key kp and a word w 
and outputs the trapdoor for the word w, i.e., T(kp,w) = Ekp (w) where E is a deterministic encryption  
function. For a given document, we denote the trapdoor for the ith word by ti.  

• BuildIndex(D; kp; kc): This function is used to build the index for document D. It uses a pseudo-random 
generator G which outputs randomstring of size s. The pseudo-code of the function is given below.  

 

 
 

• SearchIndex(ID;T(w)): Given the document index and the trapdoor for the word w being searched, the 
SearchIndex functionality returns the document D if the word w is present in it. The pseudo-code is given 
below.  

 
Speeding up search on encrypted data:  
 

• The approach described above to search over encrypted text has a limitation.Essentially, it requires O(n) 
comparisons (cryptographic operations) at the server to test if the document contains a given keyword, 
where n is the number of keywords in the document. While such an overhead might be tolerable for small 
documents and small document collections, the approach is inherently not scalable. So we propose Bloom 
Filter for indexing documents as follows:  

 
• Bloom Filters: A Bloom Filter for a document D = {w1,...,wn} of n words is a m-bit array constructed as 

follows. All array bits are initially set to 0. The filter uses r independent hash functions h1,....,hr, where hi: 
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{0,1}* ->[1 ;m] for i∈[1,r]. For each word w∈D, the array bits at the positions h1(w),....,hr(w) are set to 1. A 
location can be set to 1 multiple times. To determine if a word a belongs is contained in the document D, 
we check the bits at positions h1(a),..., hr(a). If all checked bits are 1's, then a is considered contained in 
the document D. There is however, some probability of a false positive.  

 
• A simple Bloom Filter can reveal information about the contents of the document since the hash functions 

are publicly known. A straightforward strategy to create secure index using  
 

• Bloom Filter is to instead index each word w by its encrypted representation Ekp (w). Thus, the Bloom 
Filter will be constructed using the hash values hj(Ekp (w)), j = 1,...,r instead of applying the hash functions 
on w directly. This strategy has a vulnerability though, the “footprint” of a word (i.e., the bit-positions in 
the Bloom Filter that are set to `1' corresponding to w) is same for all documents containing the word w. 
This makes the scheme vulnerable to frequency-based attacks. One remedy is to use the document-id while 
encoding the keywords. For instance, one can compute the hash functions for the Bloom Filter as follows: 
hj(Ekc(<id(D),Ekp (w)>)), j = 1,...,r and set the corresponding bits to 1 in the Bloom Filter. This way 
representation of the same word is different across different documents. As a result, unless a trapdoor is 
provided, the adversary cannot determine if the same word appears across different documents.  

 
Secured Search  
 

• For many applications the purpose of the search is to find documents which contain a specific word, where 
the position or the number of occurrences are not relevant. For example, searching email is such an 
application, where the query takes on the form “find all email from Sri”. For this application, the proposed 
schemes leaked information, since the server would know the positions of the word in the document, or at 
least the frequency of a word in a document in case the word order is scrambled. Since we only need to 
know whether a given document contains a word, we use the following approach. We add a count to each 
word, which counts how many times that word occurs previously in that document. For example, the first 
occurrence of the word “hello” is stored as (0; hello,0), the second occurrence as h1; (0; hello,1) and so on.  

 
• In each document , Alice will find the number of occurrences of each word which will result in (Wi,fi) 

where fi is the frequency of word Wi. Then Alice will consider (Wi,,0) ....(Wi,,fi-1) as separate units for 
encryption .The Encryption of each unit is done as proposed and the corresponding cipher texts are stored 
at server(Bob).  

 
• If Alice wants to just know if a particular word is present in the document or not then this method allows 

Alice to search for the single occurrence . For Eg. if Alice wants to search  for the word "hello" then she 
would send (hello,0) to the server. If document contains at least one hello word then the server will have 
Ciphertext corresponding to (hello,0) which would be identified by Bob but Bob does not gain any 
information about other positions of the search term in the document.  

 
• This method allows Alice to search for documents, that contain n or more occurrences of the word W by 

searching for (W,n-1). Let us say that the CipherTexts of words are stored in the same relative order as of 
the plaintext. By Using this Method , the positions of a word in a document can be found without the server 
knowing them .This is explained though an Example. Let us say a word "abc" is repeated five times in a 
document and we want to retrieve the first three positions. So CipherTexts corresponding to (abc,0) upto 
(abc,4) are stored in the server. Alice first sends query in the form of (abc,0) to Bob and Bob finds the 
corresponding ciphertext,sends back the first position of abc. Alice then sends query in the form of (abc,1) 
to Bob and Bob finds the corresponding ciphertext, sends back the second position of abc in the 
document.However Bob does not know that the word queried is same as the previously queried word. Thus 
it always knows only the current position of queried word but not all the positions of the word.The 
disadvantage is that the user has to query the word "abc" four times . Thus this method is useful if user 
prefers better security at the cost of time.  
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5. Security analysis  
 

The final scheme simple and fast for a document of length n. The encryption and search algorithm only 
need O(n) number of stream cipher and block cipher operations. Our schemes have communication overhead. They 
can be extended to support more advance searches.  
 
6. Performance comparison with related schemas  
 

Proposed scheme takes O(n) stream cipher and block cipher operations. While with the help of bloom filter 
we can search a word in constant time, O(1). By proposed scheme server can get the positions of the words in 
documents. But by using bloom filter data structure server can’t get the position of the words.  
 
7. Conclusion  
 

We have described new technique for searching on encrypted data using an untrusted server. Our 
techniques have a number of advantages. It runs simple and fast (More specifically, for a document of length n, the 
encryption and search algorithms only need O(n) stream cipher and block cipher operations); User can search the 
words without revealing the words position. Our scheme is also very flexible, and it can easily be extended to 
support more advanced search queries. We conclude that this provides a powerful new building block for the 
construction of secure services in the untrusted infrastructure. 
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