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Abstract 

Now a day‟s rapidly increased use of cloud computing in the many organization and IT industries and 
provides new software with low cost . Ensuring the security of cloud computing is a major factor in the cloud 
computing environment, as users often store sensitive information with cloud storage providers but these providers 
may be untrusted. Cloud computing is the computing technology which provides resources like software, 
hardware, services over the internet. In this paper, we will  comprehensively survey the concepts and 
architecture of cloud computing, as well as its security and privacy issues. Dealing with “single cloud” 
providers is predicted to become less popular with customers due to risks of service availability failure and the 
possibility of malicious insiders in the single cloud. A movement towards “multi -clouds”, or in other words 
interclouds or cloud-of-clouds has emerged recently. In this paper, we provide solutions for secure cloud storage in 
multi cloud based system. In this paper we have represented the survey on different issues related to data 
storage security on single cloud as well as multi cloud and fault tolerance . This work aims to promote the use 
of multi -clouds due to its ability to reduce security risks that affect the cloud computing user. This paper 
surveys to many running research related paper to single cloud and multi clouds security using Shamir‟s 
Secret Sharing algorithm 

 

Keywords— Cloud computing, single cloud, multi -cloud, data privacy,  models, data integrity, cloud storage, data 
intrusion, service availability. 
 

 

1. INTRODUCTION 
 

                   Cloud computing is the next generation in the Internet's technology which provides the user 
everything in terms of services like computing power to computing infrastructure, applications, business 
processes as per the need of user over the internet. Cloud providers should address privacy and security 
issues as a matter of high and urgent priority. Dealing with “single cloud” providers is becoming less 
popular with customers due to potential problems such as service availability failure and the possibility that 
there are malicious insiders in the single cloud.     

 Cloud computing is quickly becoming one of the most popular andtrendy phrases beingtossed around in 
today’s technology world. According to The Economist in a 2008 article, it will  have huge 
impacts ontheinformationtechnologyindustry, and also profoundly change the way people use computers [2]. ]. 
Cloud computing resources can be quickly extracted and effortlessly scaled with all the processes, services 
and applications provisioned on demand service despite the consequences of the user location or device. 
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Hence, the opportunity for an organization to enhance their service deliverance efficiencies is 
achieved through cloud computing. 

                This paper focuses on the issues related to the data security aspect of cloud computing. As data and 
information will  be shared with a third party, cloud computing users want to avoid an untrusted cloud 
provider. Protecting private and important Cloud providers should address privacy and security issues 
as a matter of high and urgent priority. Dealing with “single cloud” providers is becoming less 
popular with customers due to potential problems such as service availability failure and the possibility 
that there are malicious insiders in the single cloud. In recent years, there has been a move towards 
“multiclouds”, “intercloud” or “cloud-of-clouds”. 

                 In order to define cloud computing, it is first necessary to explain what is referenced by the phrase 
“The Cloud”. The first reference to “The Cloud” originated from the telephone in-dustry in the early 
1990s, when Virtual Pri-vate Network (VPN) service was first offered.  
Aim of the paper the data security aspect of cloud computing, data and information will  be shared        
personal and important documents such as debit/credit cards details or medical report from hackers or 
malicious insiders is the importance. It supply secure cloud database that will  prevent security risks. 
                         Cloud computing has four main features: elasticity, self-service of provisioning and need 
base usage payment. 
 
a. Deployment Models  
                     There are Four different deployment models 
of cloud computing.  
1. Public Cloud: 

Public or external cloud is one of type of cloud in which user can use the recourses as per the need 
and pay for usage. This type of cloud also has various service providers who provide traditional 
cloud computing services to users and charged for it. 

2. Private Cloud:  
Private cloud is the type of cloud in which the cloud is operated in only one organization or 
developed for one organization and managed by them or third party service provides. Basically this 
type of cloud is for the internal purpose of organization which is operated in geographically distributed. 

3. Hybrid Cloud:  
Hybrid Cloud can be made up with the combination of two type of cloud like private and public 
cloud or the combination of cloud virtualization server with physical hardware. This type of cloud 
is much cost expensive compare to public cloud. 

4. Community Cloud:  
If  several organizations have similar kind of requirement, they can share the cloud then this 
type of cloud establishment is made possible in market. This cloud is also costly in compare to 
public cloud but provides high level security. 
 

 

1.deployment models. 
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 B.Services of Cloud Computing 
 
 

                Cloud computing is offered in different forms: public clouds, private clouds, and hybrid clouds, 
which combine both public and private [3]. 
1. Cloud Software as a Service (SaaS) : 

 

Software as a Service provides software or application which can be used over the internet 
and user does not have not aware of any information regarding operating system, 
physical hardware. This type of application can be access via internet and through 
browser at user side. User can have only some of control setting for application. 2.
 Cloud Platform as a Service (PaaS) : 

Platform as a Service provide the setup of client’s software packages and other tools which set up on service  
providers’ physical hardware over the internet. So whole establishment is take place on service 
providers’ environment and user can access that software after authentication process passes successfully. This 
user can free from the hardware failure problem by adopting this service. 
3. Cloud Infrastructure as a Service (IaaS) : 

 

In this type of cloud, user can have whole virtual server and user can access it as he can access it local like start, 
needs them. 

 

 

2.Cloud Services 
 

C. Benefits of Cloud Computing 
 

 

1. Reduction in capital expenditure on hardware and software 
deployment. 
 2. Location independence, as long as there is access to the 
Internet. 
3. Increased flexibility  and market agility as the quick deployment model of cloud computing increases 

the ability to re-provision rapidly as required. 
4. Allows the enterprise to focus on its core 
business. 
 5. Increased competitive advantage. 

6. Increased security at a much lesser cost as compared to traditional standalone applications due to 
centralization of data and increased security-focused resources. 

7. Easy to maintain as they don't have to be installed on each user's computer. 
 
The cloud services that are implemented or those that will  be implemented will  always be 
accompanied by several threats. Knowledge about these threats shall prove to be the first step to prevent 
them. Hence security is the chief concern of several clients who desire to leverage cloud services. In all 
types of cloud, security issues arrive in many ways in different phases such as user’s authentication, 
open source provision, virtual infrastructure, SLA, data storage and resource request[5]. Out of 
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these, Cloud based data storage systems have many complexities regarding 
critical/confidential/sensitive data of client. The trust required on Cloud storage is so far far had been 
limited by users [6]. The survey of related research work done on the cloud data storage security is 
discussed in the paper. The discussion spans the security challenges with respect to the type of deployment, 
service and common network issues. 
                       
  

2. Cloud architecture 
                 
             NIST [1] describes cloud computing as “a model for enabling convenient, on-demand network 
access to a shared pool of configurable computing resources (e.g., networks, servers, storage, 
applications, and services) that can be rapidly provisioned and released with minimal management effort 
or service provider interaction”.The cloud computing model consists of five characteristics, three delivery 
models, and four deployment models [1]. The five key characteristics of cloud computing are: location-
independent resource pooling, on-demand self-service, rapid elasticity, broad network access, and measured 
service [51]. These five characteristics represent the first layer in the cloud environment architecture                                  
                             Cloud deployment models include public, private, community, and hybrid clouds. A 
cloud environment that is accessible for multi-tenants and is available to the public is called a public 
cloud,and private cloud is available for a particular group, while a community cloud is modified for a 
specific group of customers. Hybrid cloud infrastructure is a composition of two or more clouds 
(private, community, or public cloud) [51]. This model represents the third layer in the cloud 
environment architecture. 
                        Cloud service providers should ensure the security of their customers’ data and should be 
responsible if  any security risk affects their customers’ service infrastructure. A cloud provider offers 
many services that can benefit its customers, such as fast access to their data from any location, 
scalability, pay-for-use, data storage, data recovery, protection against hackers, on-demand security controls, 
and use of the network and infrastructure facilities [49]. 
 

 

 

 

 

 

 

 

 

 

 

3. Cloud computing architecture 
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3. Cloud Computing-security risks 

According to Amazon [46], their EC2 addresses security control     in     relation     to     physical,     
environmental,     and virtualization security, whereas, the users remain responsible for addressing security 
control of the IT system including the operating systems, applications and data. 
According to Tabakiet al. [51], the way the responsibility for privacy and security in a cloud computing 
environment is shared between consumers and cloud service providers differs between delivery models. 
In SaaS, cloud providers are more responsible for the security and privacy of application services 
than the users. This responsibility is more relevant to the public than the private cloud 
environment because the clients need more strict security requirements in the public cloud. In PaaS, 
users are responsible for taking care of the applications that they build and run on the platform, while 
cloud providers are responsible for protecting one user’s applications from others. In IaaS, users are 
responsible for protecting operating systems and applications, whereas cloud providers must provide protection 
for the users’ data [51]. 

                           As the cloud services have been built over the Internet, any issue that is related 
to internet security will also affect cloud services. Resources in the cloud are accessed through the 
Internet; consequently even if the cloud provider focuses on security in the cloud infrastructure, the 
data is still transmitted to the users through networks which may be insecure. As a result, internet 
security problems will affect the cloud, with greater risks due to valuable resources stored within the 
cloud and cloud vulnerability. The technology used in the cloud is similar to the technology used in the 
Internet. Encryption techniques and secure protocols are not sufficient to protect data transmission in 
the cloud. Data intrusion of the cloud through the Internet by hackers and cybercriminals needs to be 
addressed and the cloud environment needs to be secure and private for clients [49]. 

We will address three security factors that particularly affect single clouds, namely data 
integrity, data intrusion, and service availability. 

 
4. Details of Proposed Security Mechanism 

 
 A. Data integrity in Multi Cloud  
 
           We provide a fast and effective mechanism for providing data integrity for user data in multi cloud. 
Our mechanism is a hash based approach. The users file is split to many blocks. At any instant of time 
the files are stored in two different clouds. For each block hash is calculated and the hash is also 
maintained in the cloud. When any user requests for the cloud, the file blocks are retrieved from two 
cloud locations. The blocks are ideally kept in different storage servers in the cloud. The blocks are 
assembled to form wherever it is not corrupted. The corrupted blocks are replaced with valid block 
from other locations. Through the hash value of block matching with stored hash value the integrity is 
verified. We also keep track of number of times the files for corrupted for the user and the number of 
times the files are corrupted in the cloud server. 
If  the count of the number of times file corrupted for user are higher, then it concludes the authentication of 
the user has a leakage and his files are purposely corrupted by compromise of authentication 
parameters. In our proposed system we will  keep various levels of security and different security profiles 
will  be enabled based on the file corruption threshold parameter. 
                       Also from the count of number of times files getting corrupted in cloud server, 
reputation of storage server is found. This will  help the administrators to use mechanism like firewalls to 
improve the security of lower reputation storage servers. Based on the reputation of all servers in the cloud 
storage the reputation of the cloud calculated. If  the reputation of cloud is lower the cloud data is backed 
up to other cloud and cloud is removed all the contents and that storage cloud is drooped from use for 
storage. 
While penalizing the cloud for its lower reputation , we should also consider that compromise in user 
security may be due to user fault and penalizing should not be done due to this fault. The file corruption 
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condition must be accounted in bas reputation only when highest security profile is allocated to user and still 
data corruption occurs. 
 
B. Data Intrusion in Multi Cloud 
 
To avoid data intrusion, ie user authentication is hacked and fake users login and corrupt the data we the 
user data is corrupted , he is move to highest security profile level starting from the lower security profile 
level. 
 
In our proposed solution we provide but many levels can be provided 

1. User name , password based authentication  
2. Secure session id sent to user on his mobile phone for authentication  
3. Biometric authentication. 

The default security profile is Level 1 user name/Password based authentication. If the user files are 
frequently corrupted with Level 1, than provided a multi level security profile for the user. The levels of 
security for the user are very adaptive. If  for the particular user Level 2 authentication is used. In Level 2 user 
has to enter his user id and get the password for access on his registered mobile number and he has to 
login using that password. This mechanism is more secure than Level 1. If  the user file is still getting 
corrupted in Level 2 , the authentication is migrated to Level 2. In Level 2 biometric authentication is 
provided which is much more secure than Level1. 
 
C. Service Availability in Multi cloud 
 

            Service availability is multi cloud is guaranteed with replicated file storage in two clouds. The 
file is replicated in the minimum of two clouds so that any point of time one cloud is always available. At 
each cloud , the file blocks are kept in the cloud storage , to guarantee high availability for the block. 1+1 
replication for blocks are kept in servers , so that even if  one of server is down the blocks can be retrieved from 
other server. 

                           
5. Conclusion and Enhancements 

                       Although the use of cloud computing has rapidly increased, cloud computing security is still 
considered the major issue in the cloud computing environment. The main purpose of this work is to survey 
the recent research done on single cloud as well as on multi cloud to solve the security issues faced by the data 
owners. . Customers do not want to lose their private information as a result of malicious insiders in the cloud. 
In addition, the loss of service availability has caused many problems for a large number of customers 
recently. 
Furthermore, data intrusion leads to many problems for the users of cloud computing. 
In this paper , we have proposed solutions for three most common security threat in cloud storage. We have 
proved that our mechanism performs better in reducing the security threat on cloud. 
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