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ABSTRACT 

The growing popularity of wireless networks, and the peak in the present era, so as to attract the wireless user, regardless of their 
geographical location. They plays significant role in real life applications such as military applications, home applications etc. 
these networks are threatened by a lot of security attacks such as Modification, Denial of service attack, Fabrication attack etc. 
One of these security threat is Black-hole. In this type of attack a malicious node falsely advertised itself have a short and a fresh 
route to a destination and absorbs the all packets itself.  In this paper, we simulate the Ad hoc on Demand Vector Routing 
Protocol (AODV) under black hole attack by considering different performance metric. The simulation results show the 
effectiveness of black hole attack on AODV protocol using NS-2 simulator.  
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1. INTRODUCTION 
 
In areas in which there is little or no communication infrastructure or the existing infrastructure is expensive or 
inconvenient to use, wireless mobile users may still be able to communicate through the formation of an ad hoc 
network. In such a network, each mobile node operates not only as a host but also as a router, forwarding packets for 
other mobile nodes in the network that may not be within direct wireless transmission range of each other. Each 
node participates in an ad hoc routing protocol that allows it to discover “multi-hop” paths through the network any 
other node. The idea of ad hoc networking is sometimes also called infrastructure less networking. Since the 
mobile nodes in the network dynamically establish routing among themselves to form their own network. Hence a 
routing protocol for ad hoc networks is a protocol that will be executed on every host and is therefore subject to the 
limit of the resources at each mobile host. A number of routing protocols have been proposed for ad hoc wireless 
networks derived from distance-vector or link-state routing algorithms. Such protocols are classified as proactive or 
reactive, depending on whether they keep routes continuously updated, or whether they react on demand. 
In Section 2 we study the routing protocols for wireless ad hoc networks. Section 3 shows description of AODV 
routing protocol. Section 4 describes the black hole attack. In Section 5 Simulation of AODV under black hole 
attack is implemented. In Section 6 we draw our conclusion. 

 
2. ROUTING PROTOCOLS FOR WIRELESS AD HOC NETWORKS 
 
The routing in the Ad hoc networks is a very critical task because of the absence of any central coordinator or base 
station and the dynamic topology [1]. In order to facilitate communication in these networks a routing protocol is 
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used to discover the routes between nodes. The greatest challenge for the Wireless Ad Hoc Networks is to come 
with a robust security solution even in the presence of malicious nodes, so that they can be protected from various 
routing attacks. 
  A routing protocol is needed whenever a packet needs to be transmitted to a destination via number of nodes. Many 
protocols have been suggested keeping applications and type of network in view. 
 
2.1 Classification of Routing Protocols 
 
There are several kinds of routing protocols for wireless ad hoc networks. The first kind of protocol is called 
reactive or on-demand routing protocol. The second kind of protocol is proactive or table driven routing protocol.  
 
 
 
2.1.1 Reactive (On demand Routing Protocol) 
 
Reactive routing protocols are called on-demand routing protocols so these routing protocols are called when they 
are needed and the routes are built. These routes can be acquired by sending route requests through the network. 
Disadvantage of this algorithm is that it offers high latency in searching a network. 
 
2.1.2 Proactive (Table Driven Routing Protocols) 
  
In Table Driven routing protocols each node maintains one or more routing tables containing routing information about all 
other node in the network. All nodes keep on updating these tables to maintain latest view of the network. Some 
popular proactive protocols are: DSDV, WRP etc [3]. 
 
3. AD HOC ON DEMAND DISTANCE VETOR ROUTING PROTOCOL  (AODV) 
 
AODV shares DSR's on-demand characteristics in that it also discovers routes on an “as needed” basis via a similar 
route discovery process. However, AODV adopts a very different mechanism to maintain routing information. It 
uses traditional routing tables, one entry per destination. This is a departure from DSR, which can maintain multiple 
route cache entries for each destination. AODV has three message types. Which are: Route Requests (RREQs), 
Route Replies (RREPs), and Route Errors (RERRs). Without source routing, AODV relies on routing table entries to 
propagate a RREP back to the source and, subsequently, to route data packets to the destination. AODV uses 
sequence numbers maintained at each destination to determine freshness of routing information and to prevent 
routing loops. These sequence numbers are carried by all routing packets. 
When a sender wants to communicate with a node, it creates a RREQ packet and broadcast it to find a route to the 
destination. 

  
 
 
 
 
 
 
 
 
 

 
Fig 1: RREQ Packet 

 
Each node receiving the RREQ message forward this message to its neighboring node and the process is continues 
till the destination is reached. The destination prepares RREP packet and unicast it to the source node. 
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Type R A  Reserved Prefix 
Size 

Hop 
Count 

Destination IP Address 
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Originator IP Address 
Life Time 

 
Fig 2: RREP Packet 

 
The RERR message is generated in case when there is a link break in an active route is detected. 
 

Type N Reserved Dest. 
Count 

Unreachable Destination IP Address 
Unreachable Destination Sequence number 
Additional Unreachable Destination IP Address 
Additional Unreachable Destination Sequence 
number 

 
Fig 3: RERR Packet 

 

4. BLACK HOLE ATTACK 

Black hole attack is dangerous active attacks on the Mobile Ad hoc Networks. To carry out a black hole attack, 
malicious node waits for neighboring nodes to send RREQ messages. When the malicious node receives an RREQ 
message, without checking its routing table, immediately sends a false RREP message giving a route to destination 
over itself, assigning a high sequence number to settle in the routing table of the victim node, before other nodes 
send a true one. Therefore requesting nodes assume that route discovery process is completed and ignore other 
RREP messages and begin to send packets over malicious node. Malicious node attacks all RREQ messages this 
way and takes over all routes. Therefore all packets are sent to a point when they are not forwarding anywhere. 

This is called a black hole a kin to real meaning which swallows all objects and matter. To succeed a black hole 
attack, malicious node should be positioned at the center of the wireless network. If malicious node masquerades 
false RREP message as if it comes from another victim node instead of itself, all messages will be forwarded to the 
victim node. By doing this, victim node will have to process all incoming messages and is subjected to a sleep 
deprivation attack. 

In an ad-hoc network that uses the AODV protocol, a Black Hole node absorbs the network traffic and drops all 
packets. To explain the Black Hole Attack we added a malicious node that exhibits Black Hole behavior in the 
scenario.  

 

Fig 4. Illustration of Black Hole Attack. 

In this scenario shown in Figure 12, we assume that Node 3 is the malicious node. When Node 1 broadcasts the 
RREQ message for Node 4, Node 3 immediately responds to Node 1 with an RREP message that includes the 
highest sequence number of Node 4, as if it is coming from Node 4. Node 1 assumes that Node 4 is behind Node 3 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 6, June 2014, Pg: 90-97 

 

Sarita Chaudhary,IJRIT  93 
 

with 1 hop and discards the newly received RREP packet come from Node 2. Afterwards Node 1 starts to send out 
its data packet to the node 3 trusting that these packets will reach Node 4 but Node 3 will drop all data packets.  

In a Black Hole Attack, after a while, the sending node understands that there is a link error because the receiving 
node does not send TCP ACK packets. If it sends out new TCP data packets and discovers a new route for the 
destination, the malicious node still manages to deceive the sending node. If the sending node sends out UDP data 
packets the problem is not detected because the UDP data connections do not wait for the ACK packets. 

5. SIMULATION OF AODV UNDER BLACK   HOLE ATTACK 

To test the implementation two simulations are used. In the first simulation no Black Hole AODV Node (the 
malicious node that exhibits the Black Hole Attack will be called “Black Hole Node”) is used. In the second 
simulation a Black Hole AODV Node is added to the simulation. Then the results of the simulations are compared 
using NAM. 

5.1 Simulated scenario  

For simulation, we set the parameter as shown in Table 1. 

A medium size network that has 13 nodes is generated and a TCP connection between Node 0 and Node 4 is 
created, and CBR (Constant Bit Rate) application that generates constant packets through the TCP connection is also 
attached. As the communication channel between them are wireless so communication between them takes place 
when they in range of one another or there is some intermediate node between them CBR packet size is chosen to be 
1000 bytes long. Duration of the simulation scenarios is 10 seconds and the CBR connections started at time equals 
to 1.0 seconds and continue until the end of the simulation, in a 800 x 800 meter flat space. 

Parameter Value 

Simulator NS-2 

Version 2.35 

Number of nodes 13 

Topography 

Dimensions 

800m x800m  

Traffic Type CBR 

Packet Size 1000 bytes 

Antenna Omni-Antenna       

Propagation TwoRayGround 

Mac Type 802.11 Mac 

Routing Protocol AODV 

Queue DropTail/PriQueue   

Simulation time 10 Sec. 

Max. Packets in Queue 100 

Table 1 Simulation Parameters 

In figure 5 there is no Black Hole AODV Node, connection between Node 0 and Node 4 is correctly flawed when 
the animation of the simulation is observed, Figure 5 shows the data flow from Node 0 to Node 4.  
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Fig5. Data flow between Node 0 and Node 4 via Node 1   and Node 3 

In the second simulation scenario, add the Black Hole behavior to Node 2. Node 2 being a Black Hole AODV Node 
absorbs the packets in the connection from Node 0 to Node 4. Figure 6 shows how the Black Hole AODV Node 
absorbs the traffic. 

 

Fig 6.Node 2 (Black Hole Node) absorbs the connection Node 0 to Node 4. 

5.2 Simulation Graphs 

Each simulation leads to two observations. In the first observation one every node is working in cooperation with 
each other to keep the network in communication. The second observation the network has one malicious node that 
carries out the Black Hole Attack. In the work, the results of these two observations are studied to understand the 
network and node behaviors. The trace files recordings are represented with the help of graphs. The first graph 
(Figure 7) shows the packets received by the Node 4 increases with time under normal network working conditions. 
And the second graph (Figure 8) shows the packets received by the Node 4 is nil under the black hole attack. 

In figure 7 the graph shows number of packets that node 4 receives from node 0 with respect to time. As there is no 
black hole attack in graph 1 so the graph rises linearly with time. 
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Fig.7: Graph of Trace File without Black hole 

 

Fig.8: Graph of Trace File with Black hole 

In figure 8 in the beginning node 0 data is transmitted to node 4 successfully, as node 2(malicious node) not in the 
range of node 0.But with time as node 1 moves and node 2 comes near node 0 it start absorbing packet generated 
from node 0. So from simulation time 3sec to 7 sec the graph shows no progress in packet receive. But as malicious 
node goes out of range due to properties of MANET the normal AODV node comes as intermediate node thus 
resumes the packet forwarding to node 4.   

6. CONCLUSION AND FUTURE SCOPE 

In this research paper an efficient approach for the detection of the Black hole attack in the Mobile Ad Hoc 
Networks on AODV routing protocol is proposed. Having simulated the Black Hole Attack, it was seen that the 
packet loss is increased in the ad-hoc network and the receiving node did not received any packets. 

As the future work, solution of black hole on AODV protocol could be implemented & the other routing protocols 
could be simulated as well. All routing protocols are expected to present different results. 
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