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ABSTRACT 
 
A Wireless ad-hoc network is a fleeting network set up by wireless mobile computers (or nodes) moving 

illogical in the places that have no network communications. Due to security vulnerabilities of the routing 

protocols, wireless ad-hoc networks are isolated to attacks of the malicious nodes. One of these attacks is 

the Worm Hole Attack. Worm hole attack is one of the security hazard in which a subway is created 

between two malicious nodes and packets are tunneled between them in such a way that tunneled packet 

arrives more rapidly than other packets transmitted over a regular multi-hop route and thus the route via the 

malicious nodes is selected. MANETs must have a secure way for transmission and communication which 

is moderately challenging and central issue. In this paper, we evaluate and compare the consequence of 

Worm Hole attack using reactive and pro-reactive routing protocol in MANET on the concert of the 

system. 
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                                                    1.  INTRODUCTION 
 
The wireless arena has been mounting exponentially in past few decades. We have seen great advances in 

network infrastructures as growing accessibility of wireless applications and the materialization of 

universal wireless devices like laptops, PDA, and cell phone [7]. Nowadays, mobile users can rely on 

cellular phone to confirm emails and browse the Internet. For example, travelers with laptop can employ 

the Internet anytime and anywhere [11]. In the next age group of wireless communication systems, there 
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will be a requirement for the fast consumption of independent mobile users. Important examples comprise 

establishing survivable, well-organized, dynamic communication for emergency operations, disaster 

recovery, and military networks. Such network scenarios cannot rely on centralized and structured 

connectivity. There are presently two kinds of mobile wireless networks. The first type is recognized as 

infrastructure networks with fixed and wired gateways. Typical applications of this type of “one-hop” 

wireless network comprise wireless local area networks (WLANs). The second type of mobile wireless 

network is communications less mobile network commonly known as the Ad Hoc network or wireless Ad 

Hoc network [5]. 

Ad Hoc network systems are self-sufficient systems which consist of a collection of mobile nodes that use 

wireless transmission for communication. They are self–organized, self configured, and self–controlled 

communications less networks [3]. In Ad Hoc network, the devices themselves are the network, and this 

allows flawless communication at low cost, self organizing and open deployment as shown in Figure 1.1 

 

Figure 1.1 Ad-hoc network 

 
Hence, mobile Ad Hoc (MANET) is unusual from other network solutions. Users can generate their own 

network which can be deployed and configured simply and reasonably. On the other hand, the radio 

transmission range is miniature, therefore, communication followers are not often within direct radio range; 

so connections should be setup over multiple nodes and these nodes might alter their location depending on 

node mobility. These changes cause recurrent route break and force source to sustain connections to their 

remote communication partner. 

For all of these reasons, MANET is one of the more recent and challenging area of network security [11]. 

The nodes in MANET deem as routers. The routers are free to move randomly, and organize themselves at 

unsystematic; so the network wireless topology may change swiftly. Mobility and large network size united 

with devices heterogeneity, security, bandwidth, and battery power constraints compose the design of 

satisfactory routing protocols as a key challenge. 

 

MANET SECURITY ISSUES 

Security in MANET system is one of the core concerns to afford protected communication between mobile 

nodes in weird environment. Unlike the wired line networks, the sole characteristics MANET create a 
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quantity of nontrivial challenges to security design like open peer-to-peer network architecture, shared 

wireless medium, inflexible resources constraints and highly dynamic network topology [3]. 

A security attack is a stab to cooperate the security of information owned by others. Any protected system 

might have weaknesses or vulnerabilities that can be considered as a intention for attacker. Hence, one 

loom to design security mechanisms for any system is to look at the threats and attacks to the system 

through probable vulnerabilities. This approach should guarantee that the system is secured under these 

threats, attacks, and vulnerabilities. Due to its nature, MANETs are vulnerable to numerous types of 

attacks. Even within the recent available mechanisms, such as encryption and authentication, it still cannot 

perfectly prevent the attacks on the air-link [7]. 

 
2. RELATED WORK. 

 
In order to evade the problem of using special hardware, a Round Trip Time (RTT) mechanism [5] is 

proposed by Jane Zhen and Sampalli. The RTT is the time that extends from  the Route Request (RREQ) 

message sending time of a node A  to Route Reply (RREP) message receiving time from a node  B. A will 

estimate the RTT between A and all its neighbors.  Because the RTT between two sham neighbors is higher 

than among two real neighbors, node A can classify both the sham and real neighbors. In this mechanism, 

each node calculates the RTT between itself and all its neighbors. This mechanism does not require any 

particular hardware and it is easy to realize; however it cannot identify exposed attacks because fake 

neighbors are formed in exposed attacks. The Delay per Hop Indicator (DelPHI) [13] proposed by Hon Sun  

Chiu and King-Shan Lui, can identify both hidden and  exposed wormhole attacks. In DelPHI, attempts are 

made to locate every existing dislodge route between a sender and a receiver. Then, the delay time and 

length of each route are considered and the average delay time per hop along each route is computed. These 

values are used to classify wormhole. The route containing a wormhole link will have a superior Delay per 

Hop (DPH) value. This method can identify both types of wormhole attack; however, it cannot isolate the 

spot of a wormhole. Moreover, because the lengths of the routes are altered by every node, including  

wormhole nodes, wormhole nodes can modify the route  length in a certain manner so that they cannot be 

detected.  Packet Leash [4] is an loom in which some information in added to hamper the maximum 

transmission space of packet. There are two types of packet leashes: geographic Wormhole Attack 

Detection in Mobile Ad Hoc Networks  leash and temporal leash. In geographic leash, when a node A 

sends a packet to another node B, the node must comprise its location information and sending time into the 

packet. B can guess the distance between them. The geographic leash computes an upper bound on the 

distance, whereas the temporal leash ensures that a packet has an upper bound on its lifetime. In temporal 

leashes, all nodes must have stiff time synchronization. The maximum distinction between any two nodes’ 

clocks is bounded by ∆, and this rate should be well-known to all the nodes. By using metrics above, each 

node checks the expiration time in the packet and determine whether or not wormhole attacks have. If a 

packet receiving time beat the expiration time, the packet is useless. Unlike Packet Leash, Capkun et al. [7] 

offered SECTOR, which does not need any clock synchronization and location information, by using 
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Mutual Authentication with Distance-Bounding (MAD). Node A estimates the distance to another node B 

in its transmission range by sending it a one-bit challenge, which A responds to straight away. By using the 

time of flight, A detects whether or not B is a neighbor or not. However, this loom uses special hardware 

that can take action to a one-bit challenge without any delay as Packet leash.  

 

3. WORMHOLE ATTACK IN MANET 

Wormhole attack is a stern attack in which two attackers sited themselves tactically in the network. The 

attackers then keep on investigation the network, trace the wireless data. The fig.3.5 below shows the two 

attackers sited themselves in a well-built strategic spot in the network. 

 

Fig. 3.1 Wormhole attack 

In wormhole attack, the attacker gets themselves in well-built planned site in the network. They make the 

exploit of their location i.e. they have shortest path between the nodes as shown in the Fig. 3.1 above. They 

broadcast their path leasing the other nodes in the network to know they have the shortest path for the 

transmitting their data. The wormhole attacker creates a channel in order to report the continuing 

communication and traffic at one network spot and channels them to another spot in the network When the 

attacker nodes build a direct link between each other in the network. The wormhole attacker then receives 

packets at one end and transmits the packets to the other end of the network. When the attackers are in such 

spot the attack is known as out of band wormhole.  

The other type of wormhole attack is well-known as in band wormhole attack. In this type of attack the 

attacker builds an superimpose channel over the accessible wireless medium. This attack is potentially very 

much destructive and is the most ideal choice for the attacker. Ad-hoc or spontaneous wireless networks are 

vulnerable by a powerful attack known as the wormhole attack. A wormhole attack can be set up with 

virtual ease, but preventing one is tricky  
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3.1 OPERATION OF WORMHOLE ATTACK IN AODV 

Wormhole attack is a category of replay attack that is chiefly tricky in MANET to shield against. Even if, 

the routing information is confidential, encrypted or authenticated, it can be very valuable and destructive 

An  attacker can subway a request packet RREQ straight to the destination node without rising the hop-

count value.  

Thus it prevents any other routes from being exposed. It may roughly interrupt communication as AODV 

would be incapable to locate routes longer than one or two hops. It is effortless for the attacker to make the 

tunneled packet turn up with enhanced metric than a normal multi-hop route for tunneled distances longer 

than the typical transmission range of a single hop. Malicious nodes can retransmit eavesdropped messages 

again in a channel that is solely offered to attacker. The wormhole attack can be combined with the 

message dropping attack to avert the destination node from receiving packets.  

Wormhole attack normally involves two distant malicious nodes shown as X and Y in Figure 3.1 X and Y 

both are coupled via a wormhole link and they end to attack the source node S. During path discovery 

process, S broadcasts RREQ to a destination node D. Thus, A and C, neighbors of S, receive RREQ and 

forward RREQ to their neighbors. Now the malicious node X that receives RREQ forwarded by A. It report 

and tunnels the RREQ via high speed wormhole link to its partner Y. Malicious node Y forward RREQ to 

its neighbor B. Finally B forward towards destination. Thus RREQ is forwarded via S-A-X-Y-B-D. On 

other hand other RREQ packet is also forwarded throughout the path S-C-D-E-F-G-D. However X-Y are 

coupled via high speed bus, RREQ from S-A-X-Y-B-D reaches first to D. Consequently destination ignores 

the RREQ that reaches anon and choose D-B-A-S to unicast an RREP packet to source node S. 

As a consequence, S chooses S-A-B-D route to send data that definitely passes during X and Y malicious 

nodes that are superbly sited compared to further nodes in the network. Thus, a wormhole attack is not that 

intricate to set up, but still can be incalculably detrimental for a MANET. Moreover, a verdict enhanced 

method for recognition of wormhole attacks and securing AODV against them still relics a big defy in 

MANET. 

 

 

 

Fig 3.2 wormhole attack on AODV in MANET 
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4. SIMULATION 

 
Simulation of the loom in finished on MATLAB. In the conclusion of the analysis many frames were 

intercepted by the wormhole node. In accumulation, a vast amount of frames were tunneled by the 

wormhole nodes. We noticed the amount of frames replayed by the wormhole node is better. We have 

noticed that various signals have transmitted by wormhole nodes are supplementary than signals 

transmitted by others. Additionally, the televise packets received visibly from normal nodes are more than 

those received from wormhole nodes. Altering the wormhole factor to drop in the testing showed that many 

packets in wormhole nodes were dropped. We have gathered all the consequences from the simulation and 

compared them to acquire the differences and the similarities among both situations, with AODV and 

DSDV routing protocol in wormhole attack, and how the attack affects the MANET network. 

In the subsequent, we show the effect of wormhole attack on MANET under this research in terms, packet 

delivery fraction, Throughput (bit/s), and System efficiency. 

 

The proposed network is designed with some defined parameters given as 

Scenario 

 

Parameter  values 

Simulator MATLAB 

Data packet size 512  byte 

Number of nodes 20 

Topography dimension 100m x 100m 

Traffic type CBR 

Topology Random 

Transmission range 250m 

Initial node 1 

Destination node 20 

 

 

Packets delivery fraction 
 
The total packets received with AODV routing protocol as comparing to those experiments with DSDV 

routing protocol in wormhole attack are shown in Figure 4.1 
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Figure4.1: Comparing PDF with routing protocols (AODV, DSDV) 

 
 

Throughput (bit/s) 
 
The effect of wormhole on MANET regarding the throughput is shown in Figure 4.2. The results show that 

in DSDV approach the throughput of the system start decreasing when the no of nodes is increases 0 to 10 

and after that rate become constant. While, AODV approach, the number of packets received rate is 

increasing up to 10 nodes after that it rate goes up and down. 

 

 

Figure4.2: Comparing throughput with routing protocols (AODV, DSDV) 

 

System Efficiency  

As shown in Figure 4.3, the system efficiency between the nodes is more in DSDV approach under 

wormhole attack as compared to the case of AODV approach under wormhole attack. This is due to that 

malicious nodes provide the path to their destinations with a few number of nodes, or short path.  
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Figure 4.3 : Comparing throughput with routing protocols (AODV, DSDV) 

 
Comparing all the results obtained from Figures 4.1, 4.2, and 4.3, we can observe that the influence of 

Worm hole on throughput values more than the influence on packet delivery fraction and system efficiency 

That illustrated the foremost affect of wormhole attack on the value of throughput successful messages in 

MANET. 

5. CONCLUSION 

Attacks in wireless Ad Hoc are one of the compulsory issues and challenges in the network. There are a 

broad range of attacks that board the weakness of MANET. The attacks in MANET can approximately be 

classified into two key categories, namely passive attacks and active attacks. This paper assesses the 

MANET under wormhole attack. Study wormhole attack and evaluating the performance of the MANET 

are the main objectives in this paper. To achieve these objectives, matlab is used. The work done in this 

paper consists of two scenarios. The scenario presented in this paper to study and compare the network 

performance with wormhole attack using ADOV and DSDV routing protocol. 
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