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Abstract: The present game theory based approaches on Wireless Sensor Networks mainly concentrates on 
misbehaving selfish node detection which helps in finding nodes which uses extended sleep time for extended 
battery life. It does not address any other variations of attacks that are fatal to the network performance. Game 
theory being a powerful concept and considering the adaptability it has on an environment such as wireless sensor 
networks; it can be extended to address other security threats. Selective packet drop attack is one of the critical 
attack faces in wireless sensor network. Game theory notion can be effectively deployed to address this threat. 

In this paper, we address different security threats in Wireless Sensor Networks such as misbehaving nodes 
and selective packet dropping and improve the performance, life time and energy efficiency of the network. 
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I. INTRODUCTION 
 
A wireless sensor network (WSN) is a network of thousands of resource-constrained sensors whose communications 
with a central station are conveyed by means of wireless signals. A sensor node is generally comprised of four basic 
elements, including a sensing unit, a processing unit, a transceiver unit, and a power unit. The WSN is frequently 
deployed for sensing the area of interest where data captured encompass light, pressure, sound, and others. Sensor 
nodes in WSN mainly use a broadcast communication paradigm where the sensor signals are used in further 
analyses of the sensed environment. WSN is preferred as the sensor system architecture with regard to its inherent 
redundancy but is susceptible to disadvantages caused by limited operation life-time. Differ from other wired 
networks, the use of WSNs are usually restricted by energy stored, computation capability, memory, plethoric 
information flow, and short communication distance [1]. Since the sensor nodes are often densely deployed in a 
sensing field, it is difficult and costly to replace faulty sensor nodes manually. Furthermore, sensor nodes may have 
no global information of the whole network and the topology of a WSN varies frequently [2,3]. 

Selective forwarding attacks are typically most effective when the attacker is explicitly included on the path of a 
data flow. However, it is conceivable an adversary overhearing a flow passing through neighboring nodes might be 
able to emulate selective forwarding by jamming or causing a collision on each forwarded packet of interest. Thus, 
we believe an adversary launching a selective forwarding attack will likely follow the path of least resistance and 
attempt to include herself on the actual path of the data flow. In the next two sections, we discuss sinkhole attacks 
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and the Sybil attack, two mechanisms by which an adversary can efficiently include herself on the path of the 
targeted data flow [4]. 

WSN is characterized by a distributed, dynamic and auto-organizing architecture. Therefore, every node must run a 
distributed protocol and makes its own decisions in an independent way. These decisions may be constrained by 
rules or algorithms of coverage protocol, but ultimately each node will have some leeway in setting parameters or 
changing operational mode. Since sensors nodes have limited resources and may have no global informations of the 
whole network and the changing topology, it is difficult to sense the entire network; only a limited portion of the 
environment is sensed. Therefore, a group of sensor must collaborate with each other to accomplish a much bigger 
task efficiently [5] [6]. 

Decentralized and distributed control systems in WSNs can be viewed in mathematical terms as games of identical 
interests. In these games, sensor nodes payoffs depend on other node’s actions. Moreover, sensors with the same 
feature choose rational alternative in order to achieve best possible results for themselves. This similarity leads to a 
strong map- ping between traditional game theory components and units of WSNs. 

II RELATED WORK 
 

Game theory is the study of interaction of autonomous agents. It offers some benefits as a tool to analyze distributed 
algorithms and protocols for wireless networks [1] by V.Srivastava et al. It is a framework that allows modeling of 
multi-party decision problems and it is increasingly used as a mechanism to solve various problems in wireless 
networks such as routing, and energy consumption. WSN is characterized by a distributed, dynamic and auto-
organizing architecture. Therefore, every node must run a distributed protocol and makes its own decisions in an 
independent way. These decisions may be constrained by rules or algorithms of coverage protocol, but ultimately 
each node will have some leeway in setting parameters or changing operational mode. Since sensors nodes have 
limited resources and may have no global information’s of the whole network and the changing topology, it is 
difficult to sense the entire network; only a limited portion of the environment is sensed. Therefore, a group of 
sensor must collaborate with each other to accomplish a much bigger task efficiently [7] [8]  

Sensor agent has a series of strategies to play in order to maximize its utility for every outcome of the 
game. Furthermore, the game theory analysis predicts final outcome when rational players play against other rational 
ones. Players may be either honest or selfish, while striving to maximize their one’s self interests [6] by H.Shi et al. 
Since the resources used by sensors such as power, computation, and communication capabilities are always limited, 
some nodes may behave selfishly to save their own resources and extend their lifetime. If a node cannot get some 
profits, it will not perform the task. Of course, there will be some nodes that may overstate their actual capacity to 
get some more tasks for profits [9].  

Selfishness is a kind of passive attacks that do not intend to directly damage the other nodes [2]. By cons, 
dishonest or selfish behaviors will seriously affect the efficiency of WSNs. However, in principle one of the main 
network assumptions is to completely trust and fully cooperate with the participating hosts. Therefore, incentives 
should be provided to force nodes to obey the prescribed algorithms. 

 
Yu and Xiao in [5], proposed a scheme which uses a multi-hop acknowledgment scheme to launch alarms by 
obtaining responses from intermediate nodes. Each node in the forwarding path is in charge of detecting malicious 
nodes. If an intermediate node detects a node as malicious in its downstream/ upstream, then it will send an alarm 
packet to the source node/base station through multi-hops. Downstream denotes direction towards base station and 
upstream denotes direction towards source node.  
 

III NETWORK MODEL and PROBLEM STATEMENT 

We have considered a large scale sensor network with randomly distributed sensor nodes. All the nodes in 
the network are connected which is assured by deploying the nodes densely. These nodes can communicate with 
each other via radio links. And we have assumed that the sensor nodes will be active when the data gathering 
process starts and the process starts as soon as a mobile sink enters the sensor network. This is made sure by using a 
small wakeup messages or through CMP protocol. Coverage Eligibility Protocol (CER) is used for ensuring that all 
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the nodes are participating and deciding on the node which is eligible for sleep and which is responsible for data 
collection at a given time. The figure fig.1 shows the random deployment of the sensor nodes in the network. 

 

 
Fig 1: Random deployment of sensor nodes 

 

IV GAME THEORY BASED MISBEHAVING NODE DETECTION 
 

A. Coverage Maintenance Protocol with game thory 

Coverage maintenance protocol is enhanced with Game Theory concepts in this paper. With this enhancement 
the algorithm achieves the capability to detect the misbehaving nodes and prevent the further attacks by disabling 
this node from communicating with other nodes. Coverage maintenance protocol algorithm finds the node which is 
eligible to sleep in different iterations and manages the node sleep time in a way that the node lifespan is extended. 
Misbehaving nodes uses false data to remain in sleep mode so that the other nodes life span is reduced. Game theory 
principles, such as cooperative gaming environment concepts are deployed here to determine the cheating nodes and 
are punished by elimination. A reputation table is maintained to detect the misbehaving nodes. 

CMP is considered as a multi-stage repeated game with imperfect information because the phases of coverage 
optimization and maintenance are made of several rounds and the information is exchanged with messages. 
Thereafter, the total payoff in each round is equal to the sum of payoff of all decisions. When the equilibrium is not 
maintained the misbehaving nodes are detected and eliminated from the network so that it doesn’t affect further 
nodes and reduce the network performance.  

B. Detection and Prevention of selective packet drop attack 
We also addresses the selective packet drop attack in WSN. Non cooperative gaming concepts are made use in this 
strategy to detect malicious nodes. Each node is considered to be a game participant against its neighboring nodes in 
the forwarding path. A trust score for the neighbor is maintained at the node so that the node can verify before the 
packets are forwarded. Every sensor node will choose to send a packet to base station through it intermediate nodes. 
Base station sends acknowledgement to the packet from the sensor node in a same path as packet received. Sensor 
node will chose the route to base station by replacing one intermediate node by an alternative node at a time & send 
packets.  

Game is played till the tie happens & both sensor node & base station wins.  Sensor node initiates the play by 
sending 10 packets to the base station along the route. Base station sends acknowledgement for every packet it 
receives from the sensor node.  If the sensor node receives the same number of acknowledgement as the number of 
packets it sent, it means the game has tie & game stops. The routing path in which last time packets sent is the 
reliable path.  If the number of ACK is less than the number of packets sent, the game has to be played again by the 
sensor node. To play it replaces only one node in the routing path with another new node & plays it again. 

V PERFORMANCE ANALYSIS and SIMULATION RESULT 
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The performance of the proposed method has clearly shows that Game Theory is an effective tool in addressing 
most types of attacks in Wireless Sensor Networks. Here we have considered two types of attck one is an 
introduction of new protocol in detection of misbehaving nodes while executing CMP and other one is the detection 
of packet drop attack. The communication overhead is reduced considering the existing techniques such as purely 
acknowledgement based systems etc. It is also shown that the proposed system is highly scalable and contributes 
significantly to energy conservation and in turn to the prolonged life period and performance of the network.  

The proposed system is implemented using Java as the development language. The development Environment 
and tools used are JDK1.6 platform and Netbeans IDE tool. Graphical User Interface is implemented with the help 
of Swings API. For the simulation 50 nodes were deployed to form a wireless sensor network. The figure shown 
below is a snapshot of simulated environment. 

 
Fig 2. Result of simulation for 50 nodes. It shows execution of CMP protocol with Game Theory 

 

 
Fig 3. Detection of selective packet drop using Game Theory Algorithm 
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Fig 5. The graph shows the performance of the network in terms of communication overhead 

 

CONCLUSION 
 
The main conclusion to be drawn from this work is that game theory is an effective tool to analyze and prevent the 
misbehavior of nodes in wireless sensor networks. The concepts of Game Theory can be effectively implemented on 
the architecture of WSN. Selective packet drop attack being one of the most difficult security loop hole to address in 
WSN, game theory concepts provides an effective mechanism for detection and prevention of such attacks. The 
ability to adapt to the environment and keeping track of the historical data makes game theory protocols highly 
adaptable and scalable in wireless sensor network architecture.  
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