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Abstract 
 

Now a days for every data transfer between any sites we are using cloud data transfer instead of distributed data 
transfer. so we m ust  concentrate  on  security.  Provable  data  possession  (PDP)  is  a  technique  which  used  
for  integrity  of  data  in  storage outsourcing. In this paper, we present a schema a for the construction of an 
efficient PDP scheme for distributed cloud storage to support the scalability of service and data migration, in 
which we consider the existence of multiple cloud service providers to cooperatively store and maintain the 
clients’ data. We present a cooperative PDP (CPDP) scheme based on verifiable response using cryptographic 
and hash index hierarchy. The security of our scheme based on multiprover, zero-knowledge proof system, 
which  can  satisfy  completeness ,knowledge  soundness,  and  zero-knowledge  properties.  We  are  using  AES  
method  for cryptographic.  Our  experiments  show  that  our  solution  introduces  lower  computation  and  
communication overheads  in comparison with non-cooperative approaches. Index Terms: Storage Security, 
Provable Data Possession, Zero-knowledge, cryptography, Multiple Cloud, Cooperative Provable Data Possession, 
encryption, AES algorithm. 

 
Keywords:Multi Cloud, Provable Data Possession, Cryptography, Encryption, AES Algorithm 

 
 

1. Introduction 
Cloud storage service has become a faster profit growth point by providing a comparably low-cost, scalable, 
position- independent platform for clients’ data. Since cloud computing environment is constructed based on 
open architectures and interfaces, it has the capability to incorporate multiple internal and/or external cloud services 
together to provide high interoperability. We call such a distributed cloud environment as a multi-Cloud (or hybrid 
cloud). Often, by using virtual infrastructure management (VIM) [1], a multi-cloud allows clients to easily access 
his/her resources remotely through interfaces such as Web services provided by Amazon EC2.There exist various 
tools and technologies for multi-cloud,such as  Platform  VM  Orchestrator,  VMwarevSphere,  and  Ovirt.  
Provable  data  possession  (PDP)  [2]  (or  proofs  of irretrievability (POR) [3]) is such a  probabilistic proof 
technique for  a storage provider to prove the integrity and ownership of clients’ data without downloading data 
 

2. Related work 
 
This paper mostly related to Multi Cloud Integrity using Provable data possession. These tools help cloud 
providers construct a distributed cloud storage platform (DCSP) for managing clients’ data. However, if such an 
important platform is vulnerable to security attacks, it would bring irretrievable losses to the clients. For example, 
the confidential data in an enterprise may be illegally accessed through a remote interface provided by a multi-
cloud, or relevant data and archives may be lost or tampered with when they are stored into an uncertain storage 
pool outside the enterprise. Therefore, it is indispensable for cloud service providers (CSPs) to provide security 
techniques for managing their storage services. Provable data possession (PDP) [2] is such a probabilistic 
prooftechnique for a storage provider to prove the integrityand ownership  of  clients’ data  without  
downloadingdata. The proof-checking without downloading makes it  especially important for large-size files 
andfolders (typically including many clients’ files) tocheck whether these data have been tampered withor deleted 
without downloading the latest version of data. Thus, it is able to replace traditional hash andsignature functions in 
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storage outsourcing. VariousPDP schemes have been recently proposed, such asScalable PDP [4] and Dynamic 
PDP [5]. However,these schemes mainly focus on PDP issues at un-trustedservers in a single cloud storage 
provider andare not suitable for a multi-cloud environment   To provide a low-cost, scalable, location independent 
platform for managing clients’ data, currentcloud storage systems adopt several new distributed file systems, for 
example, Apache HadoopDistribution File System (HDFS), Google File System (GFS), Amazon S3 File System, 
CloudStore etc. These file systems share some similar features.Although existing schemes can make a false or true 
decision for data without downloadingdata at un-trusted stores, they are not suitable for a distributed cloud storage 
environment since theywere not originally constructed on interactive proof system. For example, the schemes 
based on MerkleHash tree (MHT), such as DPDP-I, DPDP-II [2] and SPDP [4] in Table 1, use an authenticated 
skip list tocheck the integrity of file blocks adjacently in space. Unfortunately, they did not provide any 
algorithmsfor constructing distributed Merkle trees that are necessary for efficient verification in a multi- 
cloudenvironment.In addition, when a client asks for a file block, the server needs to send the file block alongwith 
a proof for the intactness of the block. However, this process incurs significant communication overhead in a 
multi-cloud environment, since the server in one cloud typically needs to generate such a proof with the help of other 
cloud storage services, where the adjacent blocks are stored.The other schemes, such as PDP [2], CPOR-I, and 
CPOR-II [6] in Table1, are constructed on homo-morphic verification tags, by which the server can generate tags 
for multiple file blocks in terms of a single response value. However, that doesn’t mean the responses from 
multiple clouds can be also combined into a single value on the client side. For lack of homo-morphic responses, 
clients must invoke the PDP protocol repeatedly to check the integrity of file blocks stored in multiple cloud 
servers. Also, clients need to know the exact position of each file block in a multi-cloud environment. In addition, 
the verification process in such a case will lead to high communication overheads and computation costs at 
client sides as well. Therefore, it is of outmost necessary to design a cooperative PDP modelto reduce the storage 
and network overheads andenhance the transparency of verification activities incluster-based cloud storage systems. 
        Although various security models have been proposed for existing PDP schemes [2], [7], [6], thesemodels 
still cannot cover all security requirements, especially for provable secure privacy preservationand ownership 
authentication. To establish a highly effective security model, it is necessary to analyze the PDP scheme within 
the framework of zero- knowledge proof system (ZKPS) due to the reason that PDP system is essentially an 
interactive proof system (IPS), which has been well studied in the cryptography community. 
Usability aspect: A client should utilize the integrity check in the way of collaboration services.The scheme 
should conceal the details of the storage to reduce the burden on clients; 
Security aspect: The scheme should provide adequate security features to resist some existing attacks,such as 
data leakage attack and tag forgery attack; 
Performance aspect: The scheme should have the lower communication, computation overheadsthan non-cooperative 
solution. 
Our Contributions. In this paper, we address the problem of provable data possession in distributedcloud 
environments from the following aspects: high security, transparent verification, and high performance. To achieve 
these goals, we first propose a verification framework for multi-cloud storage along with two fundamental techniques: 
hash index hierarchy (HIH) and verifiable response. We then demonstrate that the possibility of constructing a 
cooperative PDP (CPDP) scheme with compromising data privacy based on modern cryptographic techniques. We 
further introduce an effective construction of CPDP scheme using above-mentioned structure. Moreover, we give a 
security analysis of our CPDP scheme from the IPS model. We prove that this construction is a multi-prover zero-
knowledge proof system (MP-ZKPS) [11], which has completeness, knowledge soundness, and zero-knowledge 
properties. These properties ensure that CPDP scheme can implement the security against data leakage attack and tag 
forgery attack. 
 
 

 3.  Methodology 
 3.1Hash Index Hierarchy for CPDP 
 
To support distributed cloud storage, we illustrate a representative architecture used in our cooperativePDP scheme as 
shown in Figure 2. Our architecture has a hierarchy structure which resembles a naturalrepresentation of file 
storage.This hierarchical structure ℋ-consists of three layers to represent relationships among all blocks for stored 
resources. 

1. Expres  Layer: offers an abstract representation of the stored resources; 
2.  Service Layer: offers and manages cloud storage services; and 
3. Storage Layer: realizes data storage on many physical devices. 

 
We make use of this simple hierarchy to organize data blocks from multiple CSP services into a largesizefile by shading 
their differences among these cloud storage systems. For example, in Figure 2 theresources in Express Layer are split and 
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stored into three CSPs, that are indicated by different colors, inService Layer. In turn, each CSP fragments and stores the 
assigned data into the storage servers in  Storage Layer. We also make use of colors to distinguish different CSPs. 
Moreover, we follow the logical order of the data blocks to organize the Storage Layer.  
 
 
 
 
 
 
 
 
 

       
  

 
 

Fig(a): Index-hash hierarchy of CPDP model. 
 

                                                        
3.2 Verification Framework for MultiCloud: 
 
Although existing PDP schemes offer a publicly accessible remote interface for checking and managing the 
tremendous amount of data, the majority of existing PDP schemes are incapable to satisfy the inherent 
requirements from multiple clouds in terms of communication and computation costs. To address this problem, we 
consider a multi-cloud storage service as illustrated in Figure 1. In this architecture, a data storage service involves 
three different entities: Clients who have a large amount of data to be stored in multiple clouds and have the 
permissions to access and manipulate stored data; Cloud Service Providers (CSPs) who work together to provide 
data storage services and have enough storages and computation resources; and Trusted Third Party (TTP) who is 
trusted to store verification parameters and offer public query services for these parameters. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
In this architecture, we consider the existence of multiple CSPs to cooperatively store and maintain theclients’ data. 
Moreover, a cooperative PDP is used to verify the integrity and availability of their  stored data in  all CSPs. The 
verification procedure is described as follows: Firstly, a client (data owner) uses the secret key to pre-process a file 
whichconsists of a collection of �blocks, generates a set of public verification information that is stored in TTP, 
transmits the file and some verification tags to CSPs, and may delete its local copy; Then, by using a verification 
protocol, the clientscan issue a challenge for one  

 
AES Algorithm: Description: 
 
1)Key Expansion—round keys are derived from the cipher key using Rijndael's key schedule 
2)Initial Round 
AddRoundKey—each byte of the state is combined with the round key using bitwise xor 
3)Rounds:SubBytes—a non-linear substitution step where each byte is replaced with another according to a lookup 
table.1) Shift Rows—a transposition step where each row of the state is shifted cyclically a certain number of steps. 
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2) Mix Columns—a mixing operation which operates on the columns of the state, combining the four bytes in 
each column 
 
 
1. AddRoundKey 
2. Final Round (no Mix Columns) 
3. Sub Bytes 
4. Shift Rows 
5. AddRoundKey 

TheSubBytes step:In the SubBytes step, each byte in the state is replaced with its entry in a fixed 8-bit lookup table, S; 
bij= S(aij ).In the SubBytes step, each byte in the array is updated using an 8-bit substitution box, the Rijndael S-box. 
This operation provides the non-linearity in the cipher. The S-box used is derived from the multiplicative inverse over  

GF(28), known  to have good  non-linearity properties. To avoid attacks based on  simple algebraic properties, 
the S-box is constructed by combining the inverse function with an invertible affine transformation. The S-box is also 
chosen to avoid any fixed points (and so is a derangement), and also any opposite fixed points. 
 

 
3.4The Shift Rows step 
In the shift rows step, bytes in each row of the state are shifted cyclically to the left. The number of places each 
byte is shifted differs for each row.The Shift Rows step operates on the rows of the state; it cyclically shifts the 
bytes in each row by a certain offset. For AES, the first row is left unchanged. Each byte of the second row is 
shifted one to the left. Similarly, the third and fourth rows are shifted by offsets of two and three respectively. For 
the block of size 128 bits and 192 bits the shifting pattern is the same. In this way, each column of the output state 
of the Shift Rows step is composed of bytes from each column of the input state. (Rijndael variants with a larger 
block size have slightly different offsets). In the case of the 256-bit block, the first row is unchanged and the 
shifting for second, third and fourth row is 1 byte, 3 bytes and 4 bytes respectively - this change only applies for 
the Rijndael cipher when used with a 256-bit block, as AES does not use 256-bit blocks.In  the  Mix  Columns  step,  
the  four  bytes  of  each  column  of  the  state  are  combined  using  an  invertible  linear transformation. The Mix 
Columns function takes four bytes as input and outputs four bytes, where each input byte affects all four output 
bytes. Together with Shift Rows, Mix Columns provides diffusion in the cipher.  

 
   During this operation,each column is multiplied by the known matrix that for the 128 bit key is 
 

 
The multiplication operation is defined as: multiplication by 1 means leaving unchanged, multiplication by 2 
means shifting byte to the left and multiplication by 3 means shifting to the left and then performing xor 
with the initial unshifted value. 

In more general sense, each column is treated as a polynomial over GF(28) and is then multiplied modulo x4+1 

with a fixed polynomial c(x) = 0x03 · x3 + x2 + x + 0x02. The coefficients are displayed in their hexadecimal 
equivalent of the binary representation of bit polynomials from GF(2)[x]. The MixColumns step can also be viewed 
as a multiplication by a particular MDS matrix in a finite field. This process is described further in the article 
Rijndael mix columns. 
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4. The Addroundkey Step 

 
In the AddRoundKey step, the sub key is combined with the state. For each round, a sub key is derived from the 
main key using Rijndael's key schedule; each sub key is the same size as the state. The sub key is added by combining 
each byte of the state with the corresponding byte of the sub key using bitwise XOR. 
 

  4.1Optimization of the cipher 
On systems with 32-bit or larger words, it is possible to speed up execution of this cipher by combining Sub 
Bytes and Shift Rows with Mix Columns, and transforming them into a sequence of table lookups. This requires 
four 256-entry 32- bit tables, which utilizes a total of four kilobytes (4096 bytes) of memory—one kilobyte for each 
table. A round can now be done with 16 table lookups and 12 32-bit exclusive-or operations, followed by four 32-bit 
exclusive-or operations in the AddRoundKey stepIf the resulting four  kilobyte table size is too large for a 
given target platform, the table lookup operation can be performed with a single 256-entry 32-bit (i.e. 1 kilobyte) 
table by the use of circular rotates.Using a byte-oriented approach, it is possible to combine the Sub Bytes, Shift 
Rows, and Mix Columns steps into a single round operation. 

 
 
 
 
 
 
 
 
 
 
 
 

Each byte of the second row is shifted one to the left. Similarly, the third and fourth rows are shifted by offsets of 
two and three respectively. For the block of size 128 bits and 192 bits the shifting pattern is the same. In this way, 
each column of the output state of the Shift Rows step is composed of bytes from each column of the input state. 
(Rijndael variants with a larger block size have slightly different offsets). In the case of the 256-bit block, the 
first row is unchanged and the shifting for second, third and fourth row is 1 byte, 3 bytes and 4 bytes 
respectively - this change only applies for the Rijndael cipher when used with a 256-bit block, as AES does not use 
256-bit blocks. 
 
Conclusion 
 
In this paper, we presented the construction of an efficient PDP scheme for distributed cloud storage Based on 
verifiable response and hash index hierarchy, we have proposed a cooperative PDP scheme to support dynamic 
scalability on multiple storage servers. We also showed that our schemeprovided all security properties required by 
zeroknowledge interactive proof system, so that it canresist various attacks.    Our solution can be treated as a new 
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candidate for data integrity verification inoutsourcing data storage systems.For security purpose we are using AES 
algorithm for data transfer. 
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