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Abstract 
 
Digital mammography screening is performed to detect early stages of breast cancers among women. The protection of 
the integrity and confidentiality of patient’s data and images must be preserved against any unauthorized access, 
alteration or destruction.  Digital watermarking is one of the proposed solutions for protection of multimedia data. In 
this paper, we present a new approach for watermarking of digital mammographic images. Hence, by identifying best 
location on the mammogram to embed the patient's information without affecting the quality of the image will be 
studied. Here, Image Watermarking using 3-level Discrete Wavelet Transform technique has been used for embedding 
the message into the mammogram images. The above mentioned processes are tested on different mammographic 
images randomly retrieved from popular search engine and work has been implemented by MATLAB R2009b 
package. Performance of the algorithm will be measured by Mean Square Error (MSE) and Peak Signal to Noise Ratio 
(PSNR). 
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1. Introduction 

As the technology drastically change especially in the medical environment, the medical imaging 
technology such as mammogram, Magnetic Resonance Imaging (MRI), ultrasound, tomography and others 
also make a mark in the recent years. Medical imaging technology is widely used in the medical domain for 
clinical purpose such as medical procedure to diagnosis the patients' internal problem without having the 
surgery. For example, mammogram is used to identify the breast cancer and it helps to detect the breast 
abnormality. Since there are many advantages of medical images are discovered and it is frequently used in 
the medical domain, most hospitals are facing with issues to manage large amount of data storage such as 
administrative document, patient's information and medical images. Therefore, it is important to handle 
those data accurately to avoid problem of lost, tampering and mishandling record at the hospital.  

We need to ensure the medical information remained unchanged throughout the protection and 
authentication process in order to avoid any chances of mistakes made in the diagnosis and prognosis 
process. Conventionally, a cryptographic hash is used for authentication of digital media. However, the 
cryptographic hash can only provide an overall sense of integrity and does not provide localized 
authentication. In other word, the authentication using a cryptographic hash could not tell which pixel or 
region has been tampered with if the authentication fails. In order to bridge this gap, various digital 
watermarking based approaches are proposed as an alternative means of authentication [5]. 

Digital watermarking is one of the proposed solutions for copyright protection of multimedia data.  
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Watermarking techniques are divided in two categories. Spatial Domain Watermarking, where the least 
significant bits is replaced with watermark, and Frequency domain watermarking, where the image is first 
transformed to frequency domain and then the low frequency components are modified to contain the 
watermark. Watermarking can be applied in frequency domain by applying transforms like Discrete Fourier 
Transform (DFT), Discrete Cosine Transform (DCT) or Wavelet transform (DWT) [4]. The objectives of 
the paper are to develop an authentication technique of watermarking mammogram using the DWT 
technique and also to identify the best location on the mammogram to embed the patient's information 
without affecting the quality of the image. 
  

2. Digital Watermarking 

Watermarking is defined as a practice of unnoticeably altering a piece of data in order to embed 
information about the data. Watermarking can be categorized in two types such as invisible watermark and 
visible watermark, invisible is unable to be seen, either by nature or by concealed and the definition of 
visible is able to be seen or noticed. Additionally, invisible watermark can be divided into three types 
which are semi-fragile, fragile and robust. Mainly watermarking basic process consists of embedding and 
extracting processes. The measurement of quality image will be done after the extracting process by using 
Mean Squared Error (MSE) and Peak Signal-To-Noise Ratio (PSNR) [9]. Thus, watermarking is preferred 
as a favourite technique for hiding information by the researches to enhance the security and privacy in the 
hospitals and also to manage the patients' data since it still poses some issues regarding the image 
efficiency when designing such system. There are many advantages that have been recognized and many 
areas have implemented watermarking techniques. The following applications have been listed by: 
Copyright protection, unauthorized modification, Fingerprinting, Annotation and indexing, Copy control, 
Medical applications, Broadcast monitoring, and Covert communications. 
Our project mainly deals with digital image watermarking using 3 level discrete wavelet transform (DWT). 
DWT is a mathematical tool for hierarchically decomposing an image. It gained widespread acceptance in 
signal processing, image compression & watermarking. It decomposes a signal into a set of basis functions, 
called wavelets. Wavelets are created by translations and dilations of a fixed function called mother 
wavelet [8]. Wavelet transform provides both frequency and spatial description of an image. The DWT 
splits the signal into high and low frequency parts. The low frequency part contains coarse information of 
signal while high frequency part contains information about the edge components. The high frequency 
components are usually used for watermarking since the human eye is less sensitive to changes in edges. 

3. Watermarking for Medical Images 

Study on the medical image watermarking has been done for copyright protection, authentication and 
patient management system. Moreover, in future medical applications, it will be predicted to have the 
integration access with the generalized databases that contain the personal medical information of each 
patient [10]. Many studies have done on watermarking for medical images. In Ref. [12], medical image 
security using digital envelope has been developed. Ref. [13] determined if the watermarked image has 
been tampered with or modified. Ref. [14] developed an algorithm for embedding multi signatures using a 
multiple watermarked scheme to preserve the history of the genuine image. Ref. [15] used LSB technique 
in their paper to develop information hiding techniques for protection of medical information and 
copyright. 
 Encrypted patient's data can be embedded in an annotation while the tampering can be detected using 
fragile watermark. The embedded patient's data not only saves storage space, it also offers privacy and 
security. Furthermore the medical images in digital form must be stored in a secured environment to 
preserve the patient privacy. Additionally, several advantages of watermarking in the medical image have 
identified by [16] such as: 

I. By embedding watermarking in medical image, the patient can protect their information such as 
diagnosis result or personal details from being viewed by unauthorized person. 

II. Medical image watermarking can help to authenticate the patient, if the connection between the 
image and patient is lost. 
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III.  In addition, medical image watermarking will help the staff to identify or search the old medical 
image in the Hospital Information System (HIS) collection because there are some cases that 
medical images and patient's records need to be verified the integrity before use. 

IV.  Images may help to discover new findings in medical case. Thus, it is needed to protect the 
copyright and integrity of the medical image by digital watermarking. 

V. Embedding the authentication code in the image will make it less sensitive to attack than 
appending the information on medical image. 

4. Methodology  

In this paper, the breast area will be identified first before the process of watermarking. The analysis on the 
mammogram image has been done. Moreover, since different medical image will have different 
background color level, the background color of each mammogram samples will be checked by using data 
cursor tool in MATLAB software to get the suitable range for dark value. The input is a mammogram 
image and patient's information. Identifying breast area will be done before the embedding process. After 
that, extracting process will be executed and finally, the output will be a watermarked mammogram 
images. Extracting process is a process that can extract the patient's information on watermarked image. 
Based on the result, all information that has been embedded in the samples of mammogram images can be 
read back without any interruption or data lost, this shows that the algorithm has successfully extracted the 
data and enables to authenticate the mammogram image. Figure 1 shows the idea of the authentication 
technique. 

 

Fig. 1 Mammogram Authentication Technique 

5. Visual Quality Evaluation  

The evaluation was performed using the three commonly used parameters in visual image quality metric 
assessment. These parameters are: 
5.1. MSE 
Mean Squared Error (MSE) gives an indication of how much degradation was introduced at a pixel based 
level. Higher the value of MSE, greater will be the level of degradation. Given a noise-
free m×n monochrome image I and its noisy approximation K, MSE is defined as: 

                                               (1) 
 
5.2. PSNR 
Peak signal-to-noise ratio, often abbreviated PSNR, is an engineering term for the ratio between the 
maximum possible power of a signal and the power of corrupting noise that affects the fidelity of its 
representation. PSNR is most commonly used to measure the quality of reconstruction of lossy 
compression codecs (e.g., for image compression). 

The PSNR is defined as: 
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10.                                        (2) 

Here, MAXI is the maximum possible pixel value of the image. When the pixels are represented using 8 bits 
per sample, this is 255.  

6. Output of the Proposed Methodology  

6.1. Graphical User Interface (GUI) of the Proposed Methodology 
 

 

Fig. 2 GUI of Proposed Methodology 

Here 11 buttons are available for the user. The user can select the mammogram image, patient’s data from 
the database. The user can view 3-level cover image, watermark image, extracted original image. The 
system can calculate visual quality with some default parameter like MSE and PSNR. 

6.2. Output 

       

(a)                                            (b)                                                      (c) 
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                        (d)                                                   (e)                                                      (f) 

Fig. 3 Output of the Proposed Algorithm (a) Mammogram Image (b) Patient’s Data (c) 3-Level 
Cover image (d) 3-Level Watermarked Image (e) Watermarked Image (f) Extracted Image 

6.3. Tables and Figures for Analysis 

Table 1 
Table for Analysis of the Performance of Proposed Algorithm 

 

Visual Quality Parameter Value 

MSE for Embedding   9.2953e-009 

     PSNR for Embedding 186.9301 

     MSE for Extraction 59.4781 

     PSNR for Extraction 1.1076 

For the above mentioned example MSE and PSNR value for both embedding and extracting technique 
are mentioned in table no 1. Now we will compare these values for different mammographic images. 

Table 2 
Table for Analysis of the Performance of Proposed Algorithm with Different Examples 
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Mammogram 
Image 

Patient’s Data MSE for 
Embedding 

PSNR for 
Embedding 

MSE for 
Extraction 

PSNR for 
Extraction 

  
9.2963e-009 185.3396 59.4841 1.1259 

  
9.2952e-009 185.3386 59.4776 1.1588 

  

9.2957e-009 187.3024 59.4805 1.2352 

 

7. Conclusions 

A simple technique for digital mammogram authentication technique has been done here. Here, Image 
Watermarking using 3-level DWT technique has been used for embedding the message into the 
mammogram images. The advantages of this system reside in two aspects. First, the system begins to check 
the image authentication. Secondly this algorithm is also able to identify the best location by calculating 
and comparing the dark and bright pixel intensity in the mammogram images. This is to differentiate the 
breast and background area of the mammogram images. 
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