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Abstract— In this paper entitled “Intruder Detection System in MANET using Fuzzy Logic” an approach is proposed to detect black 
hole attack using fuzzy logic in Mobile ad-hoc networks as they are vulnerable to many security threats. Security is rapidly replacing 
performance as the first concern in various scenarios. This includes adhoc sensor networks which are becoming increasingly popular 
for many applications. Security prevention does not guarantee that attacks will not occur; it can only prevent it from happening. 
Therefore, detection of malicious intruders forms an essential part of an approach to security. A network can be affected from attack 
over the network .As a result some loss of information occurs over the communication. In this paper, the work is to detect the black 
hole attack by using an Intrusion detection system that uses fuzzy logic which aims to detect distrust behavior of node and identify the 
attacks if it seems to be an attack based on given rules. Here we are presenting a fuzzy based decision to check a node is infected by 
some attack or node. The proposed work will identify the attack over the node as well as provide the solution to reduce the data loss 
over the network. The objective of the work is to provide security and to save energy in MANET. 
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I. INTRODUCTION 

As the technology is developing day by day there is more need for wireless communication. MANET is defined as a network 
that consists of a set of nodes that does not have any predefined infrastructure and has dynamic topology. MANET is an 
autonomous system of nodes which are connected by wireless links. This type of network operates as multiple points of 
attachment to cellular network and giving the way to exciting applications. 

Figure 1 gives the overview of mobile adhoc network. As we can see that MH2 changes its position of attachment from MH3 
to MH4, other nodes of the network can use this route for forwarding packets to MH2. MANET consists of group of sensor 
nodes which have sensing, communication and computational capabilities. Sensor nodes when used in environmental 
application monitor the physical phenomena records the values and send it to base station. The data passes by through 
intermediate nodes which aggregates the data and send it to base station (BS). 

 

 
Figure 1- Mobile adhoc Network 
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Sensor nodes have limited battery power, memory and limited processing power. The intrinsic characteristics of nodes make 
them more prone to vulnerable attacks. 

In military applications sensor nodes are used to sense and transmit sensitive data to base station. Therefore security is very 
important in MANET. Therefore the first line of defense is prevention techniques. Earlier techniques which were known as 
intrusion detection forms second line of defense. 

 

 
a) Cellular Network b) Mobile Adhoc Network 

 

Figure 1.1- Cellular network Versus Mobile Adhoc Network 

 

II.  BACKGROUND AND RELATED WORK 

A. Adhoc on Demand Distance Vector Protocol (AODV) 

AODV is basically reactive protocol which combines properties of DSR (Dynamic Source Routing) & DSDV (Destination 
Sequence Distance Vector). It discovers route to destination on demand. It also maintains route information in the form of 
routing table. Since it is reactive protocol it does not need to maintain routes to nodes that are not communicating. In fact it 
allows mobile nodes to obtain routes to new destination nodes efficiently. Every node maintains a routing table which stores the 
address of next hop node.  
It basically has three phases:- 

1)   Route Discovery 

Whenever a node wishes to send a packet to destination it first checks the route in its routing table; if the route exists in 
routing table then it uses that route and if the route does not exist it issues route request packet RREQ. Upon receiving RREQ 
the intermediate node update its routing table. After receiving route request, route reply RREP is send to the source node when 
RREQ reaches destination node. Each node  

has its own sequence number and broadcast ID. The broadcast ID is incremented for each route request. The RREQ includes 
the recent sequence number it has for destination. If intermediate nodes have route to destination then they can also reply to 
RREQ provided that destination sequence number is greater than or equal to that in RREQ. 

 

 
 

Figure 2: AODV routing protocol with RREQ and RREP 

In order to initiate a route discovery process the source node has to send a RREQ packet. The fields of the route request 
packet are illustrated in figure 2. After creating the RREQ packet the node sets a timer and waits for a route reply (RREP) 
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message .An intermediate node upon the reception of a RREQ packet checks whether it has seen it before by examining the 
originator’s IP address and the RREQ broadcast ID pair. Every node maintains a list of the IP and RREQ broadcast ID pair for 
every route request that it will receive. This information remains in this list for a finite period of time and it is used to avoid 
flooding attacks or anomalous node behavior. If the intermediate node has already seen this RREQ it silently discards the packet. 
If it has not seen this RREQ within this finite period of time it starts processing it. The first step is to set up the reverse route in 
its routing table. The reverse route contains the originator IP address, the sequence number, the hops required to reach the 
source node and the neighbor from which it has received the packet. This process is essential since it is used to forward back the 
RREP. Figure 2 indicates the propagation process of a RREQ along with the formation of the relevant reverse routes.  

In order for an intermediate node to reply to a RREQ it has to have an unexpired entry for the destination in its routing table. 
The sequence number with the destination must be greater or equal to the one indicated in the RREQ packet. If it satisfies these 
two conditions then it will unicasts a RREP back to the source of the RREQ by incrementing the hop count by one.  

If none of the intermediate nodes is able to reply, the RREQ eventually reaches the destination node. When the destination 
node sends the RREP it places its current sequence number in the packet and initializes the hop count to zero and places the 
length of time in the RREP’s Lifetime field. If this is the first time the source node communicates with this node the sequence 
number will not be available and therefore it will not be included in the packet. When an intermediate node receives the RREP 
it uses the reverse route established for the RREQ to forward the packet to each destination, but before doing so it increments 
the hop count by one. In figure 2 indicates the path of a RREP from the destination to the source node. 

 

2)   Route Maintenance 

If a source node moves then it reinitiates the route discovery process. If a node in the route moves then it informs the 
upstream neighbors, and propagates link failure message to every upstream neighbor, informing them about breakage of link. 
These nodes then inform to the source node about failure of link by sending route error REER message. The source node then re 
initiates the route discovery process. AODV also sends HELLO messages at regular interval of time in order to maintain 
connectivity among nodes. AODV uses sequence sequence number to determine freshness of route and to guarantee loop free 
routes. If multiple routes have same sequence number then route with shortest count is chosen. 

 
Figure 2.1: AODV routing protocol with RERR message 

3)  Data forwarding 

During the process of data forwarding the intermediate nodes record the address of the neighbor from where the first packet was 
received in its routing table thereby establishing reverse path. If more than one copies of RREQ are received then they are 
discarded. When the RREQ reaches destination or intermediate node with fresh route, the node reply by RREP route reply 
packet back to the node from where it receives the RREQ packet. 
AODV does not have any specific security mechanism for authentication. Protocols like sequential assignment routing SAR is 
used to protect AODV against malicious attacks. These protocols have limited security in terms of performance degradation. 
 

B.  Black Hole Attack 

In this attack the malicious node sends false information ensuring that it has optimal routes and causes source nodes to route 
data packets through this malicious node. In such a scenario the source node sends all its packets to malicious node. This 
malicious node will never forward the packets to genuine destination nodes. As a result genuine destination nodes will never be 
able to communicate with source nodes. Since AODV always treats RREP message with high destination sequence number to 
be fresher therefore the malicious node will always send the RREP message with high destination sequence number. 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 5, May 2014, Pg: 60-67 
 

                 Shadab Siddiqui , IJRIT  63 
 

 
Figure 2.2: Black Hole Attack in AODV 

 
The malicious node A sends the fake RREP to the source node S, ensuring that it has fresh routes to destination than other 

nodes. Because the sequence number of malicious node is higher than sequence number of other nodes therefore source nodes S 
will choose this node A to route the packets. However this malicious node will drop all the packets instead of forwarding them. 

 

C. RELATED WORK 

Mobile ad-hoc Network is a self organized wireless network which has a dynamic topology and where nodes can easily join 
or leave the network at anytime. Due to its infrastructure less, dynamic topology and lack of centralization it is vulnerable to 
many security attacks. Here we will study various national and international research papers and about the proposed techniques 
for malicious node detection in MANET. The research area related to this field is very broad. Here we will discuss some of 
them which is related to my work. 

 
Anusha, Jayaleshwari, Arun Kumar, Rajyalakshmi [1] have proposed “An Efficient And Secure Intrusion Detection Method In 
Mobile Adhoc Network Using Intuitionistic Fuzzy”. It states that Mobile ad-hoc Network has self organizing capability and 
dynamic topology in which nodes can easily leave or join the network at anytime. Due to the lack of centralization it is 
vulnerable to many types of attacks. In this paper they proposed to detect the attack by using intuitionistic fuzzy in IDS. This 
aims to detect misbehavior of nodes and identify the attacks based on given rules. They stated that MANET is a combination of 
fixed network infrastructure whereas other technologies are based on tower and base stations. In MANET the communication is 
done with the help of intermediate nodes. In the absence of proper security mechanisms the adhoc network is prone to many 
security attacks. Intrusion Detection System monitors various activities in the network. To achieve this initially it collects the 
activity information and chacks whether any activity violates the security rules. 

 
Poonam Yadav, Rakesh Kumar Gill, Naveen Kumar have proposed “A Fuzzy Based Approach to Detect Black hole Attack” 
[4] .It states that as the traffic increases over the wireless network it faces problems like packet loss and congestion. But in 
MANET it has one big problem which is the lifetime of network. With the effect of black hole attack over the network it faces 
some loss of information over communication. To overcome from this loss of information a solution is presented in this paper. 
They have used a fuzzy based decision to examine whether a node is affected by black hole attack or not. The proposed solution 
will identify the attack over the network and also reduces the loss of data over the network.  

 
Tae Kyung  Kim, and Hee Suk Seo have proposed “A Trust Model using Fuzzy Logic in Wireless Sensor Network” [3]  . It 
states that range of possibilities can be increased by adapting various sensor devices to communication within sensor network. 
The sensors should exhibit belief of trust for safe communication. Here they suggested a trust model using fuzzy logic in sensor 
network. They applied their proposed model to show how trust factor is involved in communicating algorithm to choose path 
from source to destination. 
 

III.  THE PROPOSED SOLUTION 

D. System overview of Model 

The system is characterized as an architectural model for IDS. It is considered as architectural model because it does not 
perform any changes in underlying routing protocol. Therefore the component of security works in different layer without 
disturbing the normal execution of routing protocol. Because this system does not use any cryptographic mechanism for 
protection against malicious activities, therefore it does not have additional computation overhead. It also does not consume 
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extra bandwidth because it does not send the additional packets. Since AODV became an Internet standard and main standard 
routing protocol for malicious detection component therefore it is used for implementation in adhoc network environment. 
The fuzzy model for IDS is associated with AODV routing protocol as shown in figure. 
 

 
Figure 3: Fuzzy Model for Intruder Detection system 

 
It consists of four phases namely Data collection & processing, Fuzzy computational model, verification and detection & 
deletion of attacks. 

 
• Phase one: Data collection & processing 

In this phase the data is collected from MANET & all its parameters are extracted. The data is then pre-processed. AODV 
(Adhoc on demand distance vector) protocol is used in this model for route discovery. AODV utilizes all its operational features 
for data collection. AODV creates the routes to destination on demand when needed. 
 

• Phase two: Fuzzy model computation 
This phase comprises of generation of fuzzy rules along with membership function. Here we will apply fuzzy rules in the 

form of IF-THEN fuzzy rules. The model is computed based on two conditions of IF rule. 
 

• Phase three: Verification 
In this phase we will verify the IF-THEN rules. The condition appeared in IF statement is stated for verification. We will 

check the response time from node to which request was sent. A threshold time value is set for the response time. If response 
time becomes greater then set threshold value then it can be assumed that node is malicious. Again it will check for sequence 
number of the replying node with sequence number of source node. Typically the malicious node will broadcast high sequence 
number thereby giving false message of its trueness. This model will verify the difference between destination sequence and 
source sequence number. If the difference between them is high then it can be a suspicious node. And if both conditions are 
satisfied then that node is considered to be malicious node.  

 
• Phase Four: Detection & deletion of attack 

In this last phase of intruder detection system the malicious node is identified and is removed immediately from RR Table. 

E. Algorithm: Receive Reply method (RREP) 

Parameters: Destination sequence number (DNS), Source Sequence number (SSN), Threshold (Th), malicious node ID 
(MN_ID), node ID (N_ID), waits time, Current time. 

 
Step 1: Initialization Process 
The first phase starts with discovery of source node. Here we will assign current time to execute RREP function. 

 
Step 2: Intermediate discovery phase 
As transmission starts it will search for intermediate nodes. 
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Step 3: Storing phase 
To store all RREP from destination and Node ID in route      reply RR Table. 
While (current time<=current time + wait time) 
{ 
Store the route reply in RR Table 
} 

 
Step 4: Black hole detection procedure 
Apply the fuzzify rule on each neighbour node 
 
Rule:    
 
If (Fuzzy Rule (Response time) > (Th) && DNS > SSN)) 

 
Malicious node is detected 
MN_ID=N_ID 
Update the neighbour node table & routing table 
It will check if the response time for the intermediate node     is greater than threshold and DNS with SSN, if DNS is greater 
than SSN the node is malicious node. 

 
Step 5: Removal of black hole node 
Remove the first selected entry from RR Table through black hole detection procedure in step 4. 

 
Step 6: Selection of node for secure routing 
Sort the contents of RR table in any order & select the node with highest DNS. Repeat step 4, 5, 6 until we have to find 
destination node. 

 
Step 7: Continue with the normal routing process procedure 
Continue with the normal AODV protocol procedure. 

 

IV.  SIMULATION   RESULT AND ANALYSIS 

The simulator use MatLab network simulator. The requirement for MatLab is as follows:- 
 
The experiments were carried out by 

MatLab-2007.The scenarios developed 
to carry out the tests use as parameters 
the mobility of the nodes and the 
number of active connections in the 
network. Node are presented 
previously were utilized in the 
experiments. The choices of the 
simulator are presented in table 5.1 

 
 
 Matlab-2007 

Simulation Area 100*100m 

No of nodes 0 to80 

Transmission range 25m 

Mobility Model Random 
Waypoint 

Max Speed 5-20 m/sec 

Traffic Type CBR(UDP) 

Data payload 512 bytes 
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Packet rate 2 packet/sec 

No of malicious nodes 5 

Simulation time 30 sec 

Routing Protocol AODV 

MAC 802.11 

Pause Time 10 sec 

Mobility 10.70 m/s 

Terrain area 800*800m 

 
The performance comparison is based on the following metrics  using fuzzy logic 

F. Packet Delivery ratio (PDR) 

PDR is the ratio of number of data packets received by the destination application layer CBR sink to number of data packets 
send by source originated by application layer CBR sources. 

 
PDR= No of data packets received 
            No of packets send 
 
It is important that routing protocol should keep this ratio higher. More is the ratio, more reliable is adhoc network. PDR is 

important because it describes loss rate by transport protocol which will affect the maximum throughput of network. 

Packet Delivery Ratio
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G. Average end to end delay 

This is the average time taken by data packet to reach the destination node in msec. This is the delay between sending of data 
packet by CBR source and reception at CBR receiver. It also includes all delays during route discovery, buffering & processing 
at intermediate node, retransmission delays at MAC layer. It tells how the protocol arranges for intermediate delivery of packets 
to reach desired destination. 

It is calculating by subtracting time at which first packet was transmitted by source from time at which first data packet 
arrived to destination. 

 
Avg end to end delay= Time of first data packet arrives to destination – time of first data packet send by source. 
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V. CONCLUSION AND FUTURE WORK 

In this paper Fuzzy model for IDS is presented. This model is a light weight system that detect the attacks & takes 
countermeasure to prevent it. Moreover it does not provide protection against all active attacks rather only black hole attack. 
The system operation does not introduces any changes in underlying protocol & hence it can be applied to other protocols also. 
There are certain limitations related to time dependency by which accuracy of compromised nodes detection can be 
questionable & it security 

The future scope of work is that the proposed security mechanism may be extended to defend against other attacks like grey 
hole attack, packet dropping attack, resource consumption attack. By applying fuzzy sets & fuzzy rules various other attacks can 
also be detected. 
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