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ABSTRACT 
 

A MANET is an autonomous collection of mobile users that communicate over relatively bandwidth constrained wireless 
links. Since the nodes are mobile, the network topology may change rapidly and unpredictably over time. The network is 
decentralized , where all network activity including discovering the topology and delivering messages must be executed by 
the nodes themselves. The set of applications for MANETs is diverse, ranging from small, static networks that are 
constrained by power sources, to large-scale, mobile, highly dynamic networks. The design of network protocols for these 
networks is a complex issue. Regardless of the application, MANETs need efficient distributed algorithms to determine 
network organization, link scheduling, and routing. Main stay of writing this paper is to focus on the wormhole attack, where 
two colluding nodes that are far apart are connected by a tunnel giving an illusion that they are neighbors. With the help of 
Bellman ford algorithm the shortest path can be obtained among the network and the messages can be delivered to the 
destination nodes based on the Wireless routing protocol. This article would be a great help for the people conducting 
research on real world problems in MANET security. 
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I.INTRODUCTION 
 
Mobile Ad-hoc Network (MANET) is a collection of wireless mobile hosts without fixed network infrastructure and 
centralized administration. Communication in MANET is done via multi-hop paths. Lots of challenges are there in this area: 
MANET contains diverse resources; the line of defense is very ambiguous; Nodes operate in shared wireless medium; 
Network topology changes unpredictably and very dynamically; Radio link reliability is an issue, connection breaks are 
pretty frequent. However, determining viable routing paths and delivering messages in a decentralized environment where 
network topology fluctuates is not a well-defined problem [1]. While the shortest path (based on a given cost function) from a 
source to a destination in a static network is usually the optimal route, this idea is not easily extended to MANETs. Factors 
such as variable wireless link quality, propagation path loss, fading, multiuser interference, power expended, and topological 
changes, become relevant issues. The network should be able to adaptively alter the routing paths to alleviate any of these 
effects.  
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Fig. 1 Architecture of MANET 
II.THREATS CAUSED IN MANET 

 
An adhoc network can be attacked from any direction at any node which is different from the fixed hardwired networks with 
physical protection at firewall and gateways. Altogether it denotes that every node should be equipped to meet an attacker 
directly or indirectly [6]. Malicious attack can be initiated from both inside and outside of the network. Tracking a specific 
node is difficult in large adhoc networks and hence, it is more dangerous and much difficult to detect the attacks from an 
affected node. Altogether it denotes that every node should be prepared to work in a way that it should not trust on any node 
immediately.  
 
Distributed architecture should be applied in order to achieve high availability. This is because if the central entity is used in 
the security solution, it causes serious attack on the entire network when the centralized entity gets affected. The following 
are the types of active attacks and its relevant solutions:  
 
Black hole attack  
Let H be a malicious node. When H receives a Route Request, it sends back a Route Reply immediately, which constructs the 
data and can be transmitted by itself with the shortest path. So S receives Route Reply and it is replaced by H -> S. Then H 
receives all the data from S.  
 
Neighbor attack  
The neighbor attack and the black hole attack prevent the data from being delivered to the destination. But the neighbor 
attacker does not catch and capture the data packets from the source node. It leaves the settings as soon as sending the false 
messages.  
 
Wormhole attack  
Two malicious nodes share a private communication link between them. One node captures the traffic information of the 
network and sends them directly to other node. Warm hole can eavesdrop the traffic, maliciously drop the packets, and 
perform man-in- the-middle attacks against the network  
protocols. [6].  
 
DoS (Denial of Service) attack  
When the network bandwidth is hacked by a malicious node [6], then it results to the DoS attack. In order to utilize precious 
network resources like bandwidth, or to utilize node resources like memory or computation power, the attacker inserts 
packets into the network. The specific instances of the DoS attack are the routing table overflow attack and energy 
consumption attack.  
 
Information Disclosure attack  
The information disclosure attack aims at the privacy requirements of network. The confidential information’s like routing 
location, node status or secret keys and password are leaked out by the malicious node to the unauthorized nodes.  
 
Rushing attack  
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The rushing attack aims against on-demand routing protocols which uses identical suppression at each node. In order to find 
routed to the destinations, the source nodes sends out the RREQ. Each intermediate node processes only the first non-
duplicate packet and discards any duplicate packet which arrives at a later time. Rushing attackers can forward these packets 
quickly by skipping some of the routing processes. They are also able gain access to the forwarding group.  
 
Jellyfish attack  
A malicious node receives and sends RREQ and RREP normally. But before forwarding it delays the data packets without 
any reason for some time [6]. Since the node has to intrude the forwarding group first, it is difficult to implement this type of 
attack. If the number of malicious node is few, then the influence to the network is also less.  
 
Byzantine attack  
It is also called as impersonation attack because the malicious node might imitate another normal node. It also sends false 
routing information for creating an anomaly update in the routing table. In addition to this, an attacker may get unauthorized 
admission to resource and sensitive information.  
 
Blackmail attack  
This attack is applicable against routing protocols which uses mechanisms for the recognition of malicious nodes and 
broadcast the messages which try to blacklist the offender. By adding other legitimate nodes to their blacklists, an attacker 
might blackmail a legitimate node. Thus the nodes can be avoided in those routes.  
 

III. WORMHOLE ATTACK AND ITS DISCHARGE 
 

In MANET, as the nodes are utilizing open air medium to communicate, they face acute security problems compared to the 
wired medium. This paper focuses on the wormhole attack, where two colluding nodes that are far apart are connected by a 
tunnel giving an illusion that they are neighbors. Each of these nodes receive route request and topology control messages 
from the network and send it to the other colluding node via tunnel which will then replay it into the network from there.  
 
For launching a wormhole attack, an adversary connects two distant points in the network using a direct low-latency 
communication link called as the wormhole link [4]. The wormhole link can be established by a variety of means, e.g., by 
using a Ethernet cable, a long-range wireless transmission, or an optical link. Once the wormhole link is established, the 
adversary captures wireless transmissions on one end, sends them through the wormhole link and replays them at the other 
end. 
 
An example is shown in the below figure. Here X and Y are the two end-points of the wormhole link (called as wormholes). 
X replays in its neighborhood (in area A) everything that Y hears in its own neighborhood (area B) and vice versa. The net 
effect of such an attack is that all the nodes in area A assume that nodes in area B are their neighbors and vice versa. This, as 
a result, affects routing and other connectivity based protocols in the network. Once the new routes are established and the 
traffic in the network starts using the X-Y shortcut, the wormhole nodes can start dropping packets and cause network 
disruption.  

 

Fig.2 Establishing the wormhole link in order to disrupt the packet flow 
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They can also spy on the packets going through and use the large amount of collected information to break any network 
security. The wormhole attack will also affect connectivity-based localization algorithms and protocols based on localization, 
like geographic routing, will find many inconsistencies resulting in further network disruption.  

 

III.DISCUSSIONS 
 
A. Prevention of wormhole attack 
In manet it is considered that all the nodes will monitor the behavior of its neighbors. Each node will send RREQ messages to 
destination by using its neighbor list. If the source does not receive back the RREP message within a stipulated time, it 
detects the presence of wormhole and adds the route to its wormhole list. Each node maintains a neighbor node table which 
contains a RREQ sequence number, neighbor node ID, sending time and receiving time of the RREQ and count. Here the 
source node sets the Wormhole Prevention Timer (WPT) after sending RREQ packet and wait until it overhears its neighbor's 
retransmission. According to the author, the maximum amount of time required for a packet to travel one-hop distance is 
WPT/2. Therefore, the delay per hop value must not exceed estimated WPT. However, the proposed method does not fully 
support DSR as it is based on end-to-end signature authentication of routing packets.  
 
Wormhole attacks can be detected by following ways:  
 

• The abrupt decrease in the path lengths can be used as a possible symptom of the wormhole attack.  
• With the available advertised path information, if the end-to-end path delay for a path cannot be explained by the 

sum of hop delays of the hops present on its advertised path, existence of wormhole can be suspected.  
 

• Some of the paths may not follow the advertised false link, yet they may use some nodes involved in the wormhole 
attack. This will lead to an increase in hop delay due to wormhole traffic and subsequently an increase in end-to-end 
delay on the path. An abrupt increase in the end-to-end delay and the hop queuing delay values that cannot be 
explained by the traffic supposedly flowing through these nodes can lead us to suspect the presence of wormhole.  

 
B.  A Taxonomy of Routing Protocol 
Ad hoc network is a multi-hop wireless network, which consists of number of mobile nodes. These nodes generate traffic to 
be forwarded to some other nodes or a group of nodes. Due to a dynamic nature of ad hoc networks, traditional fixed network 
routing protocols are not viable. Based on that reason several proposals for routing protocols has been presented. Due to 
multiple and diverse ad hoc protocols there is an obvious need for a general taxonomy to classify protocols considered. 
Traditional classification is to divide protocols to table-driven and to source-initiated on-demand driven protocols [1]. 
 
Table-driven routing protocols try to maintain consistent, up-to-date routing information from each node to every other node. 
Network nodes maintain one or many tables for routing information. Nodes respond to network topology changes by 
propagating route updates throughout the network to maintain a consistent network view. 
 
Source-initiated on-demand protocols create routes only when these routes are needed. The need is initiated by the source, as 
the name suggests [3]. When a node requires a route to a destination, it initiates a route discovery process within the network. 
This process is completed once a route is found or all possible route permutations have been examined. After that there is a 
route maintenance procedure to keep up the valid routes and to remove the invalid routes. 
 
The taxonomy is based on to divide protocols according to following criteria, reflecting fundamental design and 
implementation choices [3] . 
 

• Communication model 
•  Structure  
•  State Information 
•  Scheduling 

 
Communication Model:  Protocols can be divided according to communications model to protocols that are designed for 
multi-channel or single-channel communications.  
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Structure:  Structure of a network can be classified according to node uniformity. Some protocols treat all the nodes 
uniformly, other make distinctions between different nodes. 
State Information: Protocols may be described in terms of the state information obtained at each node and / or exchanged 
among nodes. 
 
Scheduling: The way to obtain route information can be a continuous or a regular procedure or it can be trigged only by on 
demand. On that basis the protocols can be classified to proactive and on-demand protocols. 
 
C. Overview Of Selected Protocol – Wireless Routing Protocol ( WRP) 
The Wireless Routing Protocol (WRP) [3] is a proactive, destination-based protocol. WRP belong to the class of path finding 
algorithms. The typical feature for these algorithms is that they utilize information about distance and second-to-last hop 
(predecessor) along the path to each destination. Path-finding algorithms eliminate the counting-to-infinity problem of 
distributed Bellman- Ford-algorithms by using that predecessor information, which can be used to infer an implicit path to a 
destination and thus detect routing loops.  
In WRP there is a quite complicated table structure and it has got four parameters and they are briefly explained below. 
 
Distance table: The distance table contains the distance of each destination node via each neighbor and the predecessor of 
destination reported by neighbor equivalent routing table contains the distance to the destination. 
  
Routing table: In WRP nodes exchange routing-table update messages only from a node to its neighbors. An update 
message contains such components as an update list. 
  
Link cost: When a link failure occurs the arrows next to links indicate the direction of update messages and the label in 
parentheses gives the distances and the predecessor to destination.  
 
 
Message retransmission list (MRL): This table maintains the list of retransmitted messages. If there is no messages are to 
be sent the node sends the HELLO message in order to ensure the connectivity. 
 

 

Fig .3 An example of Wireless Routing Protocol (WRP) Operation. 
 
 

In fig 3.1 there is a short example showing how WRP updates node's routing tables, when a link failure occurs. Link costs are 
as indicated in the figure. The arrows next to links indicate the direction of update messages and the label in parentheses 
gives the distances and the predecessor to destination J. The figure focuses on update messages to destination J only.  
 
When link (J,K) fails, nodes J and K send update messages to forced to report an infinite distance to J as nodes B and I have 
reported node K as part of their path to destination J. Node B processes node K's update and selects link (B,J) to destination J. 
This is because of the property of WRP to force node B to remove any path to node J involving node K. Also, when node I 
gets node K's update message, it updates its distance table entry through neighbor K and checks for the possible paths to 
destination J through any other neighboring nodes. This results to select link (I,J) to the destination J as shown in fig 3.1(c) 
Nodes I and B send their update messages to neighboring nodes, and K is able to get its path to node J through node B.  
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Finally as shown in Fig. 3 (d), node K will send its update message to nodes B and I, but this will not affect the routing 
tables. 

IV. BELLMAN FORD ALGORITHM 

A. Implementation Of BellMan - Ford Algorithm  
Bellman-Ford algorithm is used for finding the shortest path among the network. Implementation of the Bellman - Ford 
algorithm is described below with an example [5].  
 

An oriented graph is given containing no contours with negative length (equal to the sum of weights of their arcs). 
Find the minimal paths from a given node to all other nodes of the graph. 

This problem is a natural summary of the network planning problem. In this case minimal paths need to be found not only 
within a network, but also for a random path starting from a given node of the graph. One of the best-known algorithms for 
solving this dynamic optimization problem is Bellman-Ford’s. 

Like Dijkstra's Algorithm, Bellman–Ford is based on the principle of relaxation, in which an approximation to the correct 
distance is gradually replaced by more accurate values until eventually reaching the optimum solution. In both algorithms, 
the approximate distance to each vertex is always an overestimate of the true distance, and is replaced by the minimum of its 
old value with the length of a newly found path. However, Dijkstra's algorithm greedily selects the minimum-weight node 
that has not yet been processed, and performs this relaxation process on all of its outgoing edges; by contrast, the Bellman–
Ford algorithm simply relaxes all the edges, and does this times, where is the number of vertices in the graph. In 
each of these repetitions, the number of vertices with correctly calculated distances grows, from which it follows that 
eventually all vertices will have their correct distances. This method allows the Bellman–Ford algorithm to be applied to a 
wider class of inputs than Dijkstra. 

 

 

Using the example at the front page, we apply the Bellman-Ford's algorithm to it, and show the procedure step by step. For 
each node, We use the box to indicate its Y value, and the cycle to denotes its P. 
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Fig. 4  Step 1 

 

Fig. 5 Step 2 

 

Fig. 6 Step 3 

 

Fig. 7 Step 4 

 

 

Fig. 8 Step 5 
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Fig. 9 Step 6 

 

 

Fig. 10 Step 7 

 

Fig. 11 Step 8 

At the last step, the V values in boxes is a feasible potential, it indicates the shortest path weight from r  to every node.  
 

V.CONCLUSION 

In this paper we discuss how to detect the wormhole attack in MANET. One of the table driven protocol i.e Wireless Routing 
Protocol (WRP) with the implementation of BellMan –Ford Algorithm is been worked out. The objective of WRP combined 
with BellMan-Ford Algorithm is to address the challenges posed in the Wirless Sensor Network for reliable data delivery and 
achieve high throughput performance. Since the WRP is a table driven protocol it satisfies the “Store and Forward”, constrain 
of the transmission in the MANET and hence the retransmission of the data are highly concentrated and with the help of 
BellMan-Ford Algorithm it assures acquiring the shortest path among the networks in order to transfer the message 
successfully. 
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