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Abstract—In data and telecommunications, Cryptography is used when communicating over any unreliable network, which 
includes any medium particularly the internet. In this paper, a 128 bits Advanced Encryption Standard (AES) using Rijndael 
algorithm is implemented using Verilog code. This algorithm was originally proposed by Rijnmen and Daemen (Rijndael 
algorithm) in June 1998; This algorithm is widely accepted due to its strong encryption, processing complexity and its strong 
resistance to Brute force attack[3]. The fault detection scheme for this hardware implementation plays an important role in making 
AES robust to any internal and malicious faults. Faults which defect the process are detected and corrected using Hamming code 
based fault detection scheme. The FPGA implementation of this fault detection structure has better hardware and timing 
complexities. 
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I. INTRODUCTION 

The large and growing network of internet and wireless communication users has led to an increasing demand of the 
security measures and devices for the safe and reliable transfer of the user data over the open channels [4]. Cryptography 
plays an important role in the security of data transmission [2]. For security purpose, two types of cryptography systems are 
mainly used; symmetric-key cryptography and asymmetric-key cryptography. Symmetric-key cryptography uses same key 
for both encryption and decryption. Asymmetric-key cryptography uses different keys for encryption and decryption [4]. 

The data encryption is the process of transferring plain text (data) to cipher text using an algorithm to make it unreadable 
to anyone except those possessing special knowledge usually referred as key. The encryption algorithm performs various 
substitutions and transformations on the data. Data encryption standard (DES) and advanced encryption standard (AES) are 
the two types of encryption standards [1]. In November 2001, National Institute of Standards & technology (NIST) of United 
States chose Rijndael algorithm as the suitable Advanced Encryption Standard to replace previous algorithms [4]. Since then 
applications of AES have become widespread. During the selection process of AES, an important criterion was the efficiency 
of algorithm in different platforms including FPGA [5]. AES is based on the design principle known as substitution 
permutation network and it is fast in both hardware and software [1]. AES algorithm is based on arithmetic in a finite Galois 
field and it operates on a 4x4 array of bytes which is called a state. The state consists of four rows and four columns of bytes. 
Rijndael algorithm is the symmetric block cipher that can process data blocks of 128, 192 and 256 bits, using cipher keys 
with lengths of 128, 192, 256  bits respectively. AES algorithm uses round function to convert plain text to cipher text which 
performs internally four different data transformation except the final round to modify the state. Encryption process consists 
of 4 transformations namely sub bytes, shift rows, mix column transformation and add round key [1]. Sub bytes 
transformation (also called byte substitution) is the most computing step in which each 8-bits element of a state matrix is 
transformed to have a new value. Reverse procedure is followed to decrypt the cipher text to original plain text.  

In AES, S-Box in the encryption and inverse S-Box in the decryption are nonlinear. When using AES, the receiver with a 
secured key would be able to retrieve the original data but the reliability of data transfer is not guaranteed because of internal 
faults or interventions of attackers. Attackers can inject faults in the AES to retrieve the key and break the system [1]. There 
are many schemes for detecting the faults in hardware implementation of the AES. In this paper, hamming code based fault 
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detection scheme is used. AES algorithm is considered to be efficient both for software and hardware implementation. 
Hardware implementation is more reliable compared to software. 

The rest of the paper is organized as follows: section II gives the information about the related works in AES field. Section 
III describes the AES algorithm. Section IV describes the proposed system. Section V gives the implementation results. Finally 
paper is concluded in section VI.  

 

II. RELATED WORKS 

In [1], the 128-bit AES encryption and decryption is designed and synthesized using Verilog codes in ModelSim.  S-Box 
and inverse S-Box in AES has been designed using logic gates. A multiple bit parity based fault detection scheme for the AES 
using composite field S-Box and inverse S-Box is designed in order to diagnose the faults in the hardware implementation of 
S-Box and inverse S-Box. In [2], efficient pipeline AES architecture which includes both encryption and decryption is 
implemented in hardware. Also, sub pipelining architecture is designed to get higher throughput than earlier implementations. 
Design is modeled using Verilog HDL and simulated with the help of Cadence NC sim. With the proposed sub-pipelining 
architecture, throughput has increased and reached to 58.18 Gbps. In [3], low area, cost effective AES cipher for encryption 
and decryption using a 128 bit iterative architecture is designed. Amount of hardware resources has been optimized with 
respect to various proposed designed on alternative platforms like Spartan 3, VirtixE. The design and performance testing 
algorithm in [4] is implemented with the help of dynamic partially reconfigurable FPGA. To self-select the coprocessors, a 
FPGA based Micro-Blaze processor is used which reduces area requirements and increase system’s versatility. To increase the 
performance of the executed circuit, particularly cost and power, all of AES blocks may be reconfigurable. So the parameters 
used for reconfiguration are implanted inside the manager module of reconfiguring and also possible to quickly cross from a 
safe configuration to another by updating a hard system protection. The modifications in each round of the AES algorithm in 
[5], improved complexity of the encryption method and making it complicated for attacker to predict a pattern in the algorithm. 
In each transformation of the modified architecture, the 8-bit values are separated into 4 bits and they are grouped and then 
perform the transformation process. The modifications have provided the algorithm with the strong diffusion and confusion. In 
[6], a 128 bit AES encryption and decryption using Rijndael Algorithm is designed and synthesized using Verilog code which 
can be easily implemented with the help of FPGA. The Mix Column in [7] could be designed easily using one basic module 
which imposes one time block, two or three byte-XOR logic and additional data and key schedule unit is applicable to wireless 
sensor networks. 

 
III.  AES ALGORITHM 

 
AES is the symmetric encryption algorithm processing data in block of 128 bits. AES is known as symmetric because, 

same key is used both for encryption and decryption. Secret in the algorithm is the key. AES may be configured to use 
different key lengths. The standard defines three lengths and the algorithms are named as AES-128, AES-192 and AES-256. 
The older data encryption standard (DES) is upto 56 bits. Hence to overcome the disadvantage of DES algorithm, AES is used 
[2]. In this paper, AES-128 is implemented. AES algorithm is an iterative algorithm. Each iteration is called a round. When the 
key length is 128, 192 or 256 bits, the total numbers of rounds are 10, 12 or 14 respectively [4]. This process includes the 
manipulation of a 128-bit data block through a series of logical and arithmetic operations. Well defined order exists for the 
several operations that have to be performed over the data block in the computation of both encryption and decryption. 
Different combinations of the algorithm are structured by repeating the round function different times. Since AES-128 is 
considered, it consists of 10 rounds. Here the round key is derived from the initial key and repeatedly applied to transform the 
plaintext to ciphertext. The block and key lengths can be independently specified as multiple of 32 bits, with a minimum of 128 
and maximum of 256 bits. Number of rounds of AES algorithm to be performed during the execution is dependent on the key 
size. Overall structure of AES algorithm is shown in fig. 1. 

AES algorithm can be viewed in simpler function order as: 
1. Scramble each byte (sub bytes) 
2. Scramble each row (shift rows) 
3. Scramble each column (mix columns) 
4. Encrypt (add round key) 
The first three functions of AES round are designed to provide “confusion” and “diffusion”. The fourth function is actually 

encrypting the data. “Diffusion” means patterns in plaintext are dispersed in ciphertext. “Confusion” means relationship 
between the plaintext and ciphertext is obscured. 

A. Sub Bytes and Inv Sub Bytes 

Sub byte is substitution of each byte in block independent of position in the state [5]. It adds confusion by processing each 
byte through an S-Box. S-Box is a substitution table, where one byte is substituted for another, based on substitution algorithm. 
AES Substitution table (S-Box) is shown in fig. 2. Sub byte is a one byte input/output nonlinear transformation which uses 16 
bytes (128 bit) S-Box. Each S-Box content is a multiplicative inversion on Galois field (28) followed by an affine 
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transformation. The inverse S-Box can be constructed from the S-Box. To complete S-Box operation on an example string of 
“DEF,” take the hexadecimal value of each byte. ASCII “D”= hex 0x45, “E”= 0x46, “F”=0x47. Look up the first hex digit in 
the S-Box column and the second in the S-Box row. 0x45 becomes 0x6e; 0x46 becomes 0x5a; 0x47 becomes 0xa0. 

  

Fig. 1.  Structure of AES Algorithm. 

 

Fig. 2.  S-Box. 

B. Shift rows and Inv Shift rows 

In the Shift rows transformation, the bytes in the last three rows of the state are cyclically shifted over different number of 
bytes and it provides diffusion by mixing data within rows[7]. It is a transposition step where each row of the state is shifted 
cyclically a certain number of steps to the left. For AES, first row is not shifted. Second row is shifted by one position to the 
left. Third row is shifted by two positions to the left and fourth tow is shifted by three positions to the left. This transformation 
is clearly invertible by shift in opposite direction by same amount. For AES decryption, first row is not shifted. Second row is 
shifted by one position to the right. Third and fourth rows are shifted by two and three positions to the right respectively. Shift 
rows transformation is shown in Fig. 3. 

C. Mix Column and Inv Mix Column 
 

Mix column transformation operates on the state column-by-column treating each column as a four term polynomial [8]. 
Columns are considered as polynomial over GF (28) and multiplied modulo x4 + 1 with a fixed polynomial g(x),       g(x) = 
{03}x 3 + {01}x 2 + {01}x + {02}. Mix columns transformation is shown in Fig. 4. In matrix form, Mix column transformation 
can be expressed as 
  

S’0,c  02    03    01    01  S0,c 
 S’1,c = 01    02    03    01  S1,c 
 S’2,c 01    01    02    03  S2,c 
 S’3,c 03    01    01    02  S3,c  

 
Inverse Mix column multiplies the polynomial formed by each column of the state with g-1(x) modulo x4 + 1, where g-1(x) = 
{0b}x 3 + {0d}x2 + {09}x + {0e}. In matrix form, Mix column transformation can be expressed as 
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S’0,c  0e    0b    0d    09  S0,c 

 S’1,c = 09    0e    0b    0d  S1,c 
 S’2,c 0d    09    0e    0b  S2,c 
 S’3,c 0b    0d    09    0e   S3,c  

 

 

Fig. 3.  Shift rows transformation. 

From the matrix form of mixed column transformation, the four bytes in a column are replaced by the results of multiplication 
as given below: 

• S’0,c = ({02}.S0,c) + ({03}.S1,c) + S2,c + S3,c 

• S’1,c = S0,c + ({02}.S1,c) + ({03}.S2,c) + S3,c 

• S’2,c = S0,c + S1,c + ({02}.S2,c) + ({03}.S3,c)  

• S’3,c = ({03}.S0,c) + S1,c + S2,c + ({02}.S3,c) 

As a Result of multiplication for inv mix column, the four bytes in a column are replaced by the following: 

• S’0,c = ({0e}.S0,c) + ({0b}.S1,c) + ({0d}.S2,c) + ({09}.S3,c) 

• S’1,c = ({0e}.S0,c) + ({0b}.S1,c) + ({0d}.S2,c) + ({09}.S3,c) 

• S’2,c = ({0e}.S0,c) + ({0b}.S1,c) + ({0d}.S2,c) + ({09}.S3,c) 

• S’3,c = ({0e}.S0,c) + ({0b}.S1,c) + ({0d}.S2,c) + ({09}.S3,c) 

 

Fig. 4.  Mix Columns transformation. 

D. Add round key 

In this process, each byte of the state is combined with the round key. Each round key is derived from the main cipher key 
using key expansion schedule. Round key is added to the state before starting the loop initially. In this step, each byte of the 
state undergoes XOR operation with the round sub key. Add round key transformation is shown is Fig. 5. 

E. AES Key expansion 



IJRIT International Journal Of Research In Information Technology, Volume 2, Issue 5, May 2014, Pg: 543-550 
                                                                               

 
  

Anusha R,IJRIT            547 
 

 

In AES algorithm, key expansion module is used for generating round keys for every round. There are two approaches to 
provide AES round keys. One is to pre-compute and store all the round keys and the other is to produce them on-the-fly [4]. 
First approach consumes more area and in the second approach initial key is divided into Nk words (key0, key1,……….., 
keyNk-1) which are used as initial words. Rest of the words is generated with the help of these initial words. AES key expansion 
algorithm takes a 4-word key as input and produces a linear array of 44 words. Each round uses 4 of these words. Each word 
contains 32 bytes which means each sub key is 128 bits. One byte circular shift on a word is performed by Rot Word. This 
means an input word [a1, a2, a3, a4] is altered as [a2, a3, a4, a1]. Byte substitution on each byte of its input word is performed 
by Sub Word using S-Box. Then the output of Sub Word and Rot Word is added using XOR operation with the round constant, 
Rcon[j]. The round constant represents a word in which three rightmost bytes are always 0. Thus effect of an XOR operation of 
a word with Rcon is to only perform an XOR operation on the leftmost byte of the word. Rcon is different for each round and it 
is defined as Rcon[j] = (RC[j],0,0,0), with RC[1]=2*RC[j-1] and with multiplication defined over the field GF(28). Key 
expansion was designed to be resistant to know the attacks in cryptography [1]. Key expansion in AES is shown in Fig. 6.  

IV.  PROPOSED SYSTEM 

In this paper, hamming code based fault detection method is used. The block diagram of overall concept is shown in fig. 7. 
Initially 128 bit input state (plain text) is given as input to the system. This input is encrypted using AES encryption algorithm 
to get the cipher text. The 128 bit output of AES encryption is separated into 8 bits each; total of 16 words. This operation is 

done using shift out operation. 128 bit encrypted cipher text is separated into 8 bits because hamming code can be applied for 8 
bits only. Hence the 8 bit output of shift out is provided as input to Hamming Code introducing one bit error. This introduced 
error is corrected using hamming code concept. Output of Hamming Code operation is input to the shift in operation where 
each 8 bit output is combined to get 128 bits. This 128 bit is decrypted using AES decryption algorithm to get back the plain 

text. The implementation is done using Verilog code. It is synthesized using Xilinx 12.2 and simulated with the help of 
Modelsim 6.3f. 

 

Fig. 5.  Add round key transformation. 

 

Fig. 6.  AES key expansion. 
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Fig. 7. Block diagram of proposed system. 

V. IMPLEMENTATION RESULTS 

A. Software Implementation 

This paper is successfully completed with the implementation of encryption & decryption for AES algorithm along with 
fault detection method. Simulation is successfully completed by the use of key expansion and transformations of shift rows, 
sub bytes, mix columns & add round keys. This implementation will be useful in wireless security like military communication 
and mobile telephony. Input to the system is 128 bit plain text and output will be same as the input after decryption. Encryption 
and decryption module are separately implemented and is shown in fig. 8 and fig. 9 respectively. Simulated result for proposed 
system is shown in fig. 10. 

 

Fig. 8. Simulated result for encryption. 

 

Fig. 9. Simulated result for decryption. 
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Fig. 10. Simulated result for proposed system. 

B. Hardware Implementation 

      After the software simulation, the Verilog code is dumped into FPGA kit for the hardware simulation of the proposed 
system. FPGA kit used in this project is Spartan-3. The pin specifications used for the inputs and outputs are given according to 
the Spartan-3 FPGA data sheet. Since Spartan-3 FPGA kit has maximum of 16 bits input, 128 bits input could not be 
considered. Hence for hardware implementation, Verilog code is rewritten using only 16 bits input and 16 bits output. This 
code is dumped into the kit and the output has been verified. Snapshot of the Spartan-3 FPGA kit used in the project is shown 
in fig. 11. LED lights are used for the input and output display. 

 

Fig. 11. Snapshot of Spartan-3 FPGA kit. 

VI.  CONCLUSION 

In this paper, AES encryption and decryption of 128 bit message is designed along with Hamming code based single bit 
error fault detection and correction scheme. It is successfully implemented and synthesized using Xilinx 12.2 and simulated 
with the help of Modelsim 6.3f. The algorithm is implemented by Verilog code. FPGA implementation is done by reducing the 
input bits to 16. Spartan-3 FPGA kit is used. For both software and hardware, the encrypted cipher text and the decrypted plain 
text is analyzed and proved to be correct. The simulation result of fault detection scheme has single bit error coverage. Multiple 
bit error coverage would be the future work. 
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