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Abstract- In this information age, huge amounts of data are collected and analyzed every day. The process of data publication is becoming 
larger and complex day by day. Could computing is the most popular model for supporting large and complex data. Organizations are moving 
toward cloud computing for getting benefit of its cost reduction and elasticity features. However cloud computing has potential risk and 
vulnerabilities. One of major problem in moving to cloud computing is its security and privacy concerns. Cloud computing provides powerful and 
economical infrastructural resources for cloud users to handle ever increasing data sets in big data applications. However, processing or sharing 
privacy-sensitive data sets on cloud probably engenders severe privacy concerns because of multi-tenancy. Data encryption and anonymization is 
two widely-adopted ways to combat privacy breach. However, encryption is not suitable for data that are processed and shared frequently, and 
anonymizing big data and manage numerous anonymized data sets are still challenges for traditional anonymization approaches Thus, various 
proposals have been designed in a cloud computing for privacy preserving in data publishing. In this paper, we summarize privacy preserving 
approaches in clod data publishing and survey current existing techniques, and analyze the advantage and disadvantage of these approaches. 

 
1. Introduction 

 
Information sharing has become part of the routine activity of many individuals, companies, organizations, and 

government agencies. Such Information sharing is subject to constraints imposed by privacy of individuals or data 
subjects as well as data confidentiality of institutions or data providers and also with the wide adoption of online cloud 
services and proliferation of mobile devices, the privacy concern about processing on and sharing of sensitive personal 
information is increasing. To reduce these risks various proposals have been designed for privacy preserving in data 
publishing. In this survey we will briefly review recent research on data privacy preservation and privacy protection in 
MapReduce and cloud computing environments, and survey current existing techniques, and summarize the advantage 
and disadvantage of these approaches. 

Existing technical approaches for preserving the privacy of data sets stored in cloud mainly include encryption 
and anonymization. On one hand, encrypting all data sets, a straightforward and effective approach. However, processing 
on encrypted data sets efficiently is quite a challenging task, because most existing applications only run on unencrypted 
data sets. Although recent progress has been made in homomorphic encryption which theoretically allows performing 
computation on encrypted data sets, applying current algorithms are rather expensive due to their inefficiency. On the 
other hand, partial information of data sets, e.g., aggregate information, is required to expose to data users in most cloud 
applications like data mining and analytics. In such cases, data sets are anonymized rather than encrypted to ensure both 
data utility and privacy preserving.  

Cloud systems provides massive computation power and storage capacity that enable users to deploy 
applications without infrastructure investment. Because of its salient features, cloud is promising for users to handle the 
big data processing pipeline with its elastic and economical infrastructural resources. For instance, MapReduce 
extensively studied and widely adopted large-scale data processing paradigm, is incorporated with cloud infrastructure to 
provide more flexible, scalable, and cost-effective computation for big data processing. A typical example is the Amazon 
Elastic MapReduce service. 
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2. Related work 
  
 We briefly review recent research on data privacy preservation and privacy protection in MapReduce and cloud 
computing environments.  
 
  
K. LeFevre, D.J. DeWitt and R. Ramakrishnan, “Workload- Aware Anonymization Techniques for Large-Scale 
Datasets,”[6] This article provides a suite of anonymization algorithms that incorporate a target class of workloads, 
consisting of one or more data mining tasks as well as selection predicates. In addition, this paper considers the problem 
of scalability and proposes using a workload as an evaluation tool.  

This article has considered the problem of measuring the quality of anonymized data. It is our position that the 
most direct way of measuring quality is with respect to the purpose for which the data will be used. For this reason, 
developed a suite of techniques for incorporating a family of tasks (comprised of queries, classification, and regression 
models) directly into the anonymization procedure.  This article addressed the problem of scalability and developed two 
techniques that allow anonymization algorithms to be applied to datasets much larger than main memory. The first 
technique is based on ideas from scalable decision trees, and the second is based on sampling. 

 
B. Fung, K. Wang, L. Wang and P.C.K. Hung, “Privacy- Preserving Data Publishing for Cluster Analysis,” [7], This 
paper presents a practical data publishing framework for generating a masked version of data that preserves both 
individual privacy and information usefulness for cluster analysis. Experiments on real-life data suggest that by focusing 
on preserving cluster structure in the masking process, the cluster quality is significantly better than the cluster quality of 
the masked data without such focus.  

This paper depicts the problem of releasing person-specific data for cluster analysis while protecting privacy. 
The proposed solution is to mask unnecessarily specific information into a less specific but semantically consistent 
version, so that person-specific identifying information is masked but essential cluster structure remains. The major 
challenge is the lack of class labels that could be used to guide the masking process. The main contribution of this paper 
is a general framework for converting this problem into the counterpart problem for classification analysis so that the 
masking process can be properly guided. The key idea is to encode the original cluster structure into the class label of 
data records and subsequently preserve the class labels for the corresponding classification problem. The contribution in 
this paper provides a useful framework of secure data sharing for the purpose of cluster analysis. 
 
X. Zhang, Chang Liu, S. Nepal, S. Pandey and J. Chen, “A Privacy Leakage Upper-Bound Constraint Based 
Approach for Cost-Effective Privacy Preserving of Intermediate Datasets in Cloud,”[8] this paper proposes a novel 
approach to identify which intermediate data sets need to be encrypted while others do not, in order to satisfy privacy 
requirements given by data holders. A tree structure is modeled from generation relationships of intermediate data sets to 
analyze privacy propagation of data sets. As quantifying joint privacy leakage of multiple data sets efficiently is 
challenging, we exploit an upper bound constraint to confine privacy disclosure. Based on such a constraint, model the 
problem of saving privacy-preserving cost as a constrained optimization problem. This problem is then divided into a 
series of sub problems by decomposing privacy leakage constraints. Finally, design a practical heuristic algorithm 
accordingly to identify the data sets that need to be encrypted. Experimental results on real-world and extensive data sets 
demonstrate that privacy-preserving cost of intermediate data sets can be significantly reduced with this approach over 
existing ones where all data sets are encrypted. 
 
 Roy I, Setty STV, Kilzer A, Shmatikov V, Witchel E, “Airavat: Security and Privacy for Mapreduce,”[9],  This 
paper presents Airavat, a system for distributed computations which provides end-to-end confidentiality, integrity, and 
privacy guarantees using a combination of mandatory access control and differential privacy.  

Airavat is based on the popular MapReduce framework, thus its interface and programming model are already 
familiar to developers. Differential privacy is a new methodology for ensuring that the output of aggregate computations 
does not violate the privacy of individual inputs. It provides a mathematically rigorous basis for declassifying data in a 
mandatory access control system. Differential privacy mechanisms add some random noise to the output of a 
computation, usually with only a minor impact on the computation’s accuracy. Airavat enables the execution of trusted 
and untrusted MapReduce computations on sensitive data, while assuring comprehensive enforcement of data provider’s 
privacy policies. To prevent leaks through the output of the computation, Airavat enforces differential privacy using 
modifications to the Java Virtual Machine and the MapReduce framework. Access control and differential privacy are 
synergistic: if a MapReduce computation is differentially private, the security level of its result can be safely reduced. 
Airavat provides a practical basis for secure, privacy preserving, large-scale, distributed computations. Potential 
applications include a wide variety of cloud-based computing services with provable privacy guarantees, including 
genomic analysis, outsourced data mining, and click stream-based advertising. 
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Airavat, which incorporates mandatory access control with differential privacy. The mandatory access control 
will be triggered when the privacy leakage exceeds a threshold, so that both privacy preservation and high data utility are 
ensured. However, the results produced in this system are mixed with certain noise, which is unsuitable to many 
applications that need data sets without noise, for example, medical experiment data mining, and analysis.  

 
Blass E-O, Pietro RD, Molva R, Onen M, “PRISM-Privacy-Preserving Search in Mapreduce,” [10], PRISM is the 
first privacy-preserving search scheme suited for cloud computing. That is, PRISM provides storage and query privacy 
while introducing only limited overhead. PRISM is specifically designed to leverage parallelism and efficiency of the 
MapReduce paradigm. Moreover, PRISM is compatible with any standard MapReduce-based cloud infrastructure (such 
as Amazon’s), and does not require modifications to the underlying system. 

In this paper, PRISM is presented as new scheme for privacy-preserving and efficient word search for 
MapReduce clouds. PRISM pursues two specific objectives:  

1). privacy against potentially malicious cloud providers   
2).high efficiency through the integration of security mechanisms with the operations performed in the cloud.  
In order to achieve efficiency, PRISM takes advantage of the inherent parallelization akin to cloud computing: 

the word search problem on a very large encrypted dataset is partitioned into several instances of word search in small 
datasets that are executed in parallel (“Map” phase). The individual word search operations performed in the cloud yield 
a result amenable to straightforward aggregation in the ultimate phase (“Reduce” phase) of the word search operation. 
The word search operation builds on a Private Information Retrieval (PIR) technique which is extended in order to 
generate intermediate search results that are still encrypted and that can be combined through linear operations to yield 
the global result of the word search over the entire dataset. 
 
Ko SY, Jeon K, Morales R, “The Hybrex Model for Confidentiality and Privacy in Cloud Computing,”   [11]proposed 
the HybrEx  MapReduce model to provide a way that sensitive and private data are processed within a private cloud, 
whereas others can be safely extended to public cloud. The HybrEx model provides a seamless way for an organization to 
utilize their own by monitoring the cloud security. He claims that locator Bo provider will also ensure security during 
destruction stage of data. This architecture is general and does not restrict itself to any specific XaaS (IaaS, PaaS, and 
SaaS) service. Hypbrex model typically worsk on storage stage of data. For ensuring integrity of data on public cloud he 
purposed to maintain hashes of public data in private cloud. With the help of these hashing algorithms hybprex can 
validate integrity of both public and private data. 
 Hybrid execution (HybrEx)" model that splits data and computation between public and private clouds for preserving 
privacy. Their focus, however, is on developing a distributed MapReduce framework that exploits both cloud 
infrastructures while maintaining privacy constraints, but they do not deal with higher level query processing or 
optimization issues  
 
Zhang K, Zhou X, Chen Y, Wang X, Ruan Y, “Sedic: Privacy-Aware Data Intensive Computing on Hybrid Clouds,” 
[12], this paper presents a suite of new techniques that make such privacy-aware data-intensive computing possible. This 
system, called Sedic leverages the special features of MapReduce to automatically partition a computing job according to 
the security levels of the data it works on, and arrange the computation across a hybrid cloud. 

 Specifically, modified MapReduce’s distributed file system to strategically replicate data, moving sanitized data 
blocks to the public cloud. Over this data placement, map tasks are carefully scheduled to outsource as much workload to 
the public cloud as possible, given sensitive data always stay on the private cloud. To minimize inter-cloud 
communication, this approach also automatically analyzes and transforms the reduction structure of a submitted job to 
aggregate the map outcomes within the public cloud before sending the result back to the private cloud for the final 
reduction. This also allows the users to interact with Sedic system in the same way they work with MapReduce, and 
directly run their legacy code in our framework. Sedic is implemented on Hadoop and evaluated it using both real and 
synthesized computing jobs on a large-scale cloud test-bed. The study shows that these techniques effectively protect 
sensitive user data, offload a large amount of computation to the public cloud and also fully preserve the scalability of 
MapReduce. 
 
Wei W, Juan D, Ting Y, Xiaohui G, “SecureMR: A Service Integrity Assurance Framework for MapReduce” [13], 
this paper presents SecureMR, a practical service integrity assurance framework for MapReduce. SecureMR consists of 
five security components, which provide a set of practical security mechanisms that not only ensure MapReduce service 
integrity as well as to prevent replay and Denial of Service (DoS) attacks, but also preserve the simplicity, applicability 
and scalability of MapReduce. Prototype is implemented for a SecureMR based on Hadoop, an open source MapReduce 
implementation. That SecureMR can ensure data processing service integrity while imposing low performance overhead. 
The implemented a prototype of SecureMR, proved its security properties, evaluated the performance impact resulted 
from the proposed scheme, and tested it on a real distributed computing system with hundreds of hosts connected through 
campus networks. 
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3. A SURVEY ON PRIVACY PRESERVING APPROACHES IN DATA PUBLISHING 

 
The issue is how to publish the data in such a way that the privacy of individuals can be preserve. Various proposals 

have been designed for privacy preserving. 
 
3.1 Data anonymization concepts and techniques  

 
Anonymization is a technique that can use to increase the security of the data while still allowing the data to be 

analyzed or used. Data anonymization is the process of changing the data that will be used or published in way that 
prevents the identification of key information. Data anonymization is a technique that will not take away the original 
field layout (position, size and data type) of the data being anonymized, so the data will still look realistic in test data 
environments.  Anonymous technology is mainly used for database privacy, location privacy, and trajectory privacy, but 
we propose applying it cloud storage privacy. Using data anonymization, key pieces of confidential data are obscured in a 
way that maintains data privacy. The data can still be processed to gain useful information. Anonymization data can be 
stored in a cloud and processed without concern that other individuals may capture the data. Later, the results can be 
collected and mapped to the original data in a secure area.  Several formal of security can help improve data 
anonymization including K-anonymity, L-diversity anonymous, and T-closeness anonymous. 

 
 K-anonymity:  

L. Sweeney [10] has proposed the concept of -anonymity. Publishing data about individuals without revealing 
sensitive information about them is an important problem. In recent years, a new definition of privacy called k-anonymity 
has gained popularity. The goal is to make each record indistinguishable from a defined number (k) other records, if 
attempts are made to identify the record.  

K-anonymity guarantees that each sensitive attribute is hidden in the scale of k groups. This means that the 
probability of recognizing the individual does not exceed 1/k. The level of privacy depends on the size of k. The 
statistical characteristics of the data are retained as much as possible; however, k-anonymity is not only applicable to 
sensitive data. An attacker could mount a consistency attack or background-knowledge attack to confirm a link between 
sensitive data and personal data. This would constitute a breach of privacy.    

The extensive study resolved some shortcomings of k-anonymity model as listed below. 
1) It can’t resist a kind of attack, which is assuming that the attacker has background knowledge to rule out some possible 
values in a sensitive attribute for the targeted victim. That is, k-anonymity does not guarantee privacy against attackers 
using background knowledge. It is also susceptible to homogeneity attack. An attacker can discover the values of 
sensitive attributes when there is little diversity in those sensitive attributes. Thus some stronger definitions of privacy are 
generated, such as ℓ-Diversity. 
2) It protects identification information. However, it does not protect sensitive relationships in a data set. 
3) Although the existing k-anonymity property protects against identity disclosure, it fails to protect against attribute 
disclosure. 
4) It is suitable only for categorical sensitive attributes. However, if we apply them directly to numerical sensitive 
attributes (e.g., salary) may result in undesirable information leakage. 
5) It does not take into account personal anonymity requirements and a k-anonymity table may lose considerable 
information from the micro data which is a valuable source of information for the allocation of public funds, medical 
research, and trend analysis. 
 
 L-diversity: 

 
L-diversity [11] anonymous ensures that each group’s sensitive attributes have at least L different values. This means 

that an attack has a maximum probability of 1/L of recognizing a user’s sensitive information. T-closeness anonymous is 
based on L-diversity anonymous. L-Diversity provides privacy preserving even when the data publisher does not know 
what kind of knowledge is possessed by the adversary.  

The main idea of L-diversity is the requirement that the values of the sensitive attributes are well-represented in each 
group. The k-anonymity algorithms can be adapted to compute L-diverse tables. L-Diversity resolved the shortcoming 1 
of k-anonymity model. 
T-closeness:  

 
T-closeness [12] anonymous, the distribution of the sensitive attribute is taken into account, and the distribution 

differences between sensitive properties and values in groups does not exceed T. An equivalence class is said to have t-
closeness if the distance between the distribution of a sensitive attribute in this class and the distribution of the attribute in 
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the whole table is no more than a threshold t. A table is said to have t-closeness if all equivalence classes have t-
closeness. 

 
 

4. CLOUD SYSTEMS AND MAPREDUCE PRELIMINARY 
 

4.1. Cloud systems 
 
Cloud computing is one of the most hyped IT innovations at present, having sparked plenty of interest in both the IT 

industry and academia. Recently, IT giants such as Amazon (Seattle, Washington, US), Google (Mountain View, 
California, US), IBM (Armonk, New York, US), and Microsoft have invested huge sums of money in building up their 
public cloud products, and indeed they have developed their own products, for example, Amazon's Web Services, 
Google's App Engine, and Compute, and Microsoft's Azure. Meanwhile, several corresponding open source cloud 
computing solutions are also developed, like Hadoop, Eucalyptus, Open Nebula, and Open Stack. The cloud computing 
definition published by the US National Institute of Standards and Technology comprehensively covers the commonly 
agreed aspects of cloud computing [33]. In terms of the definition, the cloud model consists of five essential 
characteristics, three service delivery models, and four deployment models. The five key features encompass on demand 
self-service, broad network access, resource pooling (multi-tenancy), rapid elasticity, and measured services. The three 
service delivery models are cloud software as a service, for example, Google Docs; cloud platform as a service, for 
example, Google App Engine; and cloud infrastructure as a service, for example, Amazon Elastic Compute Cloud, and 
Amazon Simple Storage Service. The four deployment models include private cloud, community cloud, public cloud, and 
hybrid cloud.  

Technically, cloud computing could be regarded as an ingenious combination of a series of developed or developing 
ideas and technologies, establishing a novel business model by offering IT services using economies of scale. In general, 
the basic ideas encompass service computing, grid computing, distributed computing, and so on. The core technologies 
that cloud computing principally built on include web service technologies and standards, virtualization, novel distributed 
programming models like MapReduce, and cryptography. All the participants in the cloud computing can benefit from 
this new business model. The giant IT enterprises can not only run their own core businesses, but also make profit by 
delivering the spare infrastructure services to others. Small-size and medium-size businesses are capable of focusing on 
their own core businesses via outsourcing the boring and complicated IT management to other cloud service providers, 
usually at a fairly low cost. Especially, cloud computing facilitates start-ups considerably, enabling them to build up their 
business with low upfront IT investments, as well as cheap ongoing costs. Moreover, because of the flexibility of cloud 
computing, companies can adapt their business readily and swiftly by enlarging or shrinking the business scale 
dynamically without concerns about losing anything. 

 
4.2. MapReduce basics 

 
MapReduce [13] is a scalable and fault-tolerant data processing framework that enables to process huge volume of 

data in parallel with many low-end commodity computers. MapReduce was first introduced in the year 2004 by Google 
with similar concepts in functional languages dated as early as 1960s. The "MapReduce System" (also called 
"infrastructure" or "framework") orchestrates by marshalling the distributed servers, running the various tasks in parallel, 
managing all communications and data transfers between the various parts of the system, and providing for redundancy 
and fault tolerance. MapReduce: an abstraction that allows users to perform simple computations across large data set 
which is distributed on large clusters of commodity PCs while hiding the details of parallelization, data distribution, load 
balancing and fault toleration 

 
 In the context of cloud computing, the MapReduce framework becomes more scalable and cost-effective because 

infrastructure resources can be provisioned on demand. Simplicity, scalability, and fault tolerance are three main salient 
features of MapReduce framework. Therefore, it is convenient and beneficial for companies and organizations utilize 
MapReduce services, such as Amazon Elastic MapReduce, to process big data and obtain core competiveness.  

 
Basically, a MapReduce task consists of two primitive functions, map and reduce, defined over a data structure 

named as key-value pair (key, value).  
� "Map" step: The master node takes the input, divides it into smaller sub-problems, and distributes them to 

worker nodes. A worker node may do this again in turn, leading to a multi-level tree structure. The worker node 
processes the smaller problem, and passes the answer back to its master node. 

� "Reduce" step: The master node then collects the answers to all the sub-problems and combines them in some 
way to form the output the answer to the problem it was originally trying to solve. 
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Specifically, the map function can be formalized as map: (k1, v1) → (k2, v2), that is, map function takes a pair (k1, 
v1) as input and then output another intermediate key-value pair (k2, v2). These intermediate pairs will be consumed by 
reduce function as input. Formally, the reduce function can be represented as reduce: (k2, list (v2))→(k3, v3), that is, 
reduce function takes intermediate k2 and all its corresponding values list (v2) as input and output another pair (k3, v3). 
Usually, (k3, v3) list is the results which MapReduce users attempt to get. Both map and reduce functions are specified 
by data users in terms of their specific applications. To make such a simple programming model work effectively and 
efficiently, MapReduce implementations provide a variety of fundamental mechanisms such as data replication and data 
sorting. 

 
 

 
Figure . Execution process of MapReduce Programming Model 

 
Recently, the research on privacy issues in the MapReduce framework on cloud has commenced. Mechanisms such 

as encryption, access control, differential privacy, and auditing are exploited to protect the data privacy in the 
MapReduce framework. These mechanisms are well-know pillars of privacy protection and still have open questions in 
the context of cloud computing and Big Data. Usually, the data sets uploaded into cloud are not only for simply storage, 
but also for online cloud applications, i.e., the data sets are dynamical. 

 
5. SUMMERY 
 

NAME & AUTHORS CONCEPT ADVANTAGES DISADVANTAGES 

“Privacy-Preserving Data 
Publishing: A Survey of Recent 
Developments”[5] 

1.BENJAMIN C. M. FUNG 

2..KE WANG 

3.RUI CHEN 

4.PHILIP S. YU 

1. It provides methods and 
tools for publishing useful 
information while preserving 
data privacy. 

1. privacy-preserving data 
publishing (PPDP) has 
received a great deal of 
attention in the database and 
data mining research 
communities. 

 

 

1. Degradation of 
data/service quality. 

2.loss of valuable 
information 

3. increased costs. 

4. increased complexity. 

“Workload- Aware 
Anonymization Techniques for 
Large Scale Datasets,” [6] 

1.KRISTEN LeFEVRE 

2.DAVID J. DeWITT 

1.This article provides a 
suite of anonymization 
algorithms that incorporate a 
target class of workloads, 
consisting of one or more 
data mining tasks as well as 
selection predicates 

1. high efficiency 

2. Leads to high-quality data. 

3. More flexible. 

1. Failing to work in the 
Top-Down Specialization 
(TDS) approach. 

2. It does not address the 
complementary problem of 
reasoning about disclosure 
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3.RAGHU RAMAKRISHNAN 

 

2. The article describes two 
extensions that allow us to 
scale the anonymization 
algorithms to datasets much 
larger than main memory. 

 

across multiple releases. 

3. Fail to solve the problem 
of preserving privacy for 
multiple datasets. 

“Privacy- Preserving Data 
Publishing for Cluster 
Analysis,”[7] 

1.B. Fung 

2. K. Wang  

3.L. Wang 

4. P.C.K. Hung 

1. This paper focuses on 
preventing the privacy 
threats caused by sensitive 
record linkage. 

2. The contribution in this 
paper provides a useful 
framework of secure data 
sharing for the purpose of 
cluster analysis. 

1. Preserves both individual 
privacy and information 
usefulness for cluster analysis. 

2. Avoids over-masking and 
improves the cluster quality. 

3. Preventing the privacy 
threats caused by sensitive 
record linkage. 

 

1. Inadequacy in handling 
large-scale data sets. 

2. reconstruction process 
naturally leads to some loss 
of information 

 

 

“A Privacy Leakage Upper-
Bound Constraint Based 
Approach for Cost-Effective 
Privacy Preserving of 
Intermediate Datasets in 
Cloud,”[8]  

1.R. Urgaonkar 

2.U. Kozat 

3.K. Igarashi 

 

1. This paper proposes a 
novel upper bound privacy 
leakage constraint-based 
approach to identify which 
intermediate data sets need 
to be encrypted and which 
do not, so that privacy-
preserving cost can be saved 
while the privacy 
requirements of data holders 
can still be satisfied. 

1. privacy-preserving cost of 
intermediate data sets can be 
significantly reduced. 

 

 

1. Highly complicated. 

2. Processing on data sets 
efficiently will be quite a 
challenging task, because 
most existing applications 
only run on unencrypted 
data sets. 

3. performing general 
operations on encrypted 
data sets are still quite 
challenging 

“Airavat: Security and Privacy 
for Mapreduce,”[9] 

1.Roy I 

 2.Setty STV 

3.Kilzer A 

4.Shmatikov V 

5.Witchel E 

1Airavat is a novel 
integration of mandatory 
access control and 
differential privacy.  

2. Airavat enables the 
execution of trusted and 
untrusted  MapReduce 
computations on sensitive 
data, while assuring 
comprehensive enforcement 
of data providers privacy 
policies. 

1. Provides end-to-end 
confidentiality, integrity, and 
privacy guarantees using a 
combination of mandatory 
access control and differential 
privacy. 

2. Enable large-scale 
computation on data items that 
originate from different 
sources and belong to different 
owners. 

1. The results produced in 
this system are mixed with 
certain noise. 

2. Airavat cannot confine 
every computation 
performed by untrusted 
code. 

3. Does not protect sensitive 
data from the public cloud. 

“PRISM-Privacy-Preserving 
Search in Mapreduce,” [10] 

1.Blass E-O 

2.Pietro RD 

3.Molva R 

4. Önen M 

1. PRISM is the first 
privacy-preserving search 
scheme suited for cloud 
computing.  

2. PRISM provides storage 
and query privacy while 
introducing only limited 
overhead. 

1. Assures data confidentiality 
and query confidentiality 

2.offers higher privacy 

3. Meets cloud computing 
efficiency requirements.  

4. it brings together storage 
and search privacy with high 

1. Difficult to secure public 
clouds 

2. cause a potential privacy 
breach 

3. low performance 
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 3. PRISM is specifically 
designed to leverage 
parallelism and efficiency of 
the MapReduce paradigm. 

performance 

5. Preserves privacy in the 
face of potentially malicious 
cloud providers. 

 

 

 

 

“The Hybrex Model for 
Confidentiality and Privacy in 
Cloud Computing,”   [11] 

1.Ko SY 

2. Jeon K 

3. Morales R 

1. The HybrEx model 
provides a seamless way for 
an organization to utilize 
their own infrastructure for 
sensitive, private data and 
computation, while 
integrating public clouds for 
nonsensitive, public data and 
computation. 

1. The ability to add more 
computing and storage 
resources from public clouds 
to a private cloud without the 
concerns for confidentiality 
and privacy. 

2. provides the confidentiality 
and privacy guarantees 

 

1. Hard to scale. 

2. It do not deal with higher 
level query processing or 
optimization issues 

 

“Sedic: Privacy-Aware Data 
Intensive Computing on Hybrid 
Clouds,” [12] 

1.Zhang K 

2.Zhou X, Chen Y 

3.Wang X 

4.Ruan Y 

 

1.Sedic is designed to protect 
data privacy during map-
reduce operations, when the 
data involved contains both 
public and private records.  

2. This protection is 
achieved by ensuring that the 
sensitive information within 
the input data, intermediate 
outputs, and final results will 
never be exposed to 
untrusted nodes during the 
computation. 

1. Effectively protect sensitive 
user data 

2. High privacy assurance 

3. Ease to use. 

4. fully preserved the 
scalability 

 

1. Lack of scalability over 
big data. 

2. The sensitivity of data is 
required be labeled in 
advance. 

 

“SecureMR: A Service Integrity 
Assurance Framework for 
MapReduce” [13] 

1.Wei W, Juan D 

2.Ting Y 

3. Xiaohui G 

1. SecureMR, a practical 
service integrity assurance 
framework for MapReduce.  

2. SecureMR provides a 
decentralized replication-
based integrity verification 
scheme for ensuring the 
integrity of MapReduce data 
processing service. 

1. Provides the service 
integrity assurance framework. 

2. SecureMR provides an 
effective way to detect 
misbehavior of malicious 
workers, 

 

1. It is impossible to detect 
any inconsistency when all 
duplicated tasks are 
processed by a collusive 
group. 
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