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Abstract 
 
Increase in the number of attack recorded during electronic exchange of information between the source and intended 
destination has indeed called for a more robust method for securing data transfer. Steganography is well known and 
widely used techniques that hide their existence. Steganography relies on hiding covert message in unsuspected 
multimedia data and is generally used in secret communication between acknowledged parties. Steganography works 
by replacing bits of useless or unused data in regular computer files(such as graphics, sound, text, HTML, or even 
floppy disks ) with bits of different, invisible information. This hidden information can be plain text, cipher text, or 
even images. Audio steganography is a young branch of this discipline. The prime focus is to transmit any secret 
message using the audio signal, which can only be retrieved by the intended recipient, while keeping the original 
characteristics of the carrier audio signal unaltered. An encoding mechanism is used for embedding in the 4th Bit LSB 
method. The quality of the audio file after encoding remains unaffected. Symmetric key cryptographic algorithm, DES 
was also used to ensure greater security. 
Keywords: Steganography, Cryptography, Audio Steganography, LSB ,DES. 

1. Introduction 

In fact, most of today’s application asks for authentication and secrecy of the data. Secret 
transmission of data is an important task to preserve the data from the immune to attacks, threats and 
misuse. Security has become a critical feature for thriving networks and in military alike[1]. So more robust 
methods are chosen so that they ensure secured data transfer. Cryptography and Steganography are well 
known and widely used techniques that manipulate information (messages) in order to cipher or hide their 
existence. 

 
Cryptography (from Greek krypts, ”hidden”, and grphein, ”to write”) is, traditionally, the study of 

means of converting information from its normal, comprehensible form into an incomprehensible format, 
rendering it unreadable without secret knowledge, the art of encryption. The art of protecting information 
(plain text) by transforming it (encrypting it) into an unreadable format is called cipher text. Only those 
who possess a secret key can decipher (or decrypt) the message into plain text. Encrypted messages can 
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sometimes be broken by cryptanalysis, also called code breaking, although modern cryptography 
techniques are virtually unbreakable [2]. Cryptography encrypts the actual message that is being sent. This 
security mechanism uses mathematical schemes and algorithms to scramble data into unreadable text. It can 
only be decoded or decrypted by the party that possesses the associated key. The general form of 
cryptographic technique is shown in fig 1.1 

 
Fig.1. Cryptography System Scenario 

 

The primary goal of Steganography is to reliably send hidden information secretly, not merely to 
obscure its presence. Steganography in today’s computer era is considered lately, new directions based on 
Steganographic approaches started to emerge to ensure data secrecy [4]. Rather than as a substitute to 
existing solutions, these approaches could achieve better data secrecy if combined with conventional 
security techniques. Modern techniques of steganography exploit the characteristics of digital media by 
utilizing them as carriers (covers) to hold hidden information. Covers can be of different types including 
image, audio, video, text. Where the cover file used is audio file. The sender embeds data of any type in a 
digital cover file to produce a stego-file, in such a way that an observer cannot detect the existence of the 
hidden message [3]. At the other end, the receiver processes the received stego file to extract the hidden 
message. The general form of Steganographic technique is shown in fig 1.2 
 
 

 
  

Fig. 2: Steganography System Scenario 
 
 
2. Literature Survey 
 
  Least significant bit (LSB) coding is the simplest way to embed information in a digital audio file. 
By substituting the least significant bit of each sampling point with a binary message, LSB coding allows 
for a large amount of data to be encoded. Figure 3 illustrates how the message 'HEY' is encoded in a 16-bit 
CD quality sample using the LSB method [5].  

In LSB coding, the ideal data transmission rate is 1 kbps per kHz. In some implementations of 
LSB coding, however, the two least significant bits of a sample are replaced with two message bits. This 
increases the amount of data that can be encoded but also increases the amount of resulting noise in the 
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audio file as well. Thus, one should consider the signal content before deciding on the LSB operation to 
use. For example, a sound file that was recorded in a bustling subway station would mask low-bit encoding 
noise. On the other hand, the same noise would be audible in a sound file containing a piano solo. To 
extract a secret message from an LSB encoded sound file, the receiver needs access to the sequence of 
sample indices used in the embedding process. Normally, the length of the secret message to be encoded is 
smaller than the total number of samples in a sound file. One must decide then on how to choose the subset 
of samples that will contain the secret message and communicate that decision to the receiver. One trivial 
technique is to start at the beginning of the sound file and perform LSB coding until the message has  
been completely embedded, leaving the remaining samples unchanged. This creates a security problem, 
however in that the first part of the sound file will have different statistical properties than second part of 
the sound file that was not modified. One solution to this problem is to pad the secret message with random 
bits so that the length of the message is equal to the total number of samples. Yet now the embedding 
process ends up changing far more samples than the transmission of the secret required. This increases the 
probability that a would-be attacker will suspect secret communication.  
 

 
Fig.3. Message 'HEY' is encoded in a 16-bit CD quality sample 

using the LSB method 
   
3. Proposed Method Implementation 

 
 

 
Fig.4.Overall System Architecture 
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The procedure for data hiding using Steganographic application in this project is as follows fig 4  
 

The sender first uses the Steganographic application for encrypting the secret message. For this 
encryption, the sender uses text document in which the data is written and the audio file as a carrier file in 
which the secret message or text document to be hidden. The sender sends the carrier file and text 
document to the encryption phase for data embedding, in which the text document is embedded into the 
audio file. The procedure of encryption is discussed in the next phase. 
 
  In encryption phase, the data is embedded into carrier file which was protected with the password. 
Now the carrier file acts as an input for the decryption phase. The audio file in which data is hidden i.e. 
 the carrier file is sent to the receiver using a transmission medium. E.g. Web or e-mail. The receiver 
receives the carrier file and places the audio file in the decryption phase. 

In the decryption phase, the original text document can be revealed using the appropriate 
password. The decryption phase decrypts the original text document using the least significant bit decoding 
and decrypts the original message. Before the encryption of the text, the message is encrypted in order to 
avoid unauthorized modification using DES algorithm. The data hiding and the data extracting of audio 
steganography process will be done in three phases. 
 
V. Experimental Results 
 

Different experiments were conducted to prove that the proposed method of embedding audio file. The 
following experiments were conducted by modifying the   2nd and 4th bit LSB with same data and different 
data.  

• Same audio file is embedded with different text file with varying text content sizes.  
 

In all the cases, SNR (Signal to Noise Ratio) and PSNR (Peak; Signal to Noise Ratio) area calculated. 
Figure 4 shows the original audio file before embedding the text content and Figure 5 shows the audio file 
after embedding the text content. The results show that the size of the audio file remains same even after 
embedding the secret message. 
 
 
File Name  
 

Size (Bytes)  
 

PSNR 

Text1 103 20.862  
 

Text2 100 20.862 

Text3 75 20.862 

Text4 50 20.862 

 
 

                                     

V. Conclusion 

The proposed system is considered to be an efficient method for hiding text in audio files such that 
data can reach the destination in a safe manner without being modified. Using the method of embedding 
text in the 2th or 4th layer , PSNR  values  is same. So we can embed the data in the either position along 
with the encryption and decryption of the secret message using DES algorithm makes data more secure and 
transparency is minimized. 

 

 
 

File Name  
 

Size(Bytes)  
 

PSNR 

Text1 103 20.862 

Text2 100 20.862 

Text3 75 20.862 

Text4 50 20.862 

Table 1.PSNR value of 2nd LSB  
Position 

Table 2.PSNR value of 4th LSB 
Position 
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