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Abstract—Computing and network technologies are improved from last 10 years, with the availability of better 
bandwidths, considerable rise in the accessibility, sophistication, and transmission of digital images using imaging 
technologies like digital cameras, scanners, photo-editing, and software packages.  Digital camera technology has 
become widely available. A trend which opens the door for new and creative ways to forge images. In this paper, 
we first briefly provide an introduction to the major processing stages inside a digital camera and then review 
several methods for forgery detection. 
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I. INTRODUCTION 
Now a days, Image tampering is so easy with Photoshop. With imaging software so widely available, the manipulation of 
digital images is not a matter for experts only. With the enormous variety of camera enabled devices such as video 
cameras, iPods, phones that are now available, digital images are being captured, stored and transferred across platforms 
with comparative ease. As a result, forensic examiners are more likely to be asked to provide evidence pertaining to the 
authenticity and integrity of digital images in a court of law. However, digital image forensics is still a relatively new and 
rapidly changing field of research and the number of available software implementations of digital. Sometimes a digital 
image or a video are incontrovertible evidence of a crime. By looking at a digital content as a digital clue, multimedia 
forensics aims to introduce novel methodologies to support clue analysis and to provide an aid for making a decision 
about a crime. Multimedia forensics [2], [3], [4] deals with developing technological instruments operating in the absence 
of watermarks [5], [6] or signatures inserted in the image. In fact, different from digital watermarking, forensics an 
assessment on a digital document by resorting only to the digital asset itself. These techniques basically allow the user to 
determine if particular content has been tampered with[7], [8] or which was the acquisition device used [9], [10]. The 
other main multimedia forensics topic is image tampering detection [7] that is assessing the authenticity of a digital 
image. Information integrity is fundamental in a trial, but it is clear that the advent of digital pictures and relative ease of 
digital image processing today makes this authenticity uncertain. In respect of cases being currently reported, three 
approaches are noted as commonly being used for image forgery.  
These are i) Image Enhancement (e.g. blurring the portions, brightness, Contrast or Color etc.), ii) Image Compositing 
(Mixing up different features from two or more different images) and iii) Copy move forgery (Copying some part of 
information from image itself and pasting it in the same image elsewhere.).  
 

A. DIGITAL CAMERA 
 

 
Taking Lens      AA/IR Filters    Cover      Sensor 

                                  Glass 
Fig. 1 Optical image path of a digital camera 

 
Figure 1 is an exploded diagram of a typical optical imaging path in digital camera. The taking lens forms an image of 
the scene on the surface of the substrate in the sensor. Antialiasing (AA) and infrared (IR) cut off filters prevent 
unwanted spatial and spectral scene components from being imaged. A cover glass protects the imaging surface of the 
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sensor from dust and other environmental contaminants. The sensor converts the incident radiation into photo charges, 
which are subsequently digitized and stored as raw image data. Each of these components is discussed in detail below. 
 

1) Taking Lens:  There are standard considerations when designing or selecting a taking lens that translate directly 
from film cameras to digital cameras, e.g., lens aberrations and optical material characteristics. Due to 
constraints introduced by the physical design of the individual pixels that compose the sensor, digital camera 
taking lenses must address additional concerns in order to achieve acceptable imaging results. 

2) Antialiasing Filter: The digital camera sensor consists of a rectilinear grid of pixels. As such it senses a sampled 
version of the image formed by the taking lens. Figure 2 shows a portion of the pixel array with the pixel 
pitches, x� and y� ,indicated. 

 
 

 
Fig.2 Array of pixels 

 
3) Infrared Cut-off Filter: For all but the most specialized applications, digital cameras are used to capture images 

as they appear to the human visual system (HVS). As such, their wavelength sensitivity needs to be confined to 
that of the HVS, i.e., roughly from 400 to 700nm [12]. The main photosensitive element of the digital camera 
imaging system is its silicon sensor which, unfortunately, does not match the photometric sensitivity of the HVS 
very well, as shown in Fig. 3. The most grievous difference appears in the near-infrared region of the spectrum. 
In order to address this an infrared cut-off filter or “IR cut filter” is incorporated into the digital camera optical 
path. This filter usually consists of a multilayer thin-film coating. Figure 1 shows the IR cut filter coated onto 
the antialiasing filter, although other optical surfaces in the optical path can also act as the substrate. 

  

 
Fig.3 Peak normalized photometric sensitivities of the HVS and silicon 

 
4) Cover Glass: The cover glass is a piece of high-quality, defect-free optical glass that is placed on top of the 

sensor to prevent environmental contamination. Protection from oxidation and airborne dust is the primary 
purpose of this component. The cover glass is frequently bonded to the surface of the sensor to increase its 
effectiveness. In turn, the cover glass can also be physically combined with the antialiasing and IR cut filters 
into one optical “sandwich” element. 

 
II.  LITERATURE REVIEW  

Forensics investigation based on SIFT features has been proposed [1]. Given a suspected photo, it can reliably detect if a 
certain region has been duplicated and, furthermore, determine the geometric transformation applied to perform such 
tampering. Investigating how to improve the detection phase with respect of the cloned image patch with highly uniform 
texture where salient keypoints are not recovered by SIFT-like techniques. For blind forgery detection is to classify 
textures that occur in natural images using statistical measures and find discrepancies in those statistics between different 
portions of the image. At this point, however, it appears that such approaches will produce a large number of missed 
detections as well as false positives [13]. Another efficient technique which can automatically detect and localize 
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duplicated regions in an image, works by first applying a Principal Component Analysis (PCA) on small fixed-size image 
blocks to yield a reduced dimension representation. This representation is robust to minor variations in the image due to 
additive noise or lossy compression. Duplicated regions are then detected by lexicographically sorting all of the image 
blocks [8]. This technique is effective on plausible forgeries, and has quantified its sensitivity to JPEG lossy compression 
and additive noise. The detection is possible even in the presence of significant amounts of corrupting noise. Recent 
studies in multimedia forensics show that digital images contain intrinsic patterns, traces, and marks generated by 
imaging pipeline components (sensor) and processes (demosaicing and color adjustment). Some of these patterns and 
marks, such as photo response non-uniformity noise (PRNU), are unique to individual component characteristics of 
imaging system [14]. Similar to PRNU noise, physical defects in imaging pipeline such as dust particles in DSLR camera 
chamber, scratches on flatbed scanners also generate unique patterns in image output. Due to unique and random nature 
of these patterns, they can be utilized in digital image forensics problems. Digital cameras generally use JPEG 
compression to encode images and different manufacturers typically configure their devices with different compression 
levels and parameters. Farid [10] exploits this difference by extracting the JPEG quantization table from an image and 
comparing it against a database of known digital cameras for source identification. Likewise, it can be compared against 
a database of photo-editing software for signs of tampering.  
 

Table 1: Comparison of different Digital Image Forgery Detection Tools / Techniques / Algorithms 
Digital Image Forensic 
Tools /Techniques / 
Algorithms  

Used for Domain Pros Cons 

1.lighting 
Inconsistencies 
Forensic. 

Robust on both  
natural photography 
and synthetically 
generated images. 
Manipulations in 
images in this 
technique may 
require the creation 
or removal of 
lighting gradients 
and shadows. 
. 

Efficiently work for 
Multiple Light 
Sources, Local Light 
Source (2-D), Infinite 
Light Source and (3-
D), Infinite light 
Source (2-D). 

This method assumes 
nearly Lambertian 
surface for both the 
forged and original 
areas and might not 
work when the object 
does not have a 
Compatible surface, 
when pictures of 
both the original and 
forged objects were 
taken under 
approximately 
similar lighting 
conditions. 

This system also may 
not work during a 
cloudy day when no 
directional light 
Source is present. 

2. Inconsistencies 
Through Lateral 
Chromatic Aberrations 
forensic 

 

Robust on detecting 
tampering in 
visually plausible 
Forensic. 

This approach for 
detecting tampering is 
effective when the 
manipulated region is 
relatively small. 

This approach is 
efficient for 
detecting digital 
tampering in 
synthetic and real 
images. 

This model fails to 
estimate longitudinal 
chromatic aberrations 
and other forms of 
optical distortions. 
This approach also 
fails when the 
manipulated region is 
relatively very large. 

3. Classification of 
Textures in Copy-Move 
Forgery 

Robust on both 
synthetic and real 
images. 

This method is limited 
to one particular case 
of forgeries, when a 
certain part of the 
image was copied and 
pasted somewhere 
else in the same image 
(e.g. to cover an 
object). 

Efficient for detect 
forgery in small copy 
move area. 

It is very difficult to 
discover tampered 
areas in images. 
Also, Exhaustive 
search technique 
used in detecting 
copy-move forgery is 
quite 
computationally 
expensive. 

4. Principal Component 
Analysis (PCA) in 
Duplicated Image 
Regions. 

Robust on plausible 
/ credible digital 
forgeries. 

Effective technique 
that automatic  detect 
Duplicate region in 
didital image.  

Good for minor 
Variations due to 
additive noise and 
lossy compression. 

May fail to detect 
considerable large 
changes. Little doubt 
is there that counter-
measures will be 
created to foil this 
technique. 

5. Scalar invariant 
feature transform 

Robust on good 
quality copy move 

This method is used 
in 2d and 3d 

Good for detection, 
invariant to scale 

Show false result 
when two similar 
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(SIFT). tampered images. matching, invariant to 
scale rotation and 
illumination. 

rotation and 
illumination. 

object in image is 
scan. Not robust in 
blurred images. 

 
Using 5 different versions of Adobe Photoshop, an image (presumably uncompressed) is saved at each of the 13 
compression levels for each version and it was found that the JPEG quantization tables used were different from those of 
the 204 cameras. Thus, by detecting the presence of JPEG quantization table’s unique to any particular photo-editing 
software, it can be determined if the image is authentic or was previously tampered with and saved using a photo-editing 
software. Often, the image output from the camera is already compressed in JPEG format and if edited using editing 
software, there will exist a double JPEG compression problem, which Popescu et al look at in another paper [15]. 
 
 

III.  CONCLUSION. 
This paper presents a survey of various types of image tampered techniques and detection. In digital images Detecting forgery 
is one of the challenges of this exciting digital age. The Image manipulated software and low-cost tools of the digital age 
enable the creation and manipulation of digital images without leaving any traces (Adobe Photoshop). As a result, the 
authenticity of images can’t be taken for granted, especially when it comes to legal (Court) photographic evidence. 
Another common manipulation in tampering with portions of the image is “copy move”. Spotting digital fakes by 
detecting inconsistencies in lighting is another method. Thus, the problem of establishing image authenticity has become 
more complex with easy availability of digital images and free downloadable image editing software’s leading to 
diminishing trust in digital photographs. Primarily, in this paper we have reviewed five approach. Robust search method 
reduces the number of searches whereas exact match search is exhaustive and requires more memory and time. 
Therefore, robust technique is better in case of time dependent interactive searches. 
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