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Abstract 
Voting has played a major role in the democratic societies. The word “vote” means to choose from a list, to 

elect or to determine. As the information technology is growing faster and with the most convenient techniques, 
the traditional voting system to elect does not satisfy the voter’s demands. To ensure the voter’s vote privacy and 
to increase the number of voters, many enhanced procedures have been introduced. Along with the secure vote 
transmission, the vote clarification by the voter is required for the voter’s satisfaction. This paper proposes secure 
e-voting system using visual cryptography and image steganography techniques which provides the security in the 
transmission of vote and vote clarification for the voter’s. 
 
Keywords: visual cryptography, image steganography, secret-ballot receipt. 

1. INTRODUCTION 

The right of individuals to vote for the government representatives is at the heart of the democracy 

that the citizens enjoy. Historically, great effort and care has been taken to ensure that elections are 

conducted in a fair manner such that the candidate who should win the election based on the vote count 

actually does. Times are changing. In this Internet era, where decisions cannot be made quickly 

enough, and there is a perception that anyone who does not jump on the technology bandwagon is 

going to be left far behind. Remote electronic voting refers to an election process whereby people can 

cast their votes over the Internet, most likely through a web browser, from the comfort of their home, 

or possibly any other location where they can get Internet access [1].  
In remote electronic voting mechanism, cryptography is used to protect the data transmitted between 
the voter and the server to ensure that it would not be leaked to a third party. Cryptography theories are 
also applied in each process in the system to make sure the authenticity of the voter, the originality of 
the ballot, casted and collected votes, the reliability of the tallied votes and the privacy throughout the 
election. In this paper visual cryptography and steganography techniques are used for the secure 
transmission.  

Both branches of information security are combined together in this paper to ensure the design of a 
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secure electronic voting system by providing a double layer of data protection. There are five different 
stages in the system design architecture such as registration stage, authentication stage, voting stage, 
tallying stage, publishing and verification stage. These schemes would be implemented respectively 
and secret-ballot receipt scheme is going to be applied in the voting stage together with visual 
cryptography [2]. 

 

2. BACKGROUND 

  Voting is a method by which groups of people make decisions. These decisions could be 
political, social or public. Voting can also be used to choose between difficult plans of actions or to 
decide who is best eligible to be awarded a prize. Voting can thus be defined as a process that allows a 
group of individuals to choose between a numbers of options. Most voting systems are based on the 
concept of majority rule. For example, in an election, a candidate with a plurality receives more votes 
than any other candidate, but does not necessarily receive the majority of the total votes cast [3].  
             Before the secure voting system there were many systems which possess the voting system 
with some security. Below are some old systems: 

• Paper-based voting: The voter gets a blank ballot and use a pen or a marker to indicate he 
want to vote for which candidate. Hand-counted ballots is a time and labor consuming 
process, but it is easy to manufacture paper ballots and the ballots can be retained for 
verifying, this type is still the most common way to vote.  

• Lever voting machine: Lever machine is peculiar equipment, and each lever is assigned for a 
cor-responding candidate. The voter pulls the lever to poll for his favorite candidate. This kind 
of voting machine can count up the ballots automatically. Because its interface is not user-
friendly enough, giving some training to voters is necessary.   

• Direct recording electronic (DRE) voting machine: This type, which is abbreviated to DRE, 
integrates with keyboard; touch screen, or buttons for the voter press to poll. Some of them lay 
in voting records and counting the votes is very quickly. But the other DRE without keep 
voting records are doubted about its accuracy.  

• Punch card: The voter uses metallic hole-punch to punch a hole on the blank ballot. It can 
count votes automatically, but if the voter’s perforation is incomplete, the result is probably 
determined wrongfully.  

• Optical voting machine: After each voter fills a circle correspond to their favorite candidate on 
the blank ballot, this machine selects the darkest mark on each ballot for the vote then 
computes the total result. This kind of machine counts up ballots rapidly. However, if the 
voter fills over the circle, it will lead to the error result of optical-scan.  

 
A. Visual Cryptography  

 
 Visual cryptography is a simple and powerful method which can provide high security for 

confidential information. This technique generate noise like random pixels on share images to hide 
secret information which on overlay decrypt the information this technique is known as conventional 
visual secret sharing schemes. Concept of visual cryptography is introduced by Moni Naor and Adi 
Shamir in 1994 [4]. This is a new cryptographic scheme where the cipher text is decoded by the human 
visual system. Hence, there is no need to any complex cryptographic computation for decryption. The 
idea is to hide a secret message (text, handwriting, picture, etc) in different images called shares or 
cover images. When the shares (transparencies) are stacked together in order to align the sub pixels, the 
secret message can be recovered. The simplest case is the 2 out of 2 scheme where the secret message 
is hidden in 2 shares, both needed for a successful decryption. 
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Fig. 1. Data flow diagram of how visual cryptography applied in the system. 
 
B. Image Steganography 
 

Steganography is the art of hiding information through original files in such a manner that the 
existence of the message is unknown. The term steganography is comes from Greek word Steganos, 
which means, Covered Writing. The original files can be referred to as cover text, cover image, or 
cover audio. After inserting the secret message it is referred to as stego-medium. A stego-key is used 
for hiding process to restrict detection and/or recovery of the embedded data. While cryptography 
protects the content of messages, steganography hides the message so that intermediate persons cannot 
see the message. The four main categories of file formats that can be used for steganography are: Text, 
Images, Audio and Protocol. 

In image steganography, images are used as the pop-ular cover objects for steganography. A 
message is embedded in a digital image through an embedding algorithm, using the secret key. The 
resulting stego image is send to the receiver. On the other side, it is processed by the extraction 
algorithm using the same key. During the transmission of stego image unauthenticated persons can 
only notice the transmission of an image but cant guess the existence of the hidden message. 

The simplest approach to hiding data within an image is called least significant bit (LSB) insertion 
[5]. For 24-bit true color image, the amount of changes will be minimal and indiscernible to the human 
eye. The following formula provides a very generic description of the pieces of the steganographic 
process: 
 

cover image + hidden information = stego image. 
 

B. Secret Ballot Receipt 
 
A new kind of receipt sets a far higher standard of security by letting voters verify the election 

outcome-even if all election computers and records were com-promised. The system preserves ballot 
secrecy, while improving access, robustness, and adjucation, all at lower cost. Current electronic voting 
machines at polling places don’t give receipts. Rather, they require prospective voters to trust them-
without proof or confirming evidence-to correctly record each vote and include it in the final tally. 
Receipts could assure voters that their intended votes are counted. 

Neither layer is readable on its own-the light passing through the sandwiched layers only 
where neither layer has printing is what makes your choices visible. Still, each layer separately and 
safely encodes your vote exactly as you saw it. When the polls close, the polling place sends only the 
digital form of the receipts (not the shredded layers or clear text votes), electronically [6]. 

 
3. EXISTING SYSTEM 

 
With the evolution of computer technology, many researchers are proposing secure, reliable 

and convenient electronic voting systems as a substitute to the traditional voting procedure. In 
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electronic voting mechanism, cryptography is used to protect the data transmitted between the voter 
and the server to ensure that it would not be leaked to a third party. Many cryptographic techniques are 
deployed. 

The main principle of e-voting is that it must be as similar to regular voting as possible, 
compliant with election legislation and principles and be at least as secure as regular voting. Therefore 
e-voting must be uniform and secret, only eligible persons must be allowed to (e-)vote, very voter 
should be able to cast only one vote, a voter must not be able to prove in favor of whom he/she voted. 
In addition to this the collecting of votes must be secure, reliable and accountable [7]. 

The e-voting concept is similar to the envelope method used during advance polls today to 
allow voting outside of polling place of voter’s residence: 

• The voter identifies himself/herself to polling com-mission,  
• The voter fills the ballot and puts it in an inner envelope,  
• That envelope is put into another envelope on which the voters data is then written,  
• The envelope is transported to the voter’s polling station, the voter’s eligibility is 

verified, and if the voter is eligible, the outer envelope is opened and the anonymous 
inner envelope is put into the ballot box. 

The e-voting follows the same scheme. E-voter creates during the voter procedures an inner envelope 
(which is essentially an encrypted vote) and an outer envelope (which is essentially a digital signature). 
The following considerations speak in favor of the envelope method:  

• Simplicity and understandability of the scheme, possibility to draw a parallel with traditional 
elections.  

• Simplicity of system architecture the number of components and parties is minimal.  
• Full use of digital signature. 

 
 

 
 
 
 

 
 
 
 
 
 
 
 

Fig. 2.  General E-Voting system overview. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3.  Envelope method of transmission. 
 

Public key cryptography is used here. E-voter (application) encrypts his/her choice (number of 
candidate) with the systems public key and signs the result digitally. The votes are collected, sorted, 
voter’s eligibility is verified and invalid votes are removed (double votes, votes of ineligible voters). 
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Next the outer envelopes (digital signatures) are separated from inner envelopes (encrypted votes). 
Voter lists are compiled from outer envelopes. Inner envelopes (which are not associated with the 
identity of the voter any more) are forwarded to the vote-counter who has the private key of the system. 
The vote-counter (application) outputs the summed results of e-voting. 

This system uses only the cryptographic method to transmit the information. The project is about to 
secure the transmission by implementing the image steganography. And there is no vote verification by 
the voter for his/her clarification. The project deploys this requirement by using visual cryptographic 
technique. 

 
4. PROPOSED SYSTEM 

 
In the previous e-voting system the casted vote is encrypted using some cryptography 

technique and sent to the database. To improve the security level in the trans-mission path the 
steganography and visual cryptography techniques are used. 

In this e-voting system, the procedure is same as the regular voting system. Voter will register. The 
voter will cast the vote and rest of the part is done by the system. The casted vote data is taken and 
using visual cryptography the two shares are generated. One share is taken as the cover image for 
hiding the vote data that is steganography and send to the database. Another share is sent to the voter’s 
email which acts as the secret receipt for the vote. Later both the shares are stacked together to confirm 
the vote details. This is to certify either the casted vote is considered or not.  

Secure e-voting architecture system architecture introduces the secure transmission level for the 
transmission of vote data from the polling booth to the data center as shown in following figure 4. 

 

 
 
 
 
 
 
 
 
 
 

Fig. 4.  System Architecture of Secure e-voting system 
 

As shown in the figure 4, the blocks represent the modules which are going to be takes place in the 

process. The flow starts with the casting of vote onto the system. The data is passed to the visual 

cryptography module. There it generates two shares that is share 1 and share 2. Share 1 is sent to the 

steganography module as the cover image for hiding the vote data. Then the stego image is sent to the 

database. at the other hand, the share 2 is sent to the voter’s email inbox. From the database the stego 

image is extracted and vote is counted and published. Further, the voter for the verification will retrieve 

the share 1 from the database and stack both share 1 and share 2 for the vote information. 

 
5. EXPERIMENTAL RESULTS 

  
The implementation overview of both techniques i.e., visual cryptography and image steganography 

are shown below. 
 
A. Visual cryptography 

One-time image algorithm is used. The principle of the one-time pad to create a pair of black and 
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white images. Each appears as a ’snow’ of black and white pixels, and no information can be extracted 

from either image on its own - unlike most cryptography, it is not merely ’very difficult’ to extract 

information: an implementation of the one-time image principle with true random numbers is 

’perfectly’ secure and unbreakable. [8] 
 

First, the vote data is extracted and converted to image. Secondly, the source image is converted to 
black and white (not grayscale, true black and white with pixels of only these two different colors). 

 

 

 
 

 
 

 
 
 
 

Fig. 5.  One Time Image technique process 

 
The pixels synchronization for the overlapping of shares is shown in below figure 6. 

 
 

 
 

 

 

 

 
Fig. 6.  Share Synchronization 

B. Image Steganography 
 

The simplest approach to hiding data within an image is called least significant bit (LSB) 
insertion.[5] For 24-bit true color image, the amount of changes will be minimal and indiscernible to 
the human eye. In this paper the steganography is used in this way. Steps are as follows: 

 

 

 

 

 

 
Fig. 7.  LSB technique process 
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6. CONCLUSION 

In conclusion, in an electronic voting system life cycle, the protection of voter’s personal 
information and vote is crucial. It is as important to their rights to verify that their vote has been 
counted correctly in the tally phase. The voting details are stored in database and the result is displayed 
by calculation. By secure e-voting system, the percentage of voting increases. It decreases the cost and 
time of voting process. It is very convenient to use. The system could actually provide a more secure 
system than the paper-based election by providing precise data communication and logging, prevention 
over threats and attacks by the intruders. Along with the e-voting, a voter is provided with a share for 
the verification of the vote which also acts as a receipt for the casted vote. 
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