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Abstract 
This paper is used to implement feature level fusion for the extracted images of the different biometric 
features. The biometric features used here are face and iris. Discrete Cosine Transform (DCT) is used for 
feature extraction of face and iris independently. The features of face and iris are fused by fusion technique. 
Image can be encrypted and decryption will be done. Experimental results on my iris database are verified. 
MATLABr2013a is used to implement this multimodal biometric system. 
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1. Introduction 

      Biometric signatures, which characterize a person with respect to their body features, cannot be lost, 

stolen, or shared with others, unlike commonly used access cards and passwords. Consequently, there has 

been an increasing motivation to development identification systems based on these signatures. 

Applications for such systems include person identification for use by law enforcement agencies, 

facilitation of human-machine interactions in robotics, and identification for access to secure areas or 

sensitive information. While a range of commercial systems are currently available, they are documented to 

demonstrate poor performance under extreme variations in environment, and therefore there is a need for 

further development of these systems. Additionally, for applications such as smart cards for ATMs, training 

needs to be able to be done over the life of the system.  

 

Therefore independence from the larger database is preferable. Multimodal biometrics refers to the 

combination of two or more biometric modalities. Every human has unique identification. The existing 

reorganization systems are based on single mode biometric. We will add two images; this process is called 

image fusion. For security reason the fused data can be encrypted and also decryption will be done, for the 

comparison. 
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2. Related Work  
     Raman Maini and Himanshu Aggarwal et al.,[1] conducted survey on image enhancement so before 
extracting the features from the image first we need to enhance the image to get accurate image. Spatial and 
frequency domain methods are there to enhance the image, Principle objective of Image enhancement is to 
process an image so that result is more suitable than original image for specific application. Digital 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1.  Feature extraction and fusion 
 
Image enhancement techniques provide a multitude of choices for improving the visual quality of images.  

Randa Atta and Mohammed Ghanbari et al.,[2] conducted survey on face feature extraction, The DCT 
performed on each face image decomposes it into an approximation sub band and the reversed L-shape 
blocks containing the high frequency coefficients of the DCT . A set of simple block-based statistical 
measures is calculated from the extracted DCT sub bands. This set of statistical measures is an efficient 
way of reducing the dimensionality of the feature vectors. Drawbacks of DCT and DWT are DCT and 
DWT methods use fixed size partitions we cannot capture more statistical measure.  

Mahmoud Elqamal and Nasser Al-Bigami et al.,[3] con-ducted survey on iris feature extraction they 
used DWT for iris feature extraction ,Iris recognition can easily be considered as the most reliable form of 
bio- metric technology , The contribution of this paper is the integration of an coefficient feature extraction 
tool and a robust classifier to perform a more robust and accurate automated iris matching system.  

V.P.S.Naidu and J.R.Raol et al.,[4] conducted survey on PCA image fusion The PCA involves a 

mathematical procedure that transforms a number of correlated variables into a number of uncorrelated 

variables called principal components. It computes a compact and optimal description of the data set. The 

first principal component accounts for as much of the variance in the data as possible and each succeeding 

component accounts for as much of the remaining variance as possible. 

 

3. Implementation  
 The major steps involved in a general Biometric system are; image acquisition, pre-processing, feature 

extraction and feature fusion. The Single image of face and iris from the database are the input for the 

preprocessing method. In feature extraction, morphological or textual attributes are elicited. This uniquely 

represents the input image. The technique used for feature extraction is Discrete Cosine Transform (DCT). 

Feature extraction involves simplifying the amount of resources required to describe a large set of data 

accurately. 

 
 
3.1. Image enhancement  

 Image enhancement is basically improving the interpretability or perception of information in images 
for human viewers and providing better input for other automated image processing techniques. The 
enhancement methods can broadly be divided in to the following two categories 1. Spatial Domain 
Methods 2. Frequency Domain Methods I focus on spatial domain techniques for image enhancement, with 
particular reference to point processing Methods, Logarithmic Transformations are the best one compared 
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to other methods. Logarithmic Transformations The general form of the log transformation is s = c * log (1 
+ r) the log transformation maps a narrow range of low input grey level values into a wider range of output 
values. The inverse log transformation performs the opposite transformation. Log functions are particularly 
useful when the input grey level values may have an extremely large range of values. In the following 
example the Fourier transform of an image is put through a log transform to reveal more details = log(1 + r) 
We usually set c to 1. Grey levels must be in the range [0.0, 1.0]. 
 
3.2. Face feature extraction  
For discrete cosine transform (DCT), the main features of the DCT which make it attractive for face 
recognition are: Data compression (energy compaction) property, commonly used in image/video 
compression, and efficient computation, due to its relationship to the Fourier transform. The DCT was first 
introduced by Ahmed, Natarajan, and Rao in 1974[6], with categorization into 4 variations by Wang 
(1984).  

This invertible transform represents a finite signal as a sum of sinusoids of varying magnitudes and 
frequencies. For images, the 2-dimensional DCT is used, with the most visually significant information 
being concentrated in the first few DCT coefficients (ordered in a zigzag pattern from the top left corner. 
Information concentration in the top left corner is due to the correlation between image and DCT 
properties. For images, the most visually significant frequencies are of low-mid range, with higher 
frequencies giving finer details of the image. For the 2-D DCT, coefficients correspond to sinusoids of 
frequencies increasing from left to right and to  bottom. Therefore those in the upper corner are the 
coefficients associated with the lowest frequencies. The first coefficient, known as the DC coefficient, 
represents the average intensity of the block, and is the most affected by variation in illumination 
 
 
 
 
 
 
 
 
 
 
 

Fig. 2. DCT coefficients 
 

     The DCT coefficients F(u,v) are the weights applied to each basis function for reconstruction of the 
block. The coefficients are calculated as: 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

Fig. 3.  Face Feature extraction 
3.3. Iris feature extraction 
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An iris image contains not only the region of interest; iris, but also eyelid, pupil, Etc. A change in the 

camera-to eye distance may also result in variations in the size of the same iris. Moreover, the brightness is 
not uniformly distributed due to the non-uniform illumination. Therefore, before feature extraction, the 
original image needs to be pre-processed to localize iris, normalize iris, and reduce the influence of the 
above mentioned factors.  
3.3.1 ) Iris localization: The iris is an annular part between the pupil and the sclera. The first step in iris 
localization is to detect pupil, the center of pupil used to detect the outer radius of iris patterns. In order to 
do that, One need to detect the pupil and to localize the outer iris Pupil Detection: To remove the effect of 
illumination the iris image is converted into grayscale. As pupil is the largest black area in the intensity 
image, its edges can be detected easily from the edge detection method i.e. Cannys edge detection binarized 
image by using suitable threshold on the intensity image. But the problem of binarization arises in case of 
persons having dark iris. 
3.3.2) Iris normalization: Irises from different people may be captured in different size and, even for irises 
from the same eye, The size may change due to illumination variations and other factors. Such elastic 
deformation in iris texture will affect the results of iris matching. For the purpose of achieving more 
accurate recognition results, it is necessary to compensate for the iris deformation. Solved this problem by 
projecting the original iris in a Cartesian coordinate system into a doubly dimensionless pseudo-polar 
coordinate system.  
3.3.3) Iris code generation and Feature extraction: Feature extraction is a key process where the two 
dimensional image is converted to a set of mathematical parameters. The iris contains important unique 
features, such as Stripes, Freckles, Coronas, etc. These features are collectively referred to as the texture of 
the iris. Features of left and right iris images were extracted using DCT as used in face feature extraction.  
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
Fig. 4.  Iris Feature extraction 

 
3.4. Image fusion 
 

Image fusion is the process of combining relevant information from two or more images into a single 
image. So we already extracted the features of face, right iris and left iris. By using imfuse function (inbuilt 
function).C= imfuse(A,B) creates a composite image from two images, A and B. If A and B are different 
sizes, imfuse pads the smaller dimensions with zeros so that both images are the same size before creating 
the composite. The output, C, is a numeric matrix containing a fused version of images A and B. 
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                                  Fig. 5.  Image fusion 
3.5. Encryption  

Encryption is the process of encoding messages or in-formation in such a way that only authorized 

parties can read it. Encryption doesn’t prevent hacking but it reduces the likelihood that the hacker will be 

able to read the data that is encrypted. In an encryption scheme, the message or image, referred to as 

plaintext, is encrypted using an encryption algorithm, turning it into an unreadable cipher text. This is 

usually done with the use of an encryption key, which specifies how the message is to be encoded. 

Encryption steps as follows.  
Step 1: Calculate the size of the fused image (columns * rows).   

   Step 2: Based on the size keys are generated.   
 Step3: Embed the keys with image and creates the   encrypted data.   

   Step 4: Store the key and encrypted data separately.  
 

3.6 Decryption   
We already encrypt the data, so we need to get original image for further processing, the process is called 

decryption. 
Steps as follows.  
  

Step 1: Get the key and encrypted image from database.  

Step 2: Remove the embedded data using key.  

Step3: Store the original images of 24 fused combinations for one person.  
 

 
4. Experiments and Result 
 

 
We have 3 persons images of 6 face images with different view, left and right iris trained images. So 

total 24 fused combinations of each person. We will compare the testing data and trained data, if match 
found means user is authenticated or else not. Also we did cross checking for false acceptance of users.  
Recognition rate = Number of correctly recognized image/ Total number of persons test image. Results of 
the approach is to, identify users with more accuracy and by comparing fused features; the false acceptance 
rate for system is minimized. 
 

5. Conclusion 
 

 
Multimodal Biometric Systems are expected to be more reliable. Based on the study of multimodal 

biometric system, the features of face and iris are extracted separately using DCT. The feature extraction of 
face and iris are very complex and non linear. These images are first decomposed for feature extraction and 
later the extracted features are fused. The fused features can be encrypted and decrypted, further used for 
authentication purposes. 
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