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Abstract- This paper focuses mainly on the different service and deployment models of cloud computing. The main aim is 
the extensive study of cloud computing, its characteristics and types, implementations of various types and extends to the 
issues related to cloud computing. There are three service models of cloud computing namely Infrastructure as a 
Service(Iaas), Platform as as Service(Paas) and Software as a Service(Saas). Also five basic deployment types namely, 
public cloud, private cloud, hybrid cloud and community cloud. This will present a talk on those different types of cloud 
computing models that are widely used, where these are used, the security and privacy issues related to cloud computing. 
 

I.INTRODUCTION 
 

Various definitions and interpretations of “clouds” and / or “cloud computing” exist. With particular respect to 
the various usage scopes the term is employed to, it basically refers to software, platforms and infrastructure that 
are sold “as a service”, i.e. remotely through the Internet. In computer networking, cloud 
computing is computing that involves a large number of computers connected through a communication 
network such as the Internet. In science, cloud computing is a synonym for distributed computing over a 
network, and means the ability to run a program or application on many connected computers at the same time.  

Generalizing all above definitions, Cloud computing is a model that enables convenient, on-demand network 
access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and 
services) that can be rapidly provisioned and released with minimal management effort or service provider 
interaction. Cloud services allow individuals and businesses to use software and hardware that are managed by 
third parties at remote locations. Examples of cloud services include online file storage, social networking sites, 
webmail, and online business applications. The cloud computing model allows access to information and 
computer resources from anywhere that a network connection is available. Cloud computing provides a shared 
pool of resources, including data storage space, networks, computer processing power, and specialized corporate 
and user applications. 

II.CHARACTERISTICS OF CLOUD COMPUTING 
 

With cloud computing, organizations can have on-demand self-service for computing capabilities, such as server 
time and network storage when needed, and through a single provider.      

Capabilities for different platforms, such as mobile phones, laptops computers, and personal digital assistants, 
are available through broad network access.    

The provider’s computing resources are pooled to serve multiple consumers using a multi-tenant model, with 
different physical and virtual resources dynamically assigned and reassigned according to consumer demand. 
While the location of the resources, such as storage, processing, memory, network bandwidth, and virtual 
machines, is not controlled by the subscriber, it may be possible for the subscriber to specify the country, state, 
or data center that provides the cloud services.   
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Cloud capabilities can be provided to the subscriber rapidly and elastically, allowing the subscriber to either 
increase or decrease services. The capabilities available often appear to be unlimited to the subscriber and can 
be purchased in any quantity at any time.    

Cloud systems automatically control and optimize resource use through a measured service capability that is 
appropriate for the type of service provided. Resource usage can be monitored, controlled, and reported 
providing transparency for both the provider and the consumer of the utilized service. 

Economic Considerations: In outsourced and public deployment models, cloud computing provides convenient 
rental of computing resources: users pay service charges while using a service but need not pay large up-front 
acquisition costs to build a computing infrastructure. The reduction of up-front costs reduces the risks for pilot 
projects and experimental efforts, and enhances organizational flexibility. In outsourced and public deployment 
models, cloud computing allows the customer to request, receive, and later release as many resources as needed. 
This elasticity can enable the customer to avoid excessive costs from over-provisioning capacity to meet peak 
demand but not using the capacity in nonpeak periods. A careful analysis of the costs of operation, compliance, 
and security, including costs to migrate to and, if necessary, migrate from a cloud, is necessary to determine 
overall costs.   

Operational Characteristics: Cloud systems generally depend on networking and any limitations on networking, 
such as data import/export bottlenecks or service disruptions, reduce cloud utility, especially for applications 
that are not tolerant of disruptions.    

Security: Cloud computing systems are complex networked systems that are affected by traditional computer 
and network security issues, such as the need to provide data confidentiality, data integrity, and system 
availability. By imposing uniform management practices, cloud providers may be able to improve on some 
security update and response issues. Clouds, however, have the potential to aggregate private, sensitive 
information about customers in cloud data centers. Cloud providers must assure the subscriber that they can 
keep customer data isolated and protected. Since cloud users and administrators rely heavily on Web browsers, 
browser security failures can lead to cloud security breaches. The privacy and security of cloud computing 
depend primarily on whether the cloud service provider has implemented robust security controls and a sound 
privacy policy required by their customers. Customers need confidence and transparency about the performance 
of the cloud system and how well it is managed.    

The move to cloud computing is a business decision that takes into account the readiness of existing applications 
for cloud deployment, the transition and life-cycle costs, the maturity of service orientation in the existing 
infrastructure, and the organization’s security and privacy requirements.   

 

 

III. SERVICE MODELS 

 

Cloud computing providers offer their services according to several fundamental cloud functionality 
provisioning:  Infrastructure, Platform or Software / Application, PaaS (Platform as a Service) providers which 
offer specific applications too, such as Google App Engine in combination with Google Docs. Literature and 
publications typically differ slightly in the terminologies applied. This is mostly due to the fact that some 
application areas overlap and are therefore difficult to distinguish. As an example, platforms typically have to 
provide access to resources indirectly, and thus are sometimes confused with infrastructures. 
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The following list identifies the main service models  of clouds :  

1. Infrastructure as a Service (IaaS)- 

IaaS is also referred to as Resource Clouds, provide (managed and scalable) resources as services to the user – 
in other words, they basically provide enhanced virtualisation capabilities. Accordingly, different resources may 
be provided via a service interface:  

Data & Storage Clouds deal with reliable access to data of potentially dynamic size, weighing resource usage 
with access requirements and / or quality definition.   

Examples: Amazon S3, SQL Azure.  

Compute Clouds provide access to computational resources, i.e. CPUs. So far, such low-level resources cannot 
really be exploited on their own, so that they are typically exposed as part of a “virtualized environment” (not to 
be mixed with PaaS below), i.e. hypervisors. Compute Cloud Providers therefore typically offer the capability to 
provide computing resources (i.e. raw access to resources unlike PaaS that offer full software stacks to develop 
and build applications), typically virtualised, in which to execute cloudified services and applications. IaaS 
(Infrastructure as a Service) offers additional capabilities over a simple compute service.  

The capability provided to the consumer is to provision processing, storage, networks, and other fundamental 
computing resources where the consumer is able to deploy and run arbitrary software, which can include 
operating systems and applications. The consumer does not manage or control the underlying cloud 
infrastructure but has control over operating systems, storage, and deployed applications; and possibly limited 
control of select networking components (e.g., host firewalls). 

Examples: Amazon EC2, Zimory, Elastichosts.  

2. Platform as a Service (PaaS)- 

It provide computational resources via a platform upon which applications and services can be developed and 
hosted. PaaS typically makes use of dedicated APIs to control the behaviour of a server hosting engine which 
executes and replicates the execution according to user requests (e.g. access rate). As each provider exposes his / 
her own API according to the respective key capabilities, applications developed for one specific cloud provider 
cannot be moved to another cloud host – there are however attempts to extend generic programming models 
with cloud capabilities (such as MS Azure).   

The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired 
applications created using programming languages, libraries, services, and tools supported by the provider.3 The 
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consumer does not manage or control the underlying cloud infrastructure including network, servers, operating 
systems, or storage, but has control over the deployed applications and possibly configuration settings for the 
application-hosting environment. 

Examples: Force.com, Google App Engine, Windows Azure (Platform).  

3. Software as a Service (SaaS)- 

It also sometimes referred to as Service or Application Clouds are offering implementations of specific business 
functions and business processes that are provided with specific cloud capabilities, i.e. they provide applications 
/ services using a cloud infrastructure or platform, rather than providing cloud features themselves. Often, kind 
of standard application software functionality is offered within a cloud.   

The capability provided to the consumer is to use the provider’s applications running on a cloud infrastructure. 
The applications are accessible from various client devices through either a thin client interface, such as a web 
browser (e.g., web-based email), or a program interface. The consumer does not manage or control the 
underlying cloud infrastructure including network, servers, operating systems, storage, or even individual 
application capabilities, with the possible exception of limited user- specific application configuration settings. 

Examples: Google Docs, Salesforce CRM, SAP Business by Design.  

 
IV. DEPLOYMENT MODELS 

 

Similar to P/I/SaaS, clouds may be hosted and employed in different fashions, depending on the use case, 
respectively the business model of the provider. So far, there has been a tendency of clouds to evolve from 
private, internal solutions (private clouds) to manage the local infrastructure and the amount of requests e.g. to 
ensure availability of highly requested data. This is due to the fact that data centres initiating cloud capabilities 
made use of these features for internal purposes before considering selling the capabilities publicly (public 
clouds). Only now that the providers have gained confidence in publication and exposition of cloud features do 
the first hybrid solutions emerge. This movement from private via public to combined solutions is often 
considered a “natural” evolution of such systems, though there is no reason for providers to not start up with 
hybrid solutions, once the necessary technologies have reached a mature enough position.   

 

We can hence distinguish between the following deployment types:  

1.Private Clouds - 

In a private cloud, the cloud infrastructure is operated solely for a specific organization, and is managed by the 
organization or a third party.  The cloud infrastructure is provisioned for exclusive use by a single organization 
comprising multiple consumers (e.g., business units).  
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It is typically owned by the respective enterprise and / or leased. Functionalities are not directly exposed to the 
customer, though in some cases services with cloud enhanced features may be offered – this is similar to 
(Cloud) Software as a Service from the customer point of view.   

It allow businesses to host applications in the cloud, while addressing concerns regarding data security and 
control, which is often lacking in a public cloud environment.  It is not shared with other organizations, whether 
managed internally or by a third-party, and it can be hosted internally or externally. 

There are two variations of private clouds: 

1. On-Premise Private Cloud: This type of cloud is hosted within an organization’s own facility. A businesses IT 

department would incur the capital and operational costs for the physical resources with this model. On-

Premise Private Clouds are best used for applications that require complete control and configurability of the 

infrastructure and security. 

2. Externally Hosted Private Cloud:  Externally hosted private clouds are also exclusively used by one 

organization, but are hosted by a third party specializing in cloud infrastructure. The service provider 

facilitates an exclusive cloud environment with full guarantee of privacy. This format is recommended for 

organizations that prefer not to use a public cloud infrastructure due to the risks associated with the sharing of 

physical resources. 

2. Public Clouds- 

 Enterprises may use cloud functionality from others, respectively offer their own services to users outside of the 
company. Providing the user with the actual capability to exploit the cloud features for his / her own purposes 
also allows other enterprises to outsource their services to such cloud providers, thus reducing costs and effort to 
build up their own infrastructure. As noted in the context of cloud types, the scope of functionalities thereby 
may differ.  

The cloud infrastructure is provisioned for open use by the general public. Generally speaking, services 
provided by a public cloud are offered over the Internet and are owned and operated by a cloud provider. Some 
examples include services aimed at the general public, such as online photo storage services, e-mail services, or 
social networking sites. However, services for enterprises can also be offered in a public cloud.   

It may be owned, managed, and operated by a business, academic, or government organization, or some 
combination of them. It exists on the premises of the cloud provider.  
 

Public clouds are made available to the general public by a service provider who hosts the cloud infrastructure. 
Generally, public cloud providers like Amazon AWS, Microsoft and Google own and operate the infrastructure 
and offer access over the Internet. With this model, customers have no visibility or control over where the 
infrastructure is located. All customers on public clouds share the same infrastructure pool with limited 
configuration, security protections and availability variances. Public Cloud customers benefit from economies of 
scale, because infrastructure costs are spread across all users, allowing each individual client to operate on a 
low-cost, pay-as-you-go model. Another advantage of public cloud infrastructures is that they are typically 
larger in scale than an in-house enterprise cloud, which provides clients with seamless, on-demand scalability. 
These clouds offer the greatest level of efficiency in shared resources; however, they are also more vulnerable 
than private clouds. 

 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 4, April 2014, Pg: 365- 373 

 

Jyoti Yadav, IJRIT  419 

 

3. Hybrid Clouds- 

Though public clouds allow enterprises to outsource parts of their infrastructure to cloud providers, they at the 
same time would lose control over the resources and the distribution / management of code and data. In some 
cases, this is not desired by the respective enterprise. Hybrid clouds consist of a mixed employment of private 
and public cloud infrastructures so as to achieve a maximum of cost reduction through outsourcing whilst 
maintaining the desired degree of control over e.g. sensitive data by employing local private clouds. The 
different cloud infrastructures in hybrid computing remain unique entities, but are bound together by 
standardized or proprietary technology that enables data and application portability (e.g., cloud bursting for load 
balancing between clouds).  
 

 In a hybrid cloud, you can leverage third party cloud providers in either a full or partial manner; increasing the 
flexibility of computing. Augmenting a traditional private cloud with the resources of a public cloud can be used 
to manage any unexpected surges in workload.  

Hybrid cloud architecture requires both on-premise resources and off-site server based cloud infrastructure. By 
spreading things out over a hybrid cloud, you keep each aspect of your business in the most efficient 
environment possible. The downside is that you have to keep track of multiple cloud security platforms and 
ensure that all aspects of your business can communicate with each other. 

There are not many hybrid clouds actually in use today, though initial initiatives such as the one by IBM and 
Juniper already introduce base technologies for their realization.  

 

4. Community Clouds- 

 Typically cloud systems are restricted to the local infrastructure, i.e. providers of public clouds offer their own 
infrastructure to customers. Though the provider could actually resell the infrastructure of another provider, 
clouds do not aggregate infrastructures to build up larger, cross-boundary structures. In particular smaller SMEs 
could profit from community clouds to which different entities contribute with their respective (smaller) 
infrastructure. Community clouds can either aggregate public clouds or dedicated resource infrastructures. In a 
community cloud, the service is shared by several organizations and made available only to those groups. The 
infrastructure may be owned and operated by the organizations or by a cloud service provider. The cloud 
infrastructure is provisioned for exclusive use by a specific community of consumers from organizations that 
have shared concerns (e.g., mission, security requirements, policy, and compliance considerations). It may be 
owned, managed, and operated by one or more of the organizations in the community, a third party, or some 
combination of them, and it may exist on or off premises. 

We may thereby distinguish between private and public community clouds. For example smaller organizations 
may come together only to pool their resources for building a private community cloud. As opposed to this, 
resellers such as Zimory may pool cloud resources from different providers and resell them.  

Community Clouds as such are still just a vision, though there are already indicators for such development, e.g. 
through Zimory  and RightScale. Community clouds show some overlap with GRIDs technology.  

Community clouds are a hybrid form of private clouds built and operated specifically for a targeted group. 
These communities have similar cloud requirements and their ultimate goal is to work together to achieve their 
business objectives.  
 
V. CLOUD ENVIRONMENT ROLES 

 

In cloud environments, individual roles can be identified similar to the typical role distribution in Service 
Oriented Architectures and in particular in (business oriented) Virtual Organisations.  As the roles relate 
strongly to the individual business models it is imperative to have a clear definition of the types of roles 
involved in order to ensure common understanding.  
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Cloud Providers offer clouds to the customer – either via dedicated APIs (PaaS), virtual machines and / or direct 
access to the resources (IaaS). Note that hosts of cloud enhanced services (SaaS) are typically referred to as 
Service Providers, though there may be ambiguity between the terms Service Provider and Cloud Provider.   

Cloud Resellers or Aggregators aggregate cloud platforms from cloud providers to either provide a larger 
resource infrastructure to their customers or to provide enhanced features (see II.B). This relates to community 
clouds in so far as the cloud aggregators may expose a single interface to a merged cloud infrastructure. They 
will match the economic benefits of global cloud infrastructures with the understanding of local customer needs 
by providing highly customized, enhanced offerings to local companies (especially SME’s) and world-class 
applications in important European industry sectors. Similar to the software and consulting industry, the creation 
of European cloud partner eco- systems will provide significant economic opportunities in the application 
domain – first, by mapping emerging industry requests into innovative solutions and second by utilizing these 
innovative solutions by European companies in the global marketplace.   

Cloud Adopters or (Software / Services) Vendors enhance their own services and capabilities by exploiting 
cloud platforms from cloud providers or cloud resellers. This enables them to e.g. provide services that scale to 
dynamic demands – in particular new business entries who cannot estimate the uptake / demand of their services 
as yet . The cloud enhanced services thus effectively become software as a service.  

Cloud Consumers or Users make direct use of the cloud capabilities – as opposed to cloud resellers and cloud 
adopters, however, not to improve the services and capabilities they offer, but to make use of the direct results, 
i.e. either to execute complex computations or to host a flexible data set. Note that this involves in particular 
larger enterprises which outsource their in- house infrastructure to reduce cost and efforts.  

Note that future market developments will most likely enable the user to become provider and consumer at the 
same time, thus following the “Prosumer” concept, as already introduced by the Service Oriented Architecture 
concepts.  

Cloud Tool Providers do not actually provide cloud capabilities, but supporting tools such as programming 
environments, virtual machine management etc. 

VI. OPEN ISSUES 

 

Cloud computing may not be a solution for all organizations, nor is it appropriate for all applications. Many of 
the open issues with respect to deploying cloud computing are similar to concerns that apply to other IT hosted 
services. Complex computing and software systems may contain flaws, fail, or compromise security. As a result, 
techniques for detecting failures, understanding their consequences, isolating their effects, and remediating 
them, are central to the wide-scale adoption of clouds.    

Cloud computing has potential to foster more efficient markets through swift leasing of computing resources. 
Consumers may be able to forgo capital expenses in exchange for variable service fees. Providers of cloud 
computing can leverage capital expenses to serve many clients. These economic issues become mixed with the 
complexities of network and system configurations as well as the risks of exposing data and software assets to 
an external party.   

The technical means used to provide the quality of service promised by cloud providers are usually not disclosed 
to the consumer, thus raising questions about how consumers can verify that the promised quality of service has 
been provided. Additionally, efficient  

markets rely on consumers' ability to compare service offerings. This is difficult since service agreements may 
not adhere to standard metrics, terminology, and vocabularies.   

Different types of applications require differing levels of computing system performance. For example, email 
services may tolerate short service interruptions, but industrial automation and real-time processing generally 
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require both high performance and a high degree of predictability. These performance issues are similar to 
performance issues for other forms of distributed computing.   

Reliability refers to the probability that a system will offer failure-free service for a specified period of time 
within the bounds of a specified environment. Cloud reliability is a function of the reliability of four individual 
components: the hardware and software facilities offered by providers; the provider’s personnel; connectivity to 
the subscribed services; and the consumer’s personnel.   

Cloud computing offers an opportunity for consumers to meet economic goals by using computing resources 
with small or modest up-front costs; also cloud computing promotes business agility by reducing the costs of 
pilot efforts, and may reduce costs to consumers through economies of scale. Although the benefits can be 
substantial, a number of economic risks must be considered as well.   

When data or processing is moved to a cloud, the consumer retains the ultimate responsibility for compliance 
with established policies and regulations but the provider who has direct access to the data may be in the best 
position to enforce compliance rules. The issues of compliance should be addressed in the contract for cloud 
services. The General Services Administration (GSA) through the Federal Risk and Authorization Management 
Program (FedRAMP) is working towards a more consolidated set of compliance requirements and efficient 
reuse of compliance information. This governmentwide program provides a standardized approach to security 
assessment, authorization, and continuous monitoring for cloud products and services.   

Information security involves protecting the confidentiality and integrity of data and ensuring data availability. 
An organization that owns and runs its IT operations will apply organizational and administrative controls, 
specifying who can perform data-related operations such as creation, access, disclosure, transport, and 
destruction of data; physical controls to protect storage media and devices; and technical controls for identity 
and access management, data encryption, and other data protection measures.    

When an organization subscribes to cloud services, all of the data generated and processed will physically reside 
in systems that are owned and operated by a provider. An open issue is whether the consumer can obtain 
assurance that the provider is implementing the same or equivalent controls as the consumer would have 
implemented. Other considerations include the quality of a cloud's implementation, the vulnerability of the 
cloud to attack, system complexity, and the expertise level of cloud administrators.   

 
VII.CONCLUSION 

 
Overall, Cloud Computing is not restricted to Infrastructure / Platform / Software as a Service systems, even 
though it provides enhanced capabilities which act as (vertical) enablers to these systems. As such, I/P/SaaS can 
be considered specific “usage patterns” for cloud systems which relate to models already approached by Grid, 
Web Services etc. Cloud systems are a promising way to implement these models and extend them further. 

Cloud computing offers benefits for organizations and individuals. There are also privacy and security concerns. 
If you are considering a cloud service, you should think about how your personal information, and that of your 
customers, can best be protected. Carefully review the terms of service or contracts, and challenge the provider 
to meet your needs. 

• There are many more players in the on-demand market that many reports acknowledge 

• These range from basic infrastructure offerings (IaaS), through platform support (PaaS) to full applications 

(SaaS) 

• The long term cost of ownership may at first not seem to add up, but take into consideration other factors 

such as reduced risk and added value and for many organisations on-demand services make a lot of sense 
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Cloud computing is changing the way IT deparrtments buy IT. Businesses have a range of paths to the cloud, 

including infrastructure, platforms and applications that are available from cloud providers as online services. 

Many people may be confused by the range of offerings and the terminology used to describe them and will be 

unsure of the risk and benefits. This gallery, written for Computer Weekly, by Bob Tarzey of Quocirca aims to 

provide further insight.  
Cloud computing is a powerful new abstraction for large scale data processing systems which is scalable, 
reliable and available. Cloud computing is particularly valuable to small and medium businesses, where 
effective and affordable IT tools are critical to helping them become more productive without spending lots of 
money on in-house resources and technical equipment. Also it is a new emerging architecture needed to expand 
the Internet to become the computing platform of the future. 
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