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Abstract In this fast pacing electronic era, applications of RFID and biometric is replacing most of the paper works and manual 

labor for identification and authentication, independently in different areas. In this paper we will study how we can integrate both the 
systems to obtain an integrated system to manage student’s attendance in class and laboratories, and also to manage library account 
automatically. This will be achieved in two steps where RFID tag authentication is based on a PIN number and the card holder is 
authenticated using the biometrics template stored in the RFID tag that is based on the fingerprint verification.  
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I. Introduction 

RFID is generally used as an automatic identification system and Biometric is used for authentication. This approach is 
intended to develop a system that integrates both the systems to serve multiple chores, like ID, attendance card, library 
account, etc. needed in college campus. In classrooms and laboratories, there is overhead of attendance, which is time 
consuming process and also not precise. Here RFID-Biometric integrated system hails as an aid to this problem. To 
implement this system, an RFID transponder and biometric reader will be installed in every classroom and students 
would be provided with the RFID tag which will be considered as student’s identification card. Student will use 
combination of RFID tag and Biometrics to mark attendance similarly as one use their login ID and password. To 
implement this system, an RFID transponder and biometric reader will be installed in every classroom and students 
would be provided with the RFID tag which will be considered as student’s identification card. Student will use 
combination of RFID tag and Biometrics to mark attendance similarly as one use their login ID and password. 

II. Literature Survey 
a. RFID System 
RFID (Radio Frequency Identification) is a well-known technology that uses radio waves to identify any object or 
person. RFID system consists of RFID reader with an antenna and RFID tag which is made up of a microchip with an 
antenna. RFID tags are of three types: (a) Active tags, (b) Passive tags, and (c) Semi-passive tags. Active RFID tags have 
an internal battery, which is used to operate the microchip's circuitry and to broadcast a signal to a reader (the way a cell 
phone transmits signals to a base station). Passive tags have no internal battery. Instead, they draw power from the reader. 
Semi-passive tags use internal battery to operate the chip's circuitry, but it draws power from the reader to communicate. 
RFID system works on different frequencies, but most commonly used frequencies are low-frequencies (around 125 
KHz) which can be read from a foot or less, high-frequencies (around 13.56 MHz) which have maximum read distance of 
1.5 meters and ultra-high frequency, or UHF (850-900 MHz) having maximum read range up to 12 meters or 37 feet. 
RFID tags and readers have to be tuned to the same frequency to communicate. The reader transmits electromagnetic 
waves and the tag antenna is tuned to receive these waves. A passive RFID tag, stores a serial number that identifies a 
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person, draws power from field created by the reader and uses it to power the microchip’s circuits that is attached to an 
antenna. The antenna triggers the chip to transmit the identification information to a reader. The chip then modulates the 
waves that the tag sends back to the reader and the reader converts the new waves into digital data that can then be passed 
on to computers that can make use of it. 

b. Biometric System 
Biometrics is the science of uniquely recognizing humans based upon intrinsic physical or behavioral characteristics. 
Fingerprints are the largely used parameter for personal identification amongst all biometrics. Biometric is a two process 
mechanism that is enrollment and verification. In enrollment process fingerprint, after processing it, is stored in the 
database and in verification process live sample is verified with the stored template of fingerprint. Four major 
components are usually present in a biometric system: 

a. A mechanism to scan and capture a digital representation of fingerprint. 
b.  Software to process the raw data into a format called a template that can be used for storage and matching 

purpose. 
c.  Matching software to compare a previously stored biometric template with a template from a live sample. 
d. An interface to communicate with users. 

This procedure is explained following using Fig2. A fingerprint is a distinct pattern of ridges and valleys on the surface 
of a finger of an individual. A ridge is defined as the bulged surface, and a valley is the region between two adjacent 
ridges. In simpler word ridges are the convex skin of fingerprints and valleys are the concave skin of fingerprint. 
 

 
Fig.1: Biometric System process 

 
Minutiae points are the ridge break off, which are of two types: ridge endings and bifurcations. It is these minutiae points 
which are used for determining uniqueness of a fingerprint. 
 

 
Fig.2: Minutiae Points: (a) Bifurcation (b)Termination 

 
For storing fingerprint in the RFID tag and in the database we are required to convert fingerprint image into a template 
form that carry information about the unique features of the fingerprint i.e. minutiae points. There are few major steps to 
extract features of the fingerprint: 

a. Load the image 
b. Convert the image into binary format. 
c. Thinning of image 
d. Post processing of minutiae points 
e. Output image showing minutiae points. 
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Binarization is a process where each pixel in an image is converted into one bit and you assign the value as '1' or 
'0' depending upon the mean value of all the pixel. If greater then mean value then its '1' otherwise its '0'. Most 
minutiae extraction algorithms work on binary images where there are only two levels of interest: the black 
pixels correspond to ridges, and the white pixels correspond to valleys. This improves the contrast between the 
ridges and valleys in a fingerprint image to facilitate the extraction of minutiae. We have implemented a 
binarization method which will have a threshold value so that all the pixels below this are 0 and above this all 
pixels are 255 i.e. 1. Fig.3 shows example of binarized image. 
 

 
Fig.3: Binary image 

 
i. Ridge Thinning: Thinning is the process employed over binarized image, by thinning certain pattern shapes until it 

is represented by 1-pixel wide lines. Fingerprint thinning is implemented via morphological operations such as 
erosion and dilation to reduce the width of ridges to a single pixel while preserving the extent and connectivity 
of the original shape. Fig.4 shows thinned image of fingerprint. 
 

 
Fig.4: Thinned Image 

 
ii. Minutiae Points: Minutia based techniques represent the fingerprint by its local features, like terminations and 

bifurcations. The classification of ridge-end or bifurcation points is done in MATLAB by generating matrix. If 
the central pixel is one and has only one neighbor pixel, it will be a ridge-end point. Whereas, if the central pixel 
is one and has two neighbor pixels, it will be a bifurcation point. On the basis of these matrix minutiae points are 
extracted. Fig.5 shows minutiae points of the fingerprint: 

 

 
Fig.5: Minutiae points 
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III. Proposed Solution 
 

Every student will be provided with the RFID tag which will contain a PIN number and template of fingerprint. On 
entering the class students will show up their card to RFID reader; in return RFID reader will demand their fingerprint as 
their password. If fingerprint matched then their attendance will be marked in the database otherwise attendance will not 
be marked. This procedure is explained substantially by algorithm shown below: 
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Fig.6: Flow chart  
 

IV. Conclusion 

Implementing integrated RFID with biometric results in a trusted credential for authenticating an individual’s identity 
using biometric verification. It reduces the manual work required for management of student. And also act as an aid to 
students as it serves for multiple purposes e.g. classrooms, libraries, and laboratories. This biometric match-on-card 
approach can provide even more private and secure identity verification system. 
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