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                                                              Abstract 
 
Wireless networks are open in nature .Due to their shared nature, they are susceptible to various security 
threats. Jamming is the most common security threat in a wireless network. In this paper , we focus on the 
approach to develop an adaptive multichannel anti-jamming technique as the existing systems of Channel 
jamming were either analog or were single band for a digital signal. The proposed system have numerous 
advantages over existing systems . The system has been already tested for numerous noise systems such as 
additive Gaussian noise & Rayleigh noise. The proposed system has the ability of minimizing noise from 
narrowband or wideband spectrums. 
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1. Introduction  

The open nature of the wireless medium leaves it vulnerable to intentional interference attacks, 
typically referred to as jamming. Jamming can be a huge problem for wireless networks. Jamming is 
one of many exploits used compromise the wireless environment. It works by denying service to 
authorized users as legitimate traffic is jammed by the overwhelming frequencies of illegitimate 
traffic[2]. If an attacker truly wanted to compromise your LAN and wireless security, the most 
effective approach would be to send random unauthenticated packets to every wireless station in the 
network. To minimize the impact of an unintentional disruption, it is important the identify its 
presence. Jamming makes itself known at the physical layer of the network, more commonly known 
as the MAC (Media Access Control) layer[4]. The increased noise floor results in a faltered noise-to-
signal ratio, which will be indicated at the client. It may also be measurable from the access point 
where network management features should able to effectively report noise floor levels that exceed a 
predetermined threshold. From there the access points must be dynamically reconfigured to transmit 
channel in reaction to the disruption as identified by changes at the physical layer. In this paper we 
investigate efficient schedules for wireless data broadcast that perform well in the presence of a 
jammer. We show that the waiting time of client can be efficiently reduced by adding  redundancy to 
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the schedule. The main challenge in the design of redundant broadcast schedules is to ensure that the 
transmitted information is always up-to-date[2]. Accordingly, we present schedules that guarantees 
minimum waiting time and low staleness of data in the presence of a jammer[4]. However, it is very 
difficult to say anything very precise about the efficiency of jamming in a general situation, as there 
are so many parameters. Antenna patterns, modulation, data rate, range, terrain, weather, receiver 
threshold, transmitter power , synchronization scheme, error correction, processing gain, even the 
number of sun spots, all have effect on evaluating jamming. 
 
2. Problem Presented  
 
The problem chosen is to minimize the noise created by non-analog jammers using signal inversion & 
triangular sweep generation function . We are planning to design a dual channel jammer bypassing 
system.i.e bypassing two known GSM bands eg. GSM 900 & GSM 1800. 
 

3. Proposed Solution      
Noise signal inversion is the main highlight of the solution that we proposed.The Required module is 
composed of an anti-jammer unit.The anti-jammer prototype for the prototype for the demonstration inverts 
the noise signal on a 1 to 1 basis and propagates it. This leads to effective cancellation of noise and 
obtaining the data signal with least error. Noise signal propagation and inversion is the highlight of 
solution. If implemented on proper hardware, the solution can theortically provides approx.100% bypassing 
of jamming signal. very-low-level periodic signals masked by broad-band noise. 
 

4.Working Methodology  

 
 
 
The proposed method  method uses 2 inputs , a "primary" input containing the corrupted signal and a 
"reference" input containing noise correlated in some unknown way with the primary noise. The reference 
input is adaptively filtered and subtracted from the primary input to obtain the signal estimate. Adaptive 
filtering before subtraction allows the treatment of inputs that are deterministic or stochastic, stationary or 
time variable.These solutions show that when the reference input is free of signal and certain other 
conditions are met noise in the primary input can be essentiany eliminated without signal distortion. It is 
further shown that in treating periodic interference the adaptive noise canceller acts as a notch filter with 
narrow bandwidth, infinite null, and the capability of tracking the exact frequency of the interference; in 
this case the canceller behaves as a linear, time-invariant system, with the adaptive filter converging on a 
dynamic rather than a static solution. Experimental results are presented that illustrate the usefulness of the 
adaptive noise cancelling technique in a variety of practical applications. These applications include the 
cancelling of various forms of periodic interference in electrocardiography, the cancelling of periodic 
interference in speech signals, and the cancelling of broad-band interference in the side-lobes of an antenna 
array. In further experiments it is shown that a sine wave and Gaussian noise can be separated by using a 
reference input that is a delayed version of the primary input. Suggested applications include the 
elimination of tape hum or turntable rumble during the playback of recorded broad-band signals and the 
automatic detection of very-low-level periodic signals masked by broad-band noise. 
  Noise cancellation makes use of the notion of destructive interference. When two sinusoidal waves 
superimpose, the resulting waveform depends on the frequency, amplitude and relative phase of the two 
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waves. If the original wave and the inverse of the original wave encounter at a junction at the same time, 
total cancellation occur.  
 
4.1 Sine Wave Input   
Output samples of a sinusoid. To generate more than one sinusoid simultaneously, enter a vector of values 
for the Amplitude, Frequency, and phase offset parameters. 
  
4.2 Random Noise input  
Output a random signal with uniform Gaussian (Normal) distribution. Set output repeatability to 
Nonrepeatable (block randomly selects initial seed every time simulation starts), Repeatable (block 
randomly selects initial seed once and uses it every time simulation starts), or Specify seed (block uses 
specified initial seed every time simulation starts, producing repeatable output).  
  
4.3 Noise filter  
The noise filter is used after the random noise input to scale the input noise signal.  
  
4.4 RLS Filter  
Computes filter weights based on the exponentially weighted recursive least squares (RLS) algorithm for 
adaptive filtering of the input signal. Select the adapt port check box to create an Adapt port on the block. 
When the input to this port in nonzero, the block continuously updates the filter weights. When the input to 
this port is zero, the filter weights remain constant. If the Reset port is enabled and a reset event occurs, the 
block resets the filter weights to their initial values.  

 
4.5 Filter Taps  
Display a vector or matrix of time- domain, frequency – domain, or user – specified data. Each column of a 
2-D input matrix is plotted as a separate data channel. 1-D inputs are assumed to be a single data channel. 
For frequency domain. 
    A signal is transmitted over a channel to a sensor that receives the signal plus an uncorrelated noise n1. 
The combined signal and noise, s+n1, form the "primary input" to the canceller. A second sensor receives a 
noise n2, which is uncorrelated with the signal but correlated in some unknown way with the noise n1. This 
sensor provides the "reference input” to the canceller. The noise n1 is filtered to produce an out put y that is 
a close replica of n2. This output is subtracted from the primary input s+n0 to produce the system output, 
s+n1-y.  If one knew the characteristics of the channels over which the noise was transmitted to the primary 
and reference sensors, one could, in general, design a fixed filter capable of changing n1 into y=n1. The 
filter out put could then be subtracted from the primary input, and the system output would be the signal 
alone. Since, however, the characteristics of the transmission paths are assumed to be unknown or known 
only approximately and not of a fixed nature, the use of a fixed filter is not feasible. Moreover, even if a 
fixed filter were feasible, its characteristics would have to be adjusted with a precision difficult to attain, 
and the slightest error could result in increased output noise power. In the system shown , the reference 
input is processed by an adaptive filter that automatically adjusts its own impulse response through a least-
squares algorithm such as LMS that responds to an error signal dependent, among another things,on the 
filter's output. 
 
4.6 Input Signal  
 
Unfortunately, the information signal x cannot be measured without an interference signal n2, which is 
generated from another noise source n1 via a certain unknown nonlinear process. 
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The plot below shows the noise source n1. 

n1 = randn(size(time)); 

plot(time, n1) 

title('Noise Source n1','fontsize',11) 

xlabel('time','fontsize',11) 

 

4.7 Noise Signal    

 

 
 
The interference signal n2 that appears in the measured signal is assumed to be generated via an unknown 
nonlinear equation : 

  n2(k) = 4*sin(n1(k))*n1(k-1)/(1+n1(k-1)^2) 

5. Building the ANFIS Model 

 
We will use the function ANFIS to identify the nonlinear relationship between n1 and n2. Though n2 is not 
directly available, we can take m as a "contaminated" version of n2 for training. Thus x is treated as "noise" 
in this kind of nonlinear fitting. Here we assume the order of the nonlinear channel is known (in this case, 
2), so we can use 2-input ANFIS for training. We assign two membership functions to each input, so the 
total number of fuzzy rules for learning is 4. Also we set the step size equal to 0.2. You should be able to 
see all the training information in the MATLAB command window. 

5.1 Evaluation 

After training, the estimated n2 is calculated using the command EVALFIS. The original n2 and estimated 
n2 (output of ANFIS) are shown above. (Note that n2 is unknown.) 

 subplot(2,1,1) 

 plot(time, n2) 

 ylabel('n2 (unknown)'); 

 subplot(2,1,2) 
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 plot(time, estimated_n2) 

6. Conclusion 

In this paper, we have seen that the recursive least squares (RLS) algorithms have a faster convergence 
speed and in the derivation of the RLS algorithm, the input signals are considered deterministic. In the view 
of adaptive noise cancellation, no ‘perfect’ solutions exist yet for multi-band de-correlation. This subject 
clearly requires more research as there are lot of techniques yet to be known . Another subject for future 
research would be if this topic could be handled through inexpensive / cheaper adaptive filtering 
algorithms. 
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